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Dr Michał Piekarski* 

Maritime Critical Infrastructure and  
Lessons from the Black Sea: Hybrid 
Threats from Russia to NATO’s Littoral 
States on the Baltic Sea 
Observations from Poland, a frontline state 

Poland is already exposed to hybrid attacks from Russia and actors supported by Rus-
sia.1 These attacks take various forms: Apart from the ongoing crisis on our border with 
Belarus, there have been several attempts to conduct acts of sabotage against critical 
infrastructure and a number of other incidents that are still not fully explained. We also 
know of intelligence activities and disinformation campaigns. Against this backdrop, 
the following questions arise: What are possible scenarios of hybrid warfare in the Baltic 
Sea and what key lessons can we learn from the Ukraine War? What measures can be 
taken to increase maritime security in the Baltic Sea region?  

This paper seeks to answer these questions and provide recommendations for action. 
To this end, examples of hybrid threats and several scenarios – or warnings – will be 
described. 

1 General Lessons and Russian Potential  
Pre-2022 data regarding the naval potential of Russia and Ukraine would show that, 
even when counting only Russia’s Black Sea Fleet, the aggressor had a clear advantage 
over the defender – especially if one looked at the plain numbers of vessels, aircraft, 
and shore-based forces. The outcome of the naval battle seemed to be decided even 
before the first shots were fired. 

However, to this day Russia has already lost at least nineteen ships of various clas-
ses, including the Moskva cruiser and two modern missile corvettes. Russian forces 
have been proven weaker than anticipated. The Ukrainian efforts – drone and missile 
strikes – have to some degree levelled the playing field, limiting Russian operational 
freedom on the Black Sea and causing damage to ships and shore facilities. 

On the other hand, Russian actions have inflicted considerable damage on Ukraine. 
For example, ships and submarines have been used to launch cruise missiles, targeting 
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1  For example, in 2024 nine people who had planned an arson attack on a chemical plant in Wroclaw 
were arrested and charged with espionage and sabotage (Ptak 2024). In 2023, a group of people 
who had gathered intelligence on railway lines and were preparing to derail trains were arrested 
(Associated Press 2023). In addition, the border crisis with Belarus continues.  
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Ukrainian cities and critical infrastructure. The Russian naval blockade caused signifi-
cant economic problems to Ukraine leading to wider consequences.2  

Therefore, one lesson to be drawn is: even if a war is land-centric and air-focused, 
the maritime domain still matters. 

Successful Ukrainian attacks, including drone and missile strikes, have shown that 
Russian forces have exploitable vulnerabilities. Their anti-access/area denial (A2/AD) 
zones created by missile systems – sometimes colloquially described as ‘bubbles’3 – 
can be burst, and drone attacks were apparently a surprise for Russian forces, revealing 
inadequate force protection against such attacks.  

Yet despite the losses in the Black Sea, Russia still possesses notable naval re-
sources. For example, most of its Baltic Fleet remains intact. 

According to ‘The Military Balance’, in 2023 the Baltic Fleet possessed one sub-
marine, one guided missile destroyer, seven frigates and thirty-five smaller surface com-
batants and patrol vessels as well as twelve mine warfare ships and thirteen amphibious 
vessels.4  

However, this data does not consider other elements of the Russian forces. Apart 
from its aviation component and shore-based forces, including naval infantry, special 
operations forces, and coastal missile batteries, Russia has other tools at its disposal. 
One is the paramilitary component – like the border guard, subordinate to the Federal 
Security Service (FSB). Another set of tools are formally civilian ones. One is the state 
agency named Main Directorate of Deep-Sea Research, which operates a fleet of surface 
and submarine research vessels that may be used to gather intelligence or conduct sab-
otage.5 Another refers to commercial vessels including the so-called ‘shadow fleet’ – 
owned by shell companies, often without direct links to Russia.6 Apart from operating 
alone or in conjunction with military special operations forces, they could also be uti-
lised in hybrid warfare activities – for instance, if Russia wishes to keep a conflict below 
the threshold of open, conventional war.  

Overall, it is clear that the Russian forces have strengths and weaknesses and that 
Ukraine has been able to exploit some of these weaknesses by conducting successful 
missile and drone strikes. On the other hand, Russia is still able to launch missiles using 
various platforms, including maritime ones. Therefore, when assessing the general Rus-
sian potential and looking at Black Sea naval engagements as a source of ‘lessons 
learned’, one aspect is particularly important with regard to the Baltic Sea. In this thea-
tre, both NATO and Russia have advantages and disadvantages, for instance due to ge-
ographic conditions. For example, in case of open war, the Russian bases in Kaliningrad 
could be targeted by the Polish Coastal Missile Unit, which is armed with NSM cruise 
missiles; and port facilities as well as moored ships could be attacked by the Polish Land 
Forces and their HIMARS launchers. Therefore, a repetition of the successful attacks 
on ships in the Black Sea would be possible in the Baltic setting. In the Russo-Ukrainian 

──── 
2  For example, grain that could not be exported via the Black Sea route was either sold in Poland 

or rerouted to Polish ports. The influx of grain resulted in protests of Polish farmers and there is 
suspicion that at least one act of sabotage targeting a grain-carrying train was committed involving 
Russian-supported persons. 

3  Dalsjö et al. 2019. 
4  IISS, The Military Balance 2024. 
5  Kaushal 2023.  
6  Braw 2024. 
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war, Russian air defence systems have been unable to provide sufficient protection 
against drones, cruise missiles and tactical ballistic missiles that represent a fraction of 
NATO capabilities – and it is safe to assume that a greater number of assets could be 
successfully deployed in Baltic area. 

However, another important question arises with a view to Russia’s possible and 
probable course of action.  

Since the Russian fleet already has a number of ships armed with cruise missiles, 
and has missiles at its disposal that can also be fired from land and air platforms, Russia 
could carry out a pre-emptive or retaliatory strike against Polish ports and other infra-
structure, both military and civilian. Furthermore, hybrid warfare scenarios provide 
even more dilemmas and questions. In comparison to conventional warfare, which 
would lead to the invocation of Article V of the North Atlantic Treaty and the deploy-
ment of at least part of available NATO forces, hybrid warfare may allow Russia to keep 
the crisis below the Article V threshold and try to achieve its political goals while lim-
iting the risk of a conventional confrontation with NATO. 

2 Potential Role of Russian Naval Forces in a Hybrid Conflict 
Russian naval forces could be utilised in several ways during a potential conflict. As 
described above, hybrid warfare, defined as actions occurring close to the threshold of 
open warfare, is one potential way of operation. In the maritime domain, the spectrum 
of possible hybrid actions stretches from intelligence gathering, show of force, and test-
ing the other side’s defence mechanisms to sabotage. Certainly, intelligence gathering 
is constantly conducted. It involves not only traditional activities using naval vessels or 
aircraft, but also civilian ships. They may be used to gather information on shipping, 
ports, and critical infrastructure (like pipelines). For example, in 2023 two freighters 
were noticed loitering close to Polish territorial waters without a clear purpose.7 The 
purpose may well have been to gather intelligence or to test the response and reaction 
time of Polish authorities.  

Another form of aggressive action is the well-known harassing (‘buzzing’) of ships 
by Russian ships and aircraft. While such behaviour is not a direct attack, it involves a 
high risk of accidents and may be used in information warfare. For example, one buzz-
ing incident was used to spin a narrative about Russia’s purported ability to deactivate 
a ship’s electronics systems.8 That narrative represents a typical case of spreading dis-
information. Other recent cases of navigation systems jamming represent a different 
form of harassing where an actually existing capability is employed to threaten the gen-
eral safety of shipping and aviation.9 

Another imaginable scenario is the attempt to weaponise certain cases or issues. In 
May 2024, a draft document was posted online by the Russian government. According 
to this document, Russian maritime borders in the Baltic Sea region may be revised or 
even changed, under the pretext that the territorial waters off Russia’s mainland coast 
were measured in 1985 on the basis of ‘small scale nautical navigation maps’10. While 

──── 
7  Marszałkowski 2023. 
8  Meurmishvili 2017. 
9  Eggert 2024. 
10  Associated Press 2024. 
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this incident is enigmatic, it is possible that it was designed to test the response of the 
Baltic neighbours. If Russia proceeded with this course of action and tried to unilaterally 
change maritime borders, it could use its border guard force for the first steps – as in 
May 2024, when the Russian border guard removed buoys marking the border with 
Estonia on the Narva River.11 

There are even more possibilities for Russia acting on the basis of unilateral inter-
pretations of legal rules and claiming that certain measures are necessary for reasons of 
shipping safety. For example, part of the Polish EEZ overlaps with Russia’s declared 
search and rescue region. This could potentially be weaponised by Russia creating a 
crisis followed by unilateral action under the cover of a ‘rescue mission’ or ‘antiterrorist 
operation.’ Such a pretext would be paper thin but could be a justification for the de-
ployment of forces.  

Beyond that, another possible set of action has to be highlighted. It refers back to 
events such as the damage to the Nord Stream and Baltic Connector pipelines as well 
as GPS jamming cases. These represent attacks on maritime critical infrastructure, 
which consist of several elements: 

─ Transportation systems: ports, ships, and aids to navigation. The Polish ports 
in Gdańsk, Gdynia and Szczecin-Świnoujście are critical to the economy and en-
sure strong trade relations. According to official data, in 2023 annual cargo ton-
nage in Polish seaports reached 135.9 million tonnes (for comparison: in 2022 it 
was 119 million tonnes).12 In 2024, the amount of cargo traffic was slightly lower 
– 135 million tonnes.13 The most important types of cargo are liquid fuels, bulk 
cargo, and containers. The port of Gdańsk is particularly important for this last 
type of cargo, having constantly exceeded the number of 2 million TEUs since 
2021.14 A further increase in cargo handling is also expected in Szczecin-
Świnoujście and Gdynia due to the planned expansion of these ports, including 
the construction of new container terminals. Therefore, limiting or stopping cargo 
traffic always creates the risk of causing significant economic disruptions and 
breaking supply chains. Poland also has naval and law enforcement (Border 
Guard) bases, providing capabilities to receive allied military support in the event 
of a crisis. In this respect, the consequences of disruption may be severe, partic-
ularly if a port is forced to limit or suspend operations. Compensating for this loss 
of capacity would be challenging for other ports. 

Additionally, these ports play a crucial role in energy security. Poland’s only 
LNG terminal is located in Świnoujście harbour, and the port of Gdańsk, which 
is already equipped with a large oil terminal, is going to be expanded to include 
a Floating Storage Regasification Unit (FSRU).  

─ Energy-related infrastructure: pipelines, energy cables, and offshore plat-
forms. Until recently, the latter were just oil platforms – but due to the develop-
ments in offshore wind generation, the importance of these installations is ex-
pected to increase rapidly. According to current Polish government policy 

──── 
11  Hartog 2024. 
12  GUS 2024. 
13  Trade.gov.pl 2024. 
14  Port Gdańsk 2024. 
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documents15, Poland is reforming its energy policy. Traditional energy sources 
like coal or Russian-supplied gas and oil are being replaced by other sources. 
Therefore, any disruption may bring serious consequences for society and the 
economy alike. For example, as far as gas is concerned, the main import routes 
are maritime ones: by the Baltic Pipe and LNG terminals. Any attack on those 
facilities would very likely result in limiting the supply of natural gas, which is 
critical for industry and households. That would require taking alternative steps: 
rationing energy use, employment of emergency gas reserves and searching for 
alternative routes of supply. Even in case of a short disruption, it is expected that 
Russian information operations would portray this as a much more serious inci-
dent – and try to create panic and fear among the population. Therefore, ensuring 
the security of those energy import routes is critical.  

─ Communication infrastructure: undersea data cables. These may be targeted in 
order to intercept data or disrupt online services and data transfer. While the in-
terception of data is a typical activity in the signals intelligence field and does not 
cause publicly visible immediate harm, the disruption of the flow of data may be 
useful for Russia since it affects the availability of online services and infor-
mation, and this, in turn, may create a permissible environment for (dis)infor-
mation campaigns. Certainly, such an operation would be most effective if other 
communication infrastructure (land and satellite connections) were targeted.16 

All the assets mentioned above can be targeted in various ways; scenarios can be clas-
sified by probability. The most unlikely scenario is an early overt Russian action – this 
would constitute an armed attack and could trigger Article V of the NATO treaty, which 
may not be desirable to the aggressor. It is much more likely that an attack would be 
carried out in a way that allows it to be kept below an escalation threshold. Such an 
attack could be a highly ambiguous action, staged to look like an accident. The ‘anchor 
dragging’ that damaged the Baltic Connector is one notable example, as are the later 
cases of the vessels Eagle S and Yi Peng 3, which are suspected of damaging several 
data cables in the Baltic Sea.17  

Another possibility would be the blockade of a major port, for instance by civilian 
vessels. For example, a freighter might enter the port for a legitimate reason and later 
cause a collision with another ship or port infrastructure, or sink for some other pretend 
reason. This would block entry to and exit from the harbour, disrupt port operations and 
require a long and costly effort to salvage the vessel. At the same time, the consequences 
would be noticeable. Such an attack, if conducted during a major crisis, could effectively 
limit the amount of military equipment that could reach Poland in time. 

An attack masqueraded as a ‘protest action’, such as a port blockade by yachts and 
other small civilian boats, would also be a possibility. That form of protest could target 
ships transporting military equipment or oil and gas tankers. Other potential targets 
could be LNG terminals, such as the FSRU that is planned to be constructed near 
──── 
15  The most relevant are: Strategia Bezpieczeństwa Narodowego Rzeczypospolitej Polskiej (Na-

tional Security Strategy of the Republic of Poland) (2020) and Polityka energetyczna Polski do 
2040 r (Energy Policy of Poland until 2040) (2021). 

16  Murphy et al. 2016; Lange et al. 2019. 
17  Wiese Bockmann 2024. 
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Gdańsk. The action could be disguised as an ‘anti-war’ or ‘ecological’ protest and, if 
the blockade is lifted by force, a narrative could be spun around a violent regime that 
disregards the citizens’ right to protest.  

More advanced and more kinetic methods may include the covert mining of ship-
ping lines, ports and anchorages or acts of underwater sabotage. Also, the use of other 
means is conceivable. For example, unmanned surface or aerial vehicles could be used 
to attack critical infrastructure. In these scenarios, the actions of a state actor (Russia) 
would be disguised as activities of non-state actors – such as terrorists or protesters. 
Hypothetically speaking, acts of sabotage at an LNG terminal could be disguised as 
actions by violent environmental activists.  

Finally, it is sensible to consider the possibility of an overt military operation, as the 
final element in a string of hybrid actions. Following an at least partial disruption of 
critical infrastructure, increasing polarisation of society, and actions that would under-
mine Allied unity, a short-term, limited use of force could be employed to pressure Po-
land into complying with Russia’s will. An example would be a single cruise missile 
attack on oil refineries or power plants. This would be an ‘escalate to de-escalate’ sce-
nario.18 

All these scenarios show that an important element of hybrid warfare is the com-
bined use of different elements. All actions would be interlinked, different tactics and 
tools would be mixed to destabilise Poland’s society and economy, create polarisation 
and shape the security environment according to Russia’s wishes. The last element 
could be the open use of force, as illustrated by the last scenario. 

3 Recommendations for Security Policy in the Baltic Sea Region 
This part of the paper focuses on possible measures to prevent or respond to hybrid 
activities. These recommendations and conclusions are written from a Polish perspec-
tive, but may also be applicable to other countries of the region. The conclusions range 
from general ones, related to wider policy and strategy issues, to more specific ones 
associated with technical capabilities and the procurement of certain platforms.  

3.1 Tackling sea blindness 

One of the fundamental recommendations is to limit ‘sea blindness’ – the lack of aware-
ness related to maritime (security) issues. This is particularly important in the context 
of critical infrastructure protection, as problems different from those encountered in the 
land domain mean that techniques, tactics, procedures and equipment typically used on 
land may not be applicable to protect offshore wind farms or pipelines, particularly out-
side a country’s territorial waters. This understanding is fundamental for the further rec-
ommendations described below, especially for the formulation of a strategy to prevent 
and respond to Russian activities. Therefore, continuous informational and educational 
efforts aimed at both the general public and decision makers are recommended.  

This is imperative, given the fact that the Baltic Sea was not a scene of decisive 
naval engagements in the 20th century and that there is thus a tendency to consider this 
area as insignificant. This, in turn, leads to the setting of different priorities in security 
──── 
18  A more detailed discussion of similar scenarios can be found in: Frederick et al. 2022. 
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policy, with a special focus on the land domain. Notably, the role of the Baltic being 
important not only for security and defence, but also for commercial shipping and en-
ergy generation and transfer should be constantly explained to the public and decision 
makers alike.  

3.2 Formulation of a strategy and implementation at the operational level  

Key areas of maritime security and related recommendations need to be translated into 
a national-level strategy. Ideally, such a maritime security strategy should describe the 
key national interests in the Baltic Sea area. The strategy should also define an area of 
responsibility – either only the Southern Baltic Sea (territorial waters and EEZ) or ad-
ditional areas as well (the rest of the Baltic, the Danish Straits, the North Sea or others), 
based on which areas are considered important and where Polish forces should be de-
ployed.  

However, a more specific document should directly describe the strategic interests 
and objectives as well as the measures taken to prevent and respond to crisis situations 
and threats in the Baltic Sea region. In the Polish hierarchy of strategic documents, this 
would ideally be a document published by the Ministry of Defence, i.e. one level below 
the National Security Strategy.  

There should be a clear plan of action, particularly for crisis situations that might, 
at least initially, lie below the threshold of an armed conflict. Specifically, the strategy 
should describe the desired approach to deterrence. A defensive approach – imple-
mented by building hardened, resilient infrastructure – would be a form of deterrence 
by denial. Another way could be deterrence through punishment, implemented by im-
posing sanctions and/or tariffs on Russia in the event of malicious actions in the Baltic 
Sea area, and by exerting additional political, economic, and military pressure. This path 
could be more complicated, since it requires ways to apply pressure acceptable under 
international law, to develop resources that allow credible punishment and, last but not 
least, to find vulnerabilities that could be exploited.  
In any case, the strategy would have to be consistent with strategic decisions made at 
the NATO level, especially in the context of the recent Washington Summit Declara-
tion.19 

In addition, such a document should also provide a clear division of roles and re-
sponsibilities between various services and organisations. In the case of Poland, it 
should in particular determine the role of the Navy and the maritime branch of the Bor-
der Guard. Currently, the Polish Border Guard is tasked exclusively with law enforce-
ment missions – in the past, it has focused on fishery protection and on countering var-
ious forms of smuggling. As a result, it has surface surveillance capabilities (coastal 
radars, patrol boats, aircraft), but no subsurface surveillance capabilities. It also has a 
limited capability to engage surface targets, but neither the capability nor the legal basis 
to engage subsurface targets.  

The Polish military, however, is by nature oriented towards countering military 
threats. Deployment to support the Border Guard is permitted only if civilian resources 
are deemed inadequate. While this division may be effective in peacetime when attacks 
on shipping or critical infrastructure are rare, it is less efficient nowadays when, for 

──── 
19  NATO 2024b. 
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example, it may become necessary to conduct regular patrolling of pipelines in order to 
detect sabotage attempts. Under current legal rules20, however, unless a Navy vessel is 
deployed as an asset supporting the Border Guard, it is not allowed to perform any law 
enforcement tasks (such as the boarding and inspection of a suspicious vessel).  

Due to the above-mentioned threats, it may be necessary to widen the Border 
Guard’s set of capabilities – including a change of legal rules and investments in more 
capable equipment – or, alternatively, the consideration of a more active deployment of 
naval forces. The latter would also require changes to the law and the building or acqui-
sition of more ships to match the requirements. In each case, necessary changes in the 
legal framework as well as in the organisation, equipment and training of forces should 
be defined and implemented at the operational level. That is particularly important for 
shipbuilding and other force generation efforts. 

Following the first path to strengthen the Border Guard itself would require chang-
ing the rules of engagement, especially in engaging submarine targets and unmanned 
surface vessels, and the acquisition of new equipment (vessels and aircraft) as well as 
major changes in training, which would essentially turn the Border Guard into a second 
Navy.  

If we were to choose the second option, naval forces would already have most ca-
pabilities at their disposal. From a legal perspective, a standing rule (possibly written 
into an act of parliament) allowing military personnel to stop, board and inspect vessels 
both in Polish territorial waters and in its exclusive economic zone as well as new rules 
of engagement would have to be introduced. Also, military forces would need more 
vessels and more aircraft, to fulfil their new, widened mission of protecting critical in-
frastructure.  

In the short term, an expansion of the Navy’s mission to include the protection of 
critical infrastructure, which would result in an increase in the size of naval forces, is 
more promising. The Navy already has the capabilities that the Border Guard lacks – it 
is easier to enlarge existing forces than to build those capabilities from scratch in a dif-
ferent service. 

3.3 Situational awareness  

Dealing with hybrid threats means dealing with uncertain situations. Therefore, the 
ability to achieve and maintain situational awareness is fundamental. This allows not 
only to detect potential direct threats but also to gather wider intelligence on adversary 
actions. In the context of hybrid threats, it would be crucial to obtain evidence of poten-
tial Russian responsibility and later use this evidence for further (e.g. legal) actions.  

In order to maintain situational awareness in the maritime domain, various sensors 
and resources can be used. From a Polish perspective, all sorts of systems – from land-
based radars to sensors mounted directly on or in close proximity to infrastructure to 
patrol vessels and aircraft – could be employed. What might prove problematic in this 
respect is that a variety of stakeholders would be involved, from infrastructure owners 
and operators, maritime administration and law enforcement forces to the military. All 
of these actors and entities are subject to different legal regulations, and the above-

──── 
20  Act of Parliament of the Republic of Poland on State Border Protection (1991) and Act of Parlia-

ment of the Republic of Poland on the Border Guard (1990) (with amendments). 
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mentioned platforms have different capabilities. Another factor is the cost of acquisition 
and maintenance of surveillance systems, depending on their intended purpose. For ex-
ample, the most important systems for the owner of an offshore wind farm are those that 
help to ensure the protection of their property. On the other hand, law enforcement ser-
vices such as the Border Guard are interested in having systems that fit their law en-
forcement mission (which currently excludes subsurface surveillance). Finally, the mil-
itary is interested in having capabilities of detection with regard to a wide range of mil-
itary threats (including submarines). 

Therefore, I recommend to implement integrated surveillance systems – both on the 
national and international level, if possible. Such systems should receive data provided 
by the stakeholders mentioned above and could help to establish a common situation 
picture. An integrated approach should also be the basis for any future developments in 
this field, also considering shared costs and results. For example, offshore wind facilities 
could be used as platforms for surveillance systems (radars, cameras or drones). 

Finally, critical elements of situational awareness are maritime and airborne intelli-
gence-gathering platforms. The current state of the Polish naval forces and maritime 
aviation requires the acquisition of new ships and airborne platforms (helicopters and 
maritime patrol aircraft). The ship-related issues are discussed in more detail below. As 
for the air domain, it should be noted that a replacement for light patrol aircraft and the 
procurement of additional helicopters is required. Two Saab 340 Airborne Early Warn-
ing planes were acquired in 2023, but they will be required to provide radar coverage 
also in other areas – notably, on the eastern border with Belarus and Ukraine. A partial 
solution would be the employment of TB2 and MQ-9B drones in a maritime patrol role; 
the former have been purchased already, and the latter were ordered recently. 

3.4 Ships and shipbuilding  

Maintaining situational awareness requires a constant presence, and this presence re-
quires resources – in the maritime domain, these resources are mostly ships. The geog-
raphy of the Baltic Sea region is one determinant of these requirements. Even if Polish 
maritime strategy makers decided to limit the area of responsibility to the southern Bal-
tic Sea, vessels would have to be able to remain in the designated areas for a certain 
period of time while simultaneously detecting and pursuing multiple categories of tar-
gets, whether above the surface, on the surface, underwater and on the seabed.  

Ships have an additional advantage: the ability to respond to a detected threat, using 
armament or other capabilities (i.e. a boarding team or special operations soldiers, if 
they are on board).  

For example, in the above-mentioned scenario of a covert mine approach to a port, 
special mine-countermeasure vessels are the primary tool for detecting and defusing 
mines. This also illustrates the dual capability that armed forces offer outside of the 
spectrum of conventional conflict.  

In a similar manner, a designated anti-aircraft frigate could be employed to provide 
protection against airborne threats (such as cruise missiles or drones). The Polish Navy 
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already has or will have Kormoran II-class minehunters21 and Wicher-class frigates22 
providing these capabilities. It is important to emphasize that the projected Polish sur-
face fleet shall be composed of three frigates, six minehunters, and one patrol corvette, 
with the addition of auxiliary vessels and older ships approaching the decommissioning 
date. Even in peacetime, the tasks of such a small-sized fleet will already be many: 
training, participation in national and international exercises, deployment to NATO’s 
standing maritime groups and finally planned and unplanned maintenance periods may 
leave little room for supporting civilian authorities.23 Therefore, the number of ships 
may have to be increased, either by upgrading older vessels in order to keep them in 
service or by purchasing new ships, resulting in higher costs.  

The first option is potentially the less costly, but also the more risky approach, since 
the capabilities of upgraded ships would be limited by their original design. Another 
unknown factor is how long such ships would be able to remain in service. The second 
option would be more costly and take more time, since requirements for new vessels 
would have to be formulated, and the entire acquisition process is complicated. On the 
other hand, this would provide the Navy with new ships to fulfil its contemporary and 
future requirements.  

Since Poland has not published any official documents regarding naval strategy and 
shipbuilding plans in a wider perspective besides its Strategic Concept for Maritime 
Security from 2017, it is difficult to predict how likely the acquisition of new vessels 
actually is or whether the government might prefer to invest in the retention and upgrad-
ing of older ones. However, a telling announcement was made in 2024 regarding the 
redirection of the ‘Murena’ (Moray) programme, which was originally aimed at deliv-
ering new fast attack craft, towards the acquisition of four multi-role corvettes.24 

Due to the nature of hybrid threats, it is necessary to consider further procurement 
projects, including vessels capable of seabed surveillance and underwater activities sup-
port (similar in concept to the UK MROSS programme25). Given the size of Polish mar-
itime areas and the critical role of seabed infrastructure, notably pipelines and future 
offshore wind installations requiring underwater power lines, the development of such 
a capability is crucial. A first step in this direction is the already existing ‘Ratownik’ 
programme (for the construction of a submarine rescue and diving support vessel)26 as 
well as the planned acquisition of a survey vessel27.  

Another possibility to increase the number of available ships is building dedicated 
offshore patrol vessels (or patrol corvettes), equipped to detect and counter threats to 
critical infrastructure and shipping. These vessels should have anti-surface, anti-subma-
rine and anti-aircraft capabilities less advanced than frigates, but most importantly al-
lowing them to detect and respond to enemy unmanned vessels (drones). Their task 
──── 
21  Six vessels have been contracted. So far, three vessels have been delivered and commissioned into 

service and a fourth was launched in 2024. Cf. 8th FOW 2024; Wojsko Polskie 2024. 
22  Build under the codename ‘Miecznik’ (Swordfish). Three ships shall be delivered by 2031. See: 

PGZSW 2024; Wilewski 2023. 
23  During the Cold War, when the Polish Navy had many more vessels than nowadays, there 

were ships deployed on presence / surveillance patrols as well as designated alert vessels, 
which could be quickly deployed in case of crisis. 

24  Kamiński 2024a. 
25  Navy Lookout 2023. 
26  Kamiński 2024b. 
27  Ciślak 2024a. 
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would be to ensure a presence in the Baltic Sea. This would result in a mixed fleet: a 
small number of high-end ships for the most demanding missions and a larger number 
of low-end vessels for simpler tasks. It is possible that the above-mentioned Murena 
programme may result in the delivery of such capabilities, supplementing high-end 
guided-missile frigates. 

Another fundamental issue that should be the subject of a strategic decision is the 
maintenance of submarine forces. Currently, the Polish Navy operates one Kilo-class 
submarine. Regarding the acquisition of new boats (‘Orka’ programme), it has been 
announced that submarines shall be purchased and a respective contract shall be signed 
in 2025.28 This decision needs to be based on a careful assessment of the Russian threat 
and capabilities on the one hand, and costs and benefits related to intelligence gathering 
or special forces support missions on the other. From the Polish perspective, the most 
important issue is the cost of building and maintaining a fleet, since defence spending 
is already high due to other projects such as the acquisition of tanks, missile systems for 
land forces, attack helicopters and air force programmes.  

One possible solution would certainly be to increase overall defence spending in 
order to build more ships, or to redirect funding from air or land programmes to naval 
ones. From a more realistic point of view, it may be fair to assume that future ship 
acquisition programmes will be limited, for example to the ‘Orca’ and ‘Ratownik’ pro-
grammes, which would leave a capability gap. This gap can be covered partially by 
other systems, especially unmanned ones (drones). 

3.5 Drones and counter-drone measures 

Due to technical progress and the growing proliferation of unmanned surface and un-
derwater vehicles, it is likely that they may be used as a tool in attacks on shipping or 
critical infrastructure. However, despite the fact that Russia has employed unmanned 
surface vessels as a direct response to Ukrainian attacks involving uncrewed vessels29, 
a direct replication of activities known from the Black Sea in the Baltic is unlikely, due 
to the different operational and geographical environment.  

Ukrainian surface vessels are usually employed in overt attacks against ships – no-
tably in harbour areas. It is possible that in a hybrid warfare scenario in the Baltic Sea, 
unmanned underwater vessels would be preferred for several reasons. First, a large num-
ber of potential targets are underwater (i.e. pipelines or cables). Secondly, an underwater 
vehicle is much more difficult to detect. Finally, they are less vulnerable to weather 
conditions than surface ones. It is known that Russia has developed an autonomous un-
derwater vehicle equipped with a manipulator arm.30 This Russian construction works 
just as well on various other vessels. For example, the Russian company Rubin adver-
tises several unmanned systems, named ‘Yunona’, ‘Amulet’ and ‘Amulet-2’ that are 
easy to transport and deploy without the need to use cranes.31 

In wartime these unmanned vessels may be employed as part of a system composed 
of warships, submarines, conventional weapons (missiles) and aircraft. In a hybrid war-
fare scenario, it is possible that drones in particular could be used in order to enable 
──── 
28  Ciślak 2024b.  
29  Sutton 2024. 
30  Sutton 2022. 
31  Rubin 2024. 



 
 
12 – Michał Piekarski 

 
 statement 5/2025 

plausible deniability – in this case Russia could use commercially available equipment 
(entire drones or just their components) and spin the narrative that the attack was carried 
out by non-state actors.32 

Therefore, a part of the already mentioned strategy and its operationalisation should 
be devoted to the establishment of a system aimed at the prevention of and response to 
malicious drone use. The fundamental issue is to create a legal framework that regulates 
the use of drones in maritime areas, to establish rules of engagement in the event of a 
detection of enemy drones, and finally to allocate rules and resources for military, law 
enforcement and commercial actors. It is simply a matter of choice: if an unidentified 
drone is detected near a port or pipeline, who should be responsible for the interception 
or destruction of this device? Resolving this issue is fundamental for the acquisition of 
technical equipment such as anti-drone systems.  

Furthermore, unmanned platforms can support the protection of shipping and infra-
structure, especially in a surveillance function. In this respect, another matter that should 
be regulated is whether, for example, underwater pipeline or cables should be monitored 
by drones operated by the Navy, the Border Guard or the infrastructure owner. Poland 
recently decided to upgrade Hugin underwater drones for pipeline surveillance.33 How-
ever, as they are part of the mine countermeasure force and also have other tasks, this 
may only be an interim solution and greater efforts may be required. 

3.6 International cooperation  

Given the current geopolitical situation and the fact that most of the states bordering the 
Baltic Sea are now members of NATO and the EU, intensifying international coopera-
tion is a logical conclusion.  

Most prominently, the recent implementation of NATO’s multi-domain vigilance 
activity Baltic Sentry aims at enhancing allied maritime situational awareness. In addi-
tion, the development of Task Force X aims to add a sufficient uncrewed component to 
allied enhanced vigilance activities. The Baltic states are already involved in multiple 
programmes, for example cross-Baltic pipelines (Baltic Pipe, Baltic Connector). Also, 
since not only these states are threatened by Russia’s hostile actions, the implementation 
of an agreement such as the North Sea security agreement signed by Belgium, Denmark, 
Germany, the Netherlands, Norway and the United Kingdom in 202434, which facilitates 
a better exchange of information and a coordinated response to identified threats, is 
vital. In addition, international cooperation could allow for sharing the costs of building 
and maintaining sensor networks, thus enabling a better monitoring of Russian maritime 
activities. It could also enable the joint acquisition of maritime surveillance platforms 
such as maritime patrol aircraft (MPA) and ships. As regards patrol aircraft, it should 
be noted that while Germany has purchased eight P-8 Poseidon aircraft and five such 
planes were delivered to Norway, most of the Baltic Sea countries have only limited or 
no surveillance capabilities. Denmark operates four Cl-604 jets that can be used in a 
maritime patrol role apart from their transport mission; similarly, Finland has three 

──── 
32  For further information, see Łukasiewicz et al. 2021. 
33  Zalesiński 2023. 
34  Chiappa 2024. 



 
 

Maritime Critical Infrastructure and Lessons from the Black Sea – 13 

 
 statement 5/2025 

Learjet 35 planes that can be used as MPAs. Poland does have a designated patrol squad-
ron equipped with M-28 Bryza light patrol planes.  

Apart from the P-8s, however, all those platforms lack anti-submarine warfare ca-
pabilities. They are supplemented by border guard planes and helicopters, but law en-
forcement airplanes also do not have ASW equipment.  

As regards helicopters, only Germany, Denmark, Sweden, Norway and Poland have 
ASW-capable machines, and in most of those states, they are also tasked with missions 
outside the Baltic Sea (especially deployments on board of warships). In the case of 
Poland, older helicopter types (Mi-14PŁ and SH-2G Seasprite) will soon be decommis-
sioned, and so far, only four AW101 helicopters have been contracted – a number that 
is much smaller than necessary to cover all requirements35.  

Also, maritime patrol aircraft are costly – joint procurement could allow for multiple 
countries to benefit from their capabilities, in a manner similar to existing programmes 
such as NATO’s multinational AWACS force36 or its tanker/transport fleet (MRTT-C)37. 

When it comes to ships, there are generally no multinational fleets. However, it is 
possible to have several ships of the same class built together, especially if several coun-
tries have similar requirements – as in the case of the type 212CD submarines (a joint 
German-Norwegian purchase) or the older Tripartite-class mine warfare ships. There 
are obstacles, certainly: different requirements, different budgets and political factors 
shaping procurement decisions. However, several possible options can be pointed out. 
For example, the Swedish parliamentary defence commission suggested building four 
more corvettes, supplementing the already procured Luleå-class vessels38. If Sweden 
decided to purchase additional corvettes, that would pave the way for a possible coop-
eration with Poland to also acquire four corvettes, provided the Moray programme is 
implemented as announced. 

Another field of cooperation in the Baltic region could be mine-countermeasures 
forces. Several countries have ships built more than twenty-five years ago, including 
Germany (Frankenthal class) and Sweden (Koster class), and sooner or later those ves-
sels will need replacement. The smaller Baltic states, Lithuania, Latvia and Estonia, all 
operate older mine warfare ships that they received from Western Europe. The replace-
ment of those vessels might also be part of a joint programme.  

Also, submarine programmes are another potential area of cooperation, especially 
in the case of Poland. 

4 Summary 
The Russo-Ukraine war casts a shadow on the perception of contemporary threats, and 
the maritime domain is no exception. From a Polish perspective, the main lesson is that 
there are no direct lessons. There are different environmental, political and military con-
ditions to consider.  

On the one hand, the Russian armed forces have performed differently than expected 
in many areas. On the other hand, hybrid attacks, especially those targeting maritime 

──── 
35  IISS, The Military Balance 2024. 
36  NATO 2024a. 
37  NATO 2022. 
38  Häggblom 2024. 
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critical infrastructure, represent major risks compared to open, conventional attacks as 
seen in the invasion of Ukraine. Hybrid attacks may bring significant damage to the 
affected country’s national economy and social stability, and a failure on our part to 
protect this infrastructure and the services provided by it may allow for more successful 
Russian hybrid operations in the future. This risk is enhanced by the growing importance 
of the Baltic Sea to Poland despite the existing sea blindness.  

Therefore, among the listed recommendations, tackling sea blindness must be con-
sidered fundamental, followed by the formulation of a national maritime strategy. With-
out those steps, any further ones cannot be planned predictably. A planned development 
approach, however, is particularly important for shipbuilding.  

From a Polish perspective, due to the long-standing neglect of its naval forces, the 
continuation of already started programmes and the planned, systematic development 
of its future fleet are of crucial importance in order to be able to assume a significant 
role in Baltic Sea security. 
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