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Julian Pawlak and André Pecher

Editors’ Foreword

War at sea has returned to Europe, and
it is taking place in the Black Sea. In or-
der to derive lessons from the ongoing
conflict and adapt to recent develop-
ments, the German Institute for De-
fence and Strategic Studies (GIDS) and
the Institute for Security Policy at Kiel
University (ISPK) joined forces for the
first time to co-host Europe’s dedicated
Maritime Strategy & Security confer-
ence, the 2024 Kiel International
Seapower Symposium. Titled ‘Re-
Learning War: Lessons from the Black
Sea’, both the conference and the pre-
ceding workshop aimed at sharing in-
sights and observations from the mar-
itime domain. These findings were
then captured in a number of papers by
selected workshop participants.

The war in Ukraine is characterised
by a high level of innovation and adap-
tation on both sides, acting as the driv-
ing force behind rapid developments in
the technological sector. Such develop-
ments have been used successfully in
military operations and thus shaped
the battlefield decisively. This has also
become apparent in the naval war in
the Black Sea. Ukraine has achieved
impressive results against the Russian
Black Sea Fleet, initially superior in
quality and numbers. Some analysts
call it a renaissance of the Jeune Ecole -
a theory of naval warfare developed by
French strategists in the 19th century
(see, for example: Kollakowski, Tobias
[2025]. War in the Black Sea: The Re-
vival of the Jeune Ecole? Journal of
Strategic Studies, pp. 1-33) - or, at the
very least, historical proof that this the-
ory is correct: events in the Black Sea
have shown how an initially inferior

navy can establish sea denial against a
superior enemy and inflict heavy losses
on them.

In this context, several questions
arise: What are we to make of this ap-
proach? How has Ukraine achieved this
success? What are the characteristics of
the naval war in the Black Sea? Can this
war serve as a role model for future
wars? What are the lessons learned for
NATO and the West? And could adap-
tations be made for potential conflicts
between the two antagonists - NATO
and Russia - in the areas of the Baltic
Sea and the High North (i.e. the Arctic
and NATO’s northern flank)? Amongst
others, these were the key questions ex-
plored during the Kiel International
Seapower Symposium and its preced-
ing expert workshop held in the sum-
mer of 2024. The intention was to ex-
amine from different perspectives the
experiences and lessons learned from
the Black Sea and to draw potential
conclusions. This was done, among
other things, with the aim to analyse -
although not exhaustively - the phe-
nomenon of naval warfare in the Black
Sea and to provide recommendations
for action for political and military de-
cision-makers. To this end, the work-
shop brought together a peer group
consisting of 40 international military
experts, academics and practitioners
from the fields of security policy, mar-
itime strategies and security as well as
military history to practically discuss
the questions raised.

The present volume is a compila-
tion of papers arising from the ‘Re-
Learning War: Lessons from the Black
Sea’ workshop that have been revised
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6 — Julian Pawlak and André Pecher

and are now being published for the
upcoming 2025 Kiel International
Seapower Symposium. The papers,
most of which have already been indi-
vidually published following a peer re-
view process, cover three topic areas:

First of all, the experts concentrate
on the Black Sea: Sebastian Bruns gives
a tour d’horizon of the naval engage-
ments fought there, while Jonathan
Caverley and Michael Petersen address
potential lessons for the U.S. Navy. Fur-
thermore, they demonstrate that the
U.S. Navy is likely to benefit from the
experiences gained in the Black Sea, es-
pecially by Russia. Sergei Sumlenny
says that maritime drones will remain
an interdiction tool for Ukraine to take
action against the Russian Black Sea
Fleet - but that, in reducing the threat
from the Black Sea, they will continue
to represent only a secondary aspect of
a war largely fought on land.

The subsequent papers focus on the
Baltic Sea region, where the tense rela-
tions between NATO and the Russian
Federation are currently under a mag-
nifying glass. First, Michal Piekarski
shares the Polish point of view on the
dangers that arise from Russian capa-
bilities in the Baltic Sea region and
draws conclusions from these findings,
especially regarding critical infrastruc-
ture. Then Julian Pawlak explains the
different aspects of naval warfare that
would have to be considered in case of
a high-intensity conflict in this region.
Against the background of potential
hybrid and high-end conflict scenarios,
Niklas Granholm finally discusses cur-
rent opportunities and strategic devel-
opments for the region resulting from
Sweden’s accession to NATO.

The last three papers focus on the
High North, elaborating on the mar-
itime and strategic implications for the
Arctic. Michael Paul notes that, given
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certain activities by Russia and China,
there has been a turning point in the
Arctic, and warns that Germany and its
partners, too, must adapt to the
changed situation in the Arctic-North
Atlantic region. Rachael Gosnell em-
phasises the importance of deterrence
and points out that a clever balance of
defence policy, strategic planning and
operational capabilities is required for
operations in the arduous conditions
of the High North. In the last paper,
Duncan Redford examines in particu-
lar the use of uncrewed surface vehicles
in the Black Sea and critically considers
possibilities and limitations of their use
by NATO on its northern flank.

The contributions gathered in this
volume make it clear that maritime ex-
periences are not directly transferable
to other areas of operations, but must
always be considered in the context of
the specific regional, political and oper-
ational situation. As part of the 2024
Kiel International Seapower Sympo-
sium, the workshop jointly organised
by the GIDS and the ISPK was an exam-
ple of fruitful international coopera-
tion and evidence of a productive ex-
change between academics and practi-
tioners. It has shown that scientifically
sound analyses offer added value to
military decision-makers - especially if
they not only explain complex matters
but also arrive at specific recommenda-
tions for action. For the GIDS and the
ISPK, this cooperation has been an ex-
periment in combining scientific excel-
lence and practical relevance - and we
are pleased to note that this experi-
ment has been a success.

Hamburg, June 2025
Julian Pawlak and André Pecher
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Sebastian Bruns

The Wet Flank of the Russia-Ukraine War -
Lessons for Modern Naval Warfare?

1 Introductiont

Russia’s brutal, illegal and devastating
war against Ukraine is the largest
armed conflict to break out in Europe
since 1945. The conflict has important
maritime and naval components,
though neither of the warring parties is
a sea power in a narrow or traditional
sense. Moreover, the conflict will ulti-
mately be decided ashore. Neverthe-
less, military theorists and practition-
ers analyzing the conflict will be well-
advised to study the wet flank of the
war - i.e. to include military/naval as
well as wider maritime security and de-
fense aspects - along three distinct
lines of enquiry:

1. Which aspects of the naval and
maritime confrontations of the
war in Ukraine can serve to illu-
minate naval theory, both clas-
sic and evolving?

2. Given some of the dynamics of
this conflict - from Cold War-

=

A version of this paper was presented at
the side event to the Kiel International
Seapower Symposium (KISS) 2024. An
earlier, extended version of the essay
was published in German by Sebastian
Bruns and Heinz Dieter Jopp entitled
“Die nasse Flanke des Russland-Ukrai-
ne-Kriegs - Lektionen fiir die moderne
Seekriegsfiihrung und die Marine”, SIRI-
US 8:1, 2024. The author is grateful for
the constructive comments and peer re-
view of this paper - and acknowledges
that all mistakes remain his alone.

2 Lambert 2018.

era cruisers displacing ~11,500t
to commercial off-the-shelf
maritime drones equipped with
sensors and explosives to inflict
maximum damage on the en-
emy - what is the relationship of
“old war” and “new war” in the
naval clashes that have taken
place so far? What are the roles
of sea-borne trade and mar-
itime infrastructure in this war?
3. Imagining the time after hostili-
ties are over, will Ukraine, the
West, and Russia have learned
any lessons from the war at sea?
What would such lessons imply
for doctrine, tactics, force struc-
ture, and maritime strategy?

While it is beyond the scope of this pa-
per to discuss all of these aspects at
length and in the great depth that
would be desirable - and given the on-
going dynamics inherent to the war it-
self, which at the time of writing is still
raging® - the following points hope to
further inform the debate.

2 It’s War!

As early as 24 February 2022, on the day
Russia began its full-scale attack on
Ukraine, a symbolic clash took place at
sea. The Russian cruiser Moskva, a Cold

3 Foggo 2024.
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10 — Sebastian Bruns

War veteran which ironically played a
major role in the Soviet Union/United
States peace summit off Malta in De-
cember 19894 issued the blunt order to
surrender to a small Ukrainian garri-
son on the strategically important
Snake Island. The rocky Ukrainian ter-
ritory lies off the Danube Delta and the
coast of Romania, a NATO member.
The defenders’ iconic response - “Rus-
sian warship, go fuck yourself!” - has
become a symbol of Ukrainian resis-
tance and resilience: Although the
Ukrainian defense succumbed to Rus-
sian overmatch, the island was eventu-
ally recaptured.

From the outset of the war, Russia
organized a de facto blockade of the
Black Sea for commercial traffic, caus-
ing serious disruptions to commercial
shipping. Turkey closed the Bosporus
to naval forces on February 28, 2022.°
This measure was taken with reference
to the Montreux Convention of 1936,
which offers Ankara extensive oppor-
tunities to limit and control maritime
traffic in the Dardanelles strait, the Sea
of Marmara, and the Bosporus strait.
The closure affects all non-riparian
states involved, and thus includes ships
of the U.S. Navy, the British Royal Navy,
and NATO's Standing Maritime Groups
that entered the Black Sea quite regu-
larly in the late and post-Cold War era.®
However, Turkey’s invoking of the
Montreux Convention turned out to be
particularly disadvantageous for Rus-
sia, a riparian state of the Black Sea. It
was now denied the opportunity to
move ships through the Black Sea
choke point - and thus to and from the

Shifrinson 2013; Martin 2022.
Mongilio 2022.

See Dur 2022, for reflections on late
Cold War US naval operations in the
Black Sea.

O\U'l-hl

Black Sea Fleet, one of five nominal
fleets that Russia maintains.” Com-
pared to its Ukrainian counterpart, the
Russian Navy was far superior, espe-
cially since Mos-cow had taken precau-
tions to undermine the remaining
Ukrainian fleet from 2014 onwards. For
instance, Sevastopol, the shared
Ukrainian/Russian naval base on
Crimea, was taken by Russian forces
early, resulting in Ukrainian assets be-
ing either taken over, forced out, or dis-
abled. When Russia escalated the war
with brute force in 2022, Ukraine only
retained a skeleton navy centered on a
frigate and a few handfuls of smaller
ships and auxiliaries. Ultimately, it was
only logical that the frigate Hetman Sa-
haidachny (U130/F130), commissioned
in 1993 and flagship of the remaining
Ukrainian naval forces, was scuttled
along with other smaller boats in early
March 2022 to ensure it would not fall
into the hands of advancing Russian
units.

3 Turning the Tide

In the Ukrainian plains, the initial ad-
vance of Russian troops, planned by
Vladimir Putin and his regime as a de-
capitation strike and communicated as

7 The others being the Baltic, Northern
and Pacific fleets, as well as the Caspian
Sea flotilla. Given Russia’s somewhat
disadvantageous geographic outlet, the
ability to regroup forces by transferring
warships from one fleet to another while
also maintaining a projection and, in the
case of the bastions of the Northern and
Pacific fleets, deterrent capability is
paramount for Moscow’s naval strategy.
It should be noted that Russia's ability to
transfer major surface combatants using
internal waterways remains relatively
unaffected.
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the “Three-Day War”, soon stalled and
was eventually repelled, with public
and military attention remaining fo-
cused on places and events on land -
Bucha, Zaporizhzhya, Kyiv, and Odesa,
to name a few. A Russian amphibious
assault on the port city of Odesa never
did materialize. Then, at the end of
March 2022, Ukraine managed to land
its first effective hit on the Saratov, an
Alligator-class landing ship.® Presum-
ably hit by an anti-ship missile, the
warship sank while moored in the port
of Berdyansk. Two Ropuchas, veterans
of the Soviet-era Red Banner Fleet,
were damaged and, having been fur-
ther pummeled with air and naval
drone strikes, were destroyed entirely.
Finally, on April 13, 2022, the
Moskva made another and ultimately
final appearance. Ukraine succeeded in
hitting the cruiser with the help of
Neptune anti-ship missiles. The Black
Sea Fleet flagship, named after Russia’s
capital, was by far the largest warship in
the Black Sea. Russian forces were un-
able to save the ship and salvage it. It
sank a day later. Negligence in the de-
fensive capabilities of the missile
cruiser, which was commissioned in
1982, may have played a role in the loss,
as did insufficient flooding control and
firefighting measures by what appears
to have been a completely inadequately
trained crew. Ravaging corruption in
the Russian military, which might have
funneled money for equipment and
training elsewhere, could also have
contributed to the loss. Four decades
after the Falklands War, until now one
of the key data points for naval analysts
worldwide,’ it is clearer than ever that

8 NN 2023.

9 Department of the Navy 1983; Bruns
2017.

missiles pose a serious threat to high-
value units.*®

Meanwhile, the maritime situation
developed in a way that many had not
anticipated. On July 27, 2022, the Black
Sea Grain Initiative, brokered by Turk-
ish President Recep Erdogan, came into
force. Under the initiative, Russia and
Ukraine agreed to keep a maritime cor-
ridor open that would enable the safe
transit of merchant ships to export
Ukrainian grain. The condition was
that merchant ships bound for Ukraine
would have to undergo intensive
checks for arms deliveries in the
Bosporus. In scenarios vaguely remi-
niscent of the 1987/88 “tanker war” in
the Persian Gulf, civilian freighters
groped their way south through ship-
ping lanes at the risk of encountering
drifting mines. Subsequently, the so-
called grain deal was repeatedly called
into question and ultimately termi-
nated by Russia in the summer of 2023.
While the threat to shipping through
floating mines, missiles or drones has
not gone away, Ukraine’s advances on
the battlefield have contributed to a de-
gree of local, temporary command of
the sea that has allowed Kyiv to con-
tinue its exports, thus providing fresh
money for its economy and grain for
markets dependent on it.!*

10 A lesson that is being re-learned in an-
other ongoing naval conflict in the Red
Sea where Houthis are attacking inter-
national commercial and military ship-
ping with anti-ship missiles of all kinds.

11 [t is worth mentioning that it was the
People’s Republic of China which bene-
fited most from the safe passage of
Ukrainian grain bulkers, because China
is dependent on that grain to feed its
population - while Beijing covertly and
openly sides with Russia in the war. See
Donnellon-May/Hongzhou 2023.
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12 — Sebastian Bruns

In the second half of 2022, Ukrain-
ian armed forces carried out further of-
fensive actions, including the first of
several attacks on the Russian naval
headquarters in Sevastopol in occupied
Crimea. On September 26, 2022, the at-
tacks on the Nord Stream 1 and 2 Baltic
Sea pipelines, which are generally un-
derstood in the context of the war on
Europe’s eastern flank, shattered the il-
lusion of secure maritime energy infra-
structure and some quiet hopes in
Berlin for German-Russian reconcilia-
tion. Finally, on October 29, Ukraine
launched a large-scale attack on Rus-
sia’s naval assets in Sevastopol with un-
crewed surface vessels (USV). Images of
the attack, pixelated as they were, went
around the world and signaled signifi-
cant progress in the field of unmanned
maritime systems. Russia subsequently
withdrew its ships to safer positions
farther to the east because it had to ex-
pect further attacks and losses. Since
then, its naval headquarters in Sev-
astopol has been the repeated target of
Ukrainian attacks, with considerable
loss of life among the Russian naval
leadership.?

In Kyiv’'s understanding of mar-
itime strategy, the bridge over the
Kerch Strait, which Russia had built af-
ter 2014 and which was the subject of
sabotage attempts from the end of
2022, is also a legitimate potential tar-
get. In October 2022, an act of sabotage
was performed, which severely dam-
aged both the railway span and the
road bridge. Another attack followed in
August 2023. The obstruction of rail
and road traffic forced the Russian
Navy to use its increasingly scarce ship-
ping space to transport goods across
the Sea of Azov. But even the landing

12 Fisher/Shevchenko 2023.

G'DS

ships used for this purpose were not
safe from attacks. For example, the RFS
Olenegorsky Gornyak was hit by a drone
while crossing the Sea of Azov between
Crimea and the Russian Federation. A
Russian tanker sailing in ballast was
also hit in a second attack.'® Both ships
were badly damaged and will have to
be written off.

Whereas the political and strategic
focus of the warring parties as well as
the international political attention
and media coverage remained centered
on land in 2023 and 2024, the develop-
ments at sea revealed further events
worth mentioning. By the summer of
2024, the losses of the Russian Black
Sea Fleet amounted to at least 15 ships,
according to open-source intelligence.

“At least 15 Russian warships have
been sunk or severely damaged in
the war [since 2022], news reports
and Ukrainian intelligence say. The
attacks have come from cruise mis-
siles, which the Russian Navy
should have expected, and from ad-
vanced highly maneuverable sea

drones”**

In the first three months of 2024
alone®, and even if one is to be mindful
of the “fog of war” that engulfs the cov-
erage of such events (most sources are
Ukrainian and no imagery is available),
Russia lost three medium-size surface

13 Barkey 2023.
14 Grady 2024.

15 The open-source encyclopedia Wiki-
pedia has a longer and more substantial
listing of all Russian and Ukrainian ship
losses (navies, border guards, etc.) since
2014: https://enwikipedia.org/wiki/
List_of_ship_losses_during_the_Russo-
Ukrainian_War, last accessed on: 06-09-
2024.



The Wet Flank of the Russia-Ukraine War — 13

combatants. On February 1, Ukraine
claimed to have sunk the Russian
Tarantul-III-class  missile  corvette
Ivanovets with naval drones.'® Just two
weeks later, the Tsezar Kunikov, an-
other ageing Soviet-era amphibious
landing ship, met her fate through
naval drones, t0o."” Even more remark-
able amidst this carnage is the loss of
the Russian corvette Sergey Kotov, one
of the most modern warships of Putin’s
force. The 94m long ship had only been
commissioned in July 2022 and was
sunk less than two years thereafter
near the Kerch Bridge by “Magura V5”
uncrewed surface vessels.® Important
infrastructure was not spared either, as
demonstrated by the attack on the
naval base of Sevastopol on May 19,
2024. The assault by a combination of
advanced ATACAMS missiles and one-
way drones destroyed the light corvette
Tsiklon. Notably, the ship - less than
one year in service - was one of the
four Kalibr-carrying surface warships
that remained at the disposal of the
Black Sea Fleet.!

These events illuminate some of
the facets of the future - some may
even say, the present - of war at sea.
Uncrewed vehicles in combination
with advanced anti-ship missiles pro-
vide versatility, reach, and impact to
navies - even without the classic means

16 NN 2024a.
17 NN 2024b.
18 Vlasova/Lendon 2024.

19 NN 2024c. It should be noted that some
Kalibr-equipped ships can be trans-
ferred using inland waterways, others
are permanently operating outside of
the Black Sea, and still others such as
submarines remain a potential force to
reckon with. The information used in
this paper is a mere snapshot in time
rather than a correlation of forces dis-
cussion.

of naval warfare. In addition, GPS jam-
ming and electronic warfare activities
have become a mainstay in the North-
ern Black Sea region, lending them-
selves to be a further nuisance for both
military and commercial shipping in
the area.? Trade shipping and loading
posts continue to be a target for Rus-
sian and Ukrainian interventions,
though current numbers are difficult to
come by in the public domain.*

4  Strategic Implication

Ukrainian naval tactics have forced the
Russian Black Sea Fleet onto the defen-
sive. Russia moved some of its remain-
ing combat-capable units from the
Sevastopol area further east to get out
of the range of Ukrainian cruise mis-
siles and naval drones. The closure of
the Turkish straits puts additional
strain on the Russian naval presence, as
damaged vessels are not allowed to
leave the Black Sea and forward-de-
ployed BSF units from the Mediter-
ranean are not allowed to head north.
The collapse of the Syrian regime un-
der Bashar al-Assad in December 2024
and the loss of Russia's naval base at
Tartus has further complicated the sit-
uation for Russian naval planners.
Thus, the Slava-class cruisers and their
escort ships, which had been operating
temporarily in the eastern Mediter-
ranean, have had to steam back to the
Northern Fleet (with its home base in
the Barents Sea) or to the Pacific Fleet
in Vladivostok. However, Russian cargo

20 NATO Shipping Centre 2022.

21 For reference, see Risk Intelligence,
“Northern Black Sea and Russia Ports
Threat Assessment Port operations and
security overview”, last updated 29 Au-
gust 2024.
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14 — Sebastian Bruns

ships have repeatedly managed to pass
through the Bosporus with cargo de-
clared as civilian.

As a consequence of these develop-
ments, Russia has increasingly focused
on three methods of maritime warfare:

— Naval mines: Since the begin-

ning of the escalation in spring
2022, there have been several
sightings of sea mines in the
Black Sea, the origin of which
could not always be determined,
but which caused a stir. On Sep-
tember 8, 2022, the Romanian
minesweeper Lieutenant Dim-
itrie Nicolescu was damaged by a
floating minje. On August 14,
2023, a Russian sea mine appar-
ently laid in July drifted into
Costinesti, Romania, and dam-
aged a pier when it exploded.
Bucharest’s naval forces have
since increased their mine de-
tection efforts, but a capability
gap is becoming apparent. Mod-
ern MCM boats and sensors are
rare; NATO’s Standing NATO
Mine Countermeasures Group
(SNMCMG) 2 no longer operates
in the Black Sea because the
Bosporus is closed to warships.
Russian mine barriers have also
been placed in the Dnieper, ap-
parently to disrupt Ukrainian
riverine combat operations.
However, so far, the mining
threat has been contained well
enough.?

22 (Clearly, however, along with war in Eu-
rope, mine warfare has returned. This
carries important implications for the
Baltic Sea and NATO navies. Whereas
Belgium and the Netherlands are cur-
rently commissioning new large MCM
vessels, the regeneration of such assets
in other major nations such as Germany
stalls, whereas the U.S. Navy is on the

G'DS

— Disruption of commercial
shipping and loading in ports:
According to the British Foreign
Office (as of October 4, 2023),
Russian cruise missiles and
drones have destroyed almost
300,000 tons of wheat. 130 port
facilities (warehouses, piers,
cranes, access roads, etc) in
Odesa, Chornomorsk, and Reni
were destroyed. Upon termina-
tion of the grain deal, Russian
forces in a high-profile move
stopped a freighter sailing un-
der the flag of Palau in order to
search it. Furthermore, there
have been indications that Rus-
sia will increasingly use sea
mines, which would change the
cost-benefit  calculation for
commercial shipping in the re-
gion.

— Engaging targets ashore: Russia
is attacking targets on Ukrain-
ian territory from surface ships
and submarines using cruise
missiles. In addition, unmanned
aerial vehicles (drones) are being
used against Ukrainian targets.
The threat posed by Russia’s ex-
tensive amphibious capabilities
to the coast around the Ukrain-
ian port city of Odesa has, how-
ever, diminished to a certain ex-
tent following a number of de-
cisive hits and the resulting de-
ployment of the fleet to the east.

Ukraine, in turn, is concentrating its ef-
forts in the following directions:

verge of phasing out most of its mine
warfare capabilities altogether. For a
potentially large mine-clearing opera-
tion after the cessation of hostilities in
the Black Sea, this suggests some trou-
ble ahead.
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— Focus on critical infrastruc-
ture: The recapture of the afore-
mentioned Snake Island in July
2022 was not only a success in
propaganda terms, but also
meant the recovery of a cen-
trally located group of rocks. In
2023, Ukraine focused on recov-
ering critical infrastructure -
the landings on the Boyko Tow-
ers oil and gas drilling platforms
in August and September are
worth recalling.

— Massive use of naval drones
and cruise missiles: As already
mentioned, Ukraine has lost
most of its means of naval war-
fare - and has apparently made
a virtue out of necessity. The
combination of reconnaissance,
target acquisition and strikes
has, to put it somewhat crudely,
led to Russia’s navy being hit
hard by a country that no longer
has a real navy. This could even
be interpreted as an evolution of
the “Fleet-in-Being” concept
that reigned German Imperial
naval thinking at the turn of the
19" and 20™ century. In the 21%
century, Ukraine is seeking not
only to weaken the Russians’
operational capabilities but also
to create powerful symbols. The
sinking of the cruiser Moskva is
worth mentioning here, as are
the grainy video clips as part of
Ukrainian efforts to influence
public opinion. The fact that
Russian warships were hit in
their docks (another central part
of critical infrastructure) also
suggests that the unequal fight
with maritime methods cur-
rently offers advantages for Kyiv
through the rigorous use of in-

telligence and focused capabili-
ties.

While this entire matter is very much a
moving target (no pun intended), some
key lessons do emerge. At the time of
writing, the situation in the maritime
theatre remains dynamic enough for
analysts to do both: study and try to
understand implications for naval war-
fare AND point out that many lessons
from past conflicts - from the Falk-
lands Sound in 1982 to the Red Sea in
2024 - still apply.®® For Ukraine, the
war can hardly be won at sea, but it can
certainly be lost. For Russia, there are
wider implications - with the army and
the air force decimated in the bloody
land battles, the navy might emerge as
relatively unscathed and thus eventu-
ally create the most dominant
headache for Ukrainian and Western
planners.?* For both parties, the mar-
itime theatre also plays a significant
role in terms of strategic identity con-
struction, which needs to be taken into
account as well.

It has become clear in this essay
that naval theory is being modified
through the events in the Black Sea.

23 There has been a significant uptick of
studies, symposia, and lessons identified
reports in recent months. For European
and Transatlantic perspectives, see inter
alia Huminski 2024; Katsman 2024;
Rishko 2024. It should be taken for
granted that Russia, China, and others
are also studying events in the Black Sea
closely.

24 The fighting power of the Russian Navy
is subject to heated discussion. Russia's
heavy reliance on hybrid and gray-zone
maritime means could indicate that the
“Russian Bear” will not be able to deploy
as many naval assets as Western strate-
gists anticipate.
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Such confined bodies of water are
somewhat overlooked in the blue-wa-
ter, high seas theories of Alfred Thayer
Mahan, Alfred Tirpitz, or Samuel Hunt-
ington. The writings of strategists such
as Julian Corbett appear more useful in
this respect - although specialists
should ask whether in light of modern
warfare and the experiences in the
Black Sea a new hybrid theory might be
evolving. There are many lessons for
doctrine, tactics, force structure, and
maritime strategy that need to be stud-
ied not just be the warring parties but
also by NATO allies. They will be multi-
faceted and cover the entire spectrum
of conflict. They will also once again
connect tactics and operations to pol-
icy and strategy; hence it is imperative
that opera-tors and military and civil-
ian strategists identify and learn these
lessons together.

The challenge of mirror-imaging is
real, and the events of the Black Sea
cannot and should not be transferred
1:1 onto similar theatres such as the
Baltic Sea. However, as long as Russia
remains a spoiler in the international
system, its actions will provide tasks
that trickle down at Europe’s flank as
well - right onto the task list of the Ger-
man Navy. It should draw on the exper-
tise and experience of the Black Sea lit-
toral states to explore implications for
Western navies, academia, and policy-
makers.?®
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Sergej Sumlenny

The Russian-Ukrainian War: A New Way of
War and Emerging Trends

The Deployment of Drones in Battle and latest
Developments - Impressions from the Frontline

1 Introduction

The Russo-Ukrainian war has intro-
duced the mass usage of drones in most
battlefield situations. From surveil-
lance drones used at squad level,
kamikaze drones hitting strategic tar-
gets hundreds of kilometres behind en-
emy lines and naval drones capable of
destroying a modern naval vessel to
surveillance drones used to guide ar-
tillery strikes — Ukraine has turned into
a testing ground for a variety of tech-
nological advancements and new
strategic ideas.

While many experts, enthusiasts,
and soldiers like Ukraine’s former
Commander-in-Chief Valery Zaluzhny
see drones as a game changer, a whole
new type of weapon paving the way for
a qualitatively new style of warfare?,
others, including Ukraine’s prominent
head of military intelligence (HUR)
Kyrylo Budanov, do not believe in the
decisive character of drones, in spite of
all their advantages.?

Apart from addressing the question
whether drones can become a decisive
weapon on the battlefield, this paper
discusses the limitations associated
with this type of weapon, depending
on factors such as the deployment sce-

1 Cf.Zaluzhny 2024.
2 New Voice 2024.

nario (land or naval warfare), the oper-
ating environment, the technological
level of the adversary, production ca-
pacities, etc. The paper also considers
the assumption that drones will ‘only’
serve as an addition, albeit a powerful
and extremely efficient one in terms of
cost-damage ratio, to other weapon
systems from ATMGs to SS missiles,
and as a technical support tool for
ground forces in general, as well as for
recce groups and other specialised
units.

Starting with an analysis of the ori-
gins of drone usage in Ukraine, this pa-
per then goes on to describe relevant
developments in drone technology and
to examine the current state of drone
usage as well as political, economic,
and practical aspects of drone produc-
tion in Ukraine. It does not address any
aspects of Russian drone warfare.

2 Naval Drone Warfare: Sea
Denial vs. Full Sea Control

One of the most spectacular examples
of Ukraine using unmanned weaponry
is its naval drone warfare against Rus-
sia’s Black Sea fleet. The idea to use
naval unmanned vehicles to hit larger
naval vessels is not new, however, and
was not developed by the Ukrainians.
In the 1930s and 1940s, the U.S. had al-
ready worked on developing aerial un-
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manned systems able to hit enemy ves-
sels.? In the 1980s, the Tamil Tigers
tried to use naval drones (basically
speedboats with explosives on board)
to hit vessels of Sri Lanka’s Navy.* In
2017, Houthi rebels hit the Saudi frigate
Al Madinah with a kamikaze naval
drone, although without sinking the
ship.® Yet, even though the Ukrainians
have not developed anything new, they
have significantly improved the tool.
Ukraine’s success can be attributed to
three factors: a) much better commu-
nication; b) the mass production of
drones; c) the creative use of drones, in-
cluding wolf-pack attacks and coordi-
nated attacks of aerial drones.

The path to Ukraine’s naval drone
fleet was not without challenges.
Through the 1990s and 2000s, Ukraine
strove to create a classical fleet of naval
vessels. Notable examples for these as-
pirations include the corvette
Volodymyr Velykyi, announced in 2011
to be delivered in 2016, never to be fin-
ished®; seven Gyurza-class gunboats,
designed by Mykolaiv shipyards and
produced in Kyiv until 20207, mostly
known for their unsuccessful engage-
ment with Russian vessels in the Kerch
Strait in 2018% and two Ada-class
corvettes built in Turkish shipyards
that should have provided Ukraine
with some additional firepower®, but
have been unable to deliver any suc-
cesses yet.

Somewhat contrary to Ukrainian
ambitions, a massive fleet of naval
drones was key to effectively pushing

Mizokami 2020.

Freeze 2009.

Lagrone 2017.
Offshore-Energy 2011.
Grotnik 2023.
Ukrayinska Pravda 2018.
Defense Express 2024.
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the Russian Black Sea Fleet back - at
least to the eastern harbours of the sea,
possibly even to the Caspian Sea.'® Two
naval drone programmes were sepa-
rately launched by two competing in-
telligence agencies in Ukraine in early
2022. First, the SBU, a civil intelligence
service, developed an unmanned sur-
face vehicle nicknamed ‘Sea Baby’, a re-
mote-controlled speedboat carrying a
warhead with up to 800 kg of explo-
sives. The other contender, the Main
Directorate of Intelligence (HUR), an-
swered with their ‘Magura’ drone, with
a very similar design, capable of carry-
ing 320 kg of explosives for up to 450
nautical miles. Both drones can reach a
speed of 20 knots (cruise speed) and 45
knots (top speed).! In 2022, Ukrainian
drones had already started hitting Rus-
sian naval vessels, oil tankers, but also
infrastructure objects such as the Kerch
bridge, or the Novorossiysk oil termi-
nal.? In 2023, Ukraine increased the in-
tensity of its attacks, damaging even
the most modern Russian signals intel-
ligence gathering vessel Ivan Khurs®?
and a Karakurt-class missile corvette.4
The latter had only entered service
with the Russian Black Sea Fleet in July
2023.

Until early 2024, when Russia with-
drew its Kalibr-capable vessels to the
Caspian Sea, Ukrainian drones partici-
pated in several video-footage-con-
firmed strikes against Russian vessels.'®
The videos confirm key components of
the successful tactics employed by
Ukrainian drones. The successful sink-
ing of a vessel usually requires multiple

10 Nikolov 2024.

11 Dovgan 2023.

12 Yann 2023.

13 Stavskaya 2023.

14 Radio Svoboda 2024.

15 Novyny.LIVE 2023; TSN TV 2024.
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hits by several drones. Given its rela-
tively low speed and the limited
amount of explosives it carries (300-
500 kg), the impact of a single drone is
difficult to compare with the damage
that can be inflicted by a missile with
its high speed and massive warhead (as
evidenced by the destruction of Rus-
sian Black Sea Fleet flagship Moskva by
two Neptune hits®). And, unlike torpe-
does, drones hit vessels above sea level,
not below. Thus, a combined attack by
a pack of drones is required.

A successful drone attack also re-
quires a highly reliable fast-speed com-
munication system, preferably satellite
communication. In 2022, Ukraine’s first
attack on the harbour of Sevastopol re-
portedly failed after Elon Musk had un-
expectedly denied Ukraine the use of
his Starlink communication system.'’
Several drones lost connectivity and
washed ashore, giving the Russians
time to prepare for further Ukrainian
attacks.!®

The final part of Ukraine’s success
with naval drones is related to their low
costs and the possibility to produce the
vehicles from available components
without risking shortages. Most drones
are produced using engines and other
parts from commercial scooters (e.g.
the South Korean Sea-Doo).2® The fuses
used in these drones are standard con-
tact fuses from Soviet-era high explo-
sive aerial bombs.2’ Combined with a
price of USD 250,000 up to 350,000 per
unit, drone production is highly re-
silient to attempts to undercut it. With
spare parts being available on the
global market, low production costs,

16 Guardian News 2022.
17 Chiappa 2023.

18 Talmazan 2023.

19 Yann 2023.

20 Dovgan 2023.

and given the fact that the technologi-
cal level of the product allows it to be
assembled at any workshop capable of
working with speedboats, the produc-
tion of naval drones cannot be stopped
neither by economic means nor by tar-
geted strikes against production facili-
ties.

It seems the only functional way for
Russia to fight naval drones is having
helicopters constantly patrol the sea
surface, destroying drones by gunfire.
Their small size and low profile make
them invisible to radars, transforming
the fight against drones almost into a
close combat operation. With their tac-
tics of countering Russian defence
strategies (e.g. by sending swarms of
aerial drones), Ukrainian troops chal-
lenge Russian air defence systems and
endanger Russian helicopters. Report-
edly, in June 2024, friendly air defence
fire destroyed a Russian Kamov heli-
copter while the latter was engaged in
repelling naval drones.”

Nevertheless, alongside the
strengths of drone warfare there are
also weaknesses. While being a cheap
and effective means of destruction of
larger vessels and thus able to prevent
the enemy’s navy from using contained
waters, drones cannot fully control the
sea. They are also limited in their dis-
tance and highly dependent on intelli-
gence data providing them with target
coordinates. This probably explains the
high number of attacks on the Russian
navy within or close to harbours - a
free hunt for vessels on the open sea is
not possible for naval drones (yet). It is
also (as yet) unrealistic to expect drones
to be able to operate in harsh condi-
tions such as storms and large waves
common on the high seas. Still, new

21 The Insider 2024.
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ways of utilizing naval drones are cur-
rently being developed in Ukraine. Ex-
amples include arming naval drones
with anti-air and surface-to-surface
MLRS missiles.2 This can transform
naval drones into mobile artillery or air
defence platforms, using the sea sur-
face to manoeuvre, especially in coastal
areas and relatively calm waters.

The latest developments in drone
warfare are proof of this inherent limi-
tation in the capabilities of naval
drones. While new features and ways of
application are constantly developed
for land warfare drones, naval drones
have almost disappeared from the
news. Now that Russia has moved most
of its fleet from the Black Sea to the Sea
of Azov, and even to the Caspian Sea,
Ukrainian drones are left without tar-
gets to hunt. This might seem paradox-
ical: since Ukraine effectively pushed
the Russian fleet from the Black sea,
there have been no more naval victo-
ries for Ukraine, and neither has a fol-
low-up land operation been launched.
There is, however, a very logical expla-
nation: Ukrainian naval drones are un-
able to penetrate the Russian defences
placed in front of the Kerch bridge,
which guards the entrance into the Sea
of Azov, and therefore the drones can-
not hit Russian vessels north of the
Kerch bridge. Ukraine is also incapable
of conducting a landing operation in
Crimea, or elsewhere, as it lacks con-
ventional vessels such as cruisers,
corvettes, and frigates to suppress Rus-
sian land forces and to provide air de-
fence, and of course landing vessels to
carry out the landing operation itself.
The destiny of Crimea will be decided

22 Shwarts 2024.
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by a land operation, without involving
naval drones.

Itis for the same reason - the lack of
conventional vessels - that Ukraine has
also been unable to expand its control
over the Black Sea by other means, for
example by sending conventional ves-
sels to key zones of the sea, using them
for air defence (for example, protecting
Ukraine from Russian cruise missiles
flying over the Black sea). With drones
alone, this type of control is impossible
to achieve. Of course, this does not
mean that Ukraine’s deployment of
naval drones has had no impact - the
destruction of Russian naval vessels ca-
pable of carrying Kalibr missiles alone
has saved countless Ukrainian lives.
The coasts of Ukraine’s Odesa and
Mykolaiv regions are also safe from
Russian landing operations. But in con-
trast to the drones used in land warfare,
naval drones have demonstrated very
clear limits in terms of usability: they
only serve to deny the enemy control of
a limited maritime area, within reason-
able distance from the shore, and only
in calm waters and with enough recon-
naissance support. The stunning suc-
cess of Ukrainian naval drones in the
Black Sea can be partly explained by
the very unique character of that the-
atre of operations. While there is no
limit to Ukraine’s drone supply (they
are easily produced in Ukraine and re-
leased into the waters of the Black Sea),
Russia cannot simply add more naval
vessels to the Black Sea by transferring
assets from other fleets (i.e. the North-
ern, Baltic or Pacific Fleets), since
Turkiye controls - and limits - access to
the Black sea via the Straits. This ren-
ders the Black Sea a very special battle-
field, characterised by confined waters,
short distances to the shore, a lack of
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high waves, and other

favourable to drones.

aspects

3 From Bayraktars to Mavics

Since Russia began its full-scale inva-
sion of Ukraine, the Ukrainian Army’s
use of aerial drones has seen a number
of changes. Between 2015 and 2021,
Ukraine had used small surveillance
drones to localize targets for their own
artillery, without using drones for di-
rect strikes.® During the first weeks
and even months of the full-scale war,
Ukrainian troops relied on the classic
ways of fighting the invading army.
They used ATGMs, artillery, and Turk-
ish-built Bayraktar TB2 drones®* for
their sneak attacks on Russian convoys,
defensive actions against advancing
Russian troops, and larger-scale coun-
terattacks. These drones had already
demonstrated their efficiency in the
Azerbaijani-Armenian conflict over
Nagorno-Karabakh in 2021.

As the Bayraktar drones started to
lose their efficiency amid strengthened
Russian air defences?’, the Ukrainians
embarked on a journey into unknown
waters of drone utility. The first peak in
google searches for ‘nponw’, the Ukrain-
ian word for ‘drones’, occurred in Octo-
ber 20222¢, and since then Ukrainians
have searched for information about
drones more often than ever before. In
December 2023, Ukraine’s President

23 Zhirokhov 2021.
24 Gosselin-Malo 2023.
25 Ibid.

26 Google-Trends service, search for ‘apoHun’
word (drones), last accessed on 25-11-
2024:  https://trends.google.de/trends/
explore?date=today%205-y&-
geo0=UA&q=%D0%B4%D1%80
%D0%BE%D0%BD%D0%B8&hl=en.

Volodymyr Zelenskyy announced
plans to produce 1 million FPV drones
within the next year.?’ In June 2024,
Ukraine even created a separate branch
of the armed forces for drone opera-
tions - the ‘Unmanned Systems Forces,
with their first commander Colonel
Vadym Sukharevskyi, who is also the
deputy Commander-in-Chief of the
Ukrainian Army. On the occasion of
the presentation of the new branch and
its commander, Deputy Defence Minis-
ter Ivan Havryliuk stated that with
these forces, Ukraine ‘will get the op-
portunity to strike Russian targets at
every possible depth, from battle for-
mations in direct proximity to our
[Ukrainian| units to the Ural moun-
tains’2®

Drone tactics have evolved since
early 2022. The first wave of drone war-
fare came in late 2022 with the mass us-
age of off-the-shelf commercial
drones, mostly produced by the Chi-
nese DJI company under the Mavic
trademark, including the Mavic 3T
thermal night vision drone, which is
able to take video and photo footage
even in the harsh environments of the
high seas. From non-thermal to night
vision systems, these drones cost be-
tween € 1,500 and 5,400 and provided
the Ukrainian artillery with excep-
tional image quality, up to 28x zoom.
They were especially useful for guiding
mortar fire, and even to coordinate at-
tacks of infantry units. The entire liber-
ation of Robotyne in the Zaporizhzhya
region by the famous 47" mechanised
brigade in August 2023 was coordi-
nated using Mavic drones donated by
the European Resilience Initiative Cen-

27 Romanenko 2023.
28 Militarnyi 2024b.
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ter, a German NGO, according to sol-
diers of the brigade.?®

The use of DJI Mavic drones had its
issues, though. Being a commercial
drone, the Mavic, if used with pre-in-
stalled software, allowed any person,
including Russian artillery units, to
easily localize the drone’s starting posi-
tion and the current position of its pi-
lot.3° This led to losses amid drone op-
erators, which is why - starting in early
2023 - the Ukrainians developed their
own software for this type of commer-
cial drones. Another challenge was re-
lated to the fact that the Chinese drone
manufacturer DJI officially obliged its
dealers in Europe to undertake all pos-
sible steps to prevent the selling of the
drones into Ukraine or to Ukraine-re-
lated European clients. These compli-
cations led to criticism against the use
of these drones by Defence Minister
Ryeznikov, who derogatorily named
them ‘wedding drones’?! pointing out
the fact that they are often used for tak-
ing footage of large weddings, claiming
that Ukraine’s Army did not have the
need for such civilian technology. Still,
the DJI Mavic — with and without ther-
mal imaging - remains the most reli-
able and popular surveillance drone for
Ukraine. The Ukrainian army uses
Mavic drones (and drones produced by
other companies, e.g. Autel) for differ-
ent types of operations starting from
the infantry squad level, but a special
focus lies on the needs of artillery units.

This gap between the living reality
of Ukraine’s army and Western military
tradition has resulted in disappoint-
ments during military training in Ger-

29 Interview with soldiers of the 47th
mechanised brigade, September 2023,
Zaporizhzhya.

30 Flesh 2024.

31 Censor 2023.
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many. The use of drones is not part of
the training programme established
for the Ukrainian army. In September
2023, I conducted interviews with sol-
diers of Ukraine’s 47th mechanised
brigade who had participated in the
EUMAM UA training mission in Ger-
many.3? They expressed their disap-
pointment that their trainers did not
have any knowledge of drone warfare
(besides a basic knowledge of the exis-
tence of winged drones) and that
Ukrainian soldiers were not even al-
lowed to use their own commercial
quadcopter drones, which they had
brought with them to Germany to test
different battle situations. This ban was
based on security rules that prohibited
them from bringing non-certified elec-
tronic equipment into training areas.
As a result, Ukrainian artillerists ear-
marked to use drones to guide mortar
shells had no chance to train for the
daily situations they would face in
Ukraine.

4 FPV Kamikaze Drones: A
Long-Expected Game-
changer?

The most significant development on
the drone battlefield in Ukraine came
with the appearance of FPV (first-per-
son view) aerial drones. FPV drones
have been developed as cheap and
short-range weapons allowing to pre-
cisely hit not only infantry or other soft
targets, but also armoured vehicles and
tanks. A typical FPV drone is a light
quadcopter built around a 7-inch or a
10-inch frame produced out of carbon

32 Interview with soldiers of the 47th
mechanised brigade, September 2023,
Zaporizhzhya.
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or aluminium, or even printed on a 3D
printer and hardened later. It has a
fixed-focus camera (this dramatically
reduces its optical capacities compared
to commercial Mavic drones) and, de-
pending on the size of its frame (7 or 10
in), can carry an explosive device
weighing 1.5 kg or 3 kg, respectively,
making it an ideal platform for carry-
ing anti-personnel shrapnel IEDs or
anti-tank RPG grenades. FPV drones
are normally used together with an off-
the-shelf surveillance drone that pro-
vides pilots with an aerial overview of
the battlefield, helps to identify targets,
and also documents the success or fail-
ure of the attack.

In the middle of 2023, the Ukrain-
ian army began to constantly increase
the use of FPV drones. From autumn
2023, due to the shortage of artillery
shells, the deployment of FPV drones
has turned into the only available sub-
stitution of firepower for Ukrainian
units. When Ukraine experienced a se-
vere shortage of 155 mm shells in De-
cember 2023, President Zelenskyy pro-
posed an initiative of producing 1 mil-
lion FPV drones within a year. In Janu-
ary 2024, 1 delivered new drones to
Ukrainian units fighting at Avdiivka in
the Donetsk region. Some of the sol-
diers expressed the opinion that with
FPV drones, they would be able to ef-
ficiently repel Russian attacks even if
they had only 15-20% of the artillery
shells they actually needed. The situa-
tion became even more dire in late Jan-
uary and early February, as fighting
units had to rely almost exclusively on
FPV drones, resulting in the loss of
Avdiivka. This notwithstanding, FPV
drones had already proven to be a
highly efficient anti-artillery, anti-tank,
and anti-personnel weapon.

Marking this success, starting from
early 2024, several brigades added an

FPV company to their structure, a unit
working  exclusively with  FPV
kamikaze drones. In addition to this
FPV company, some brigades also
added FPV kamikaze drone squads to
each of their battalions. Such an exten-
sive use of FPV drones, originally
caused by a lack of 155 mm shells, has
since gained its own momentum and
has significantly influenced the philos-
ophy of the Ukrainian army, stimulat-
ing initiative and decision-making on
the lower levels of its hierarchical
structure and increasing the fire range
of its most basic units. Popular leaders
of army-related NGOs like Serhiy Ster-
nenko openly called for more govern-
ment investment in drones and for the
creation of a separate drone corps,
comparing it to the creation of the air
force or tank units in WW 1.33 These de-
mands ultimately led to the aforemen-
tioned creation of the Unmanned Sys-
tems Forces in June 2024.

5 Drones as Bombers and
Interceptors

Drones had been used as improvised
bombers by Ukrainian units even be-
fore the mass-arrival of FPV drones.
Back in 2022, commercial drones were
used for dropping hand grenades.
Heavy DJI Matrix drones, capable of
carrying several kilograms of weight,
dropped 82 mm mortar mines. Cur-
rently, dropping IEDs or hand grenades
is mostly a task for FPV drones, as they
are much cheaper (€ 300-400 com-
pared to € 2,000 for a simple Mavic or
even € 8,000 for a Matrice) and bomb-
ing missions expose drones to enemy
electronic warfare (jamming) and gun-

33 Grunt 2024.

G'DS



26 — Sergej Sumlenny

fire, increasing the risk of losing an ex-
pensive off-the-shelf drone. Each unit
using drones has its own workshop
where blasters make IEDs out of auto-
matic grenade launcher grenades or C4
packages. A 3D printer is considered
standard equipment of a workshop,
printing tail units for drones, or hulls
for IEDs. Workshops also produce fuses
of their own design, re-purposing igni-
tion or tracer ammunition. The only
warhead that is used without any mod-
ifications is the RPG grenade. Soldiers
say it can be easily fitted to a drone, and
does not require any adjustments.

An impressive, but rarely used way
of utilizing drones is bomber opera-
tions, as they require heavy carrier
drones able to transport and drop a
TM-62 anti-tank mine. Such drones,
with prices above € 1,000, can carry one
mine and drop it on the enemy’s posi-
tion or on a vehicle. More expensive
bomber drones, nicknamed ‘Vampire’
(or ‘Baba Yaga’ in Russian army slang,
partly adopted by the Ukrainians), can
carry even more weight, but cost up to
€ 10,000. Losing them is too expensive
for any unit, so they are used with great
caution.

Even though a number of experi-
ments have been conducted involving
the use of Al for FPV drones or equip-
ping drones with other types of arma-
ment like machine guns, this has not
led to the implementation of such
technologies. The intended application
of Al in drones is mostly limited to
functions providing support to the pi-
lot, e.g. marking objects that could be
identified as targets (vehicles, tanks,
soldiers, etc.), and uncovering potential
camouflage. So far, however, Al is not
used to help select targets, but only in a
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limited way to guide the drone to its
target, if the signal is lost.

Another significant development is
indicated by several confirmed inter-
ceptions of winged drones by FPV
drones.3* Russian winged drones are
especially dangerous as they provide
the Russian army with precise infor-
mation, leading to attacks by artillery,
ballistic missiles, or Lancet loitering
munition. Russian winged recon
drones of the Orlan, SuperCam, and
Zala series fly above 5,000 m, and pro-
vide Russian artillery units with valu-
able information for strikes. Until 2024,
it was nearly impossible to hit them
with other means than an AA missile
(except for rare cases in which a Yak-52
slow-flying propeller plane with a ma-
chine gunner on the co-pilot seat was
used to hunt such drones). Since sum-
mer 2024, numerous cases of intercep-
tions of Russian winged drones have
been recorded, as Ukrainians have de-
veloped high-speed winged FPV
drones.3 Ukrainian drones have also
intercepted at least five Russian heli-
copters, including a Mi-28 attack heli-
copter and a Ka-52 attack helicopter - a
task which was seen as nearly impossi-
ble before.*® The Ukrainian army has
also developed new types of warheads
for drones and has armed drones with
incendiary weapons. In September
2024, several cases were reported of
drones being used to drop burning
thermite mixture on Russian positions
as Ukraine’s 108th territorial defence
brigade presented its ‘Dragon’ drone.*’

34 Suchomimus 2024.
35 Compare: Sternenko 2024.
36 Militarnyi 2024a.

37 Expres 2024.
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6 Long-Range Drones -
Filling the Cruise Missile
Gap

Currently, Ukraine has up to 19 differ-
ent models of long-range UAVs that
can be used for reconnaissance or for
kamikaze attacks on Russia’s infra-
structure.3® The oldest models among
them are the Tu-141 Strizh and the Tu-
143 Reys, both old Soviet reconnais-
sance UAVs developed in the 1970s,
which Ukrainians have modified into
long-range kamikaze drones. Their
most spectacular mission was an attack
on Russia’s strategic Engels airbase on
the middle of the Volga in late 2022,
damaging at least one Tu-95 Bear
bomber.®* Ukraine’s modern recon-
naissance drone Valkyrie was devel-
oped between 2015 and 2017. Most of
the other long-range kamikaze drones
have been developed during the last
two years of the full-scale war. Exam-
ples include the winged drones Bober
(Beaver) and Lyuty (Furious), developed
in 2022 and 2023, respectively. Both can
carry explosive warheads up to 200 kg
over a distance of 800 km.** Other
kamikaze drones produced by Ukraine
are more or less re-designed light air-
planes, transformed into carriers of ex-
plosives. They were used in April 2024
to attack Russia’s Shahed drone pro-
duction site in Yelabuga, Tatarstan.*!
These drones fill the gap of cruise mis-
siles, which Ukraine lacks. Apart from a
small number of Hrim-2 ballistic mis-
siles and Neptune anti-ship missiles
(capable of attacking land targets),
Ukraine has no domestically produced

38 Andrusyak 2024.

39 New Voice 2023.

40 Akimova 2024.

41 BBC News Russian Service 2024.

long-range cruise missiles at its dis-
posal, and it had not been allowed to
use the Storm Shadow and SCALP mis-
siles provided by the UK and France be-
yond its sovereign territory until No-
vember 2024. Contrary to cruise mis-
siles, long-range drones produced in
Ukraine lack speed and do not carry
warheads powerful enough to damage
even soft targets like oil refineries.

7 R&D in the Field

Ukraine has concentrated most of its
production capacities, resources, and
public interest on FPV drones. Despite
the fact that these drones are assem-
bled from Chinese components, pro-
duction chains are mostly safe as the
parts are very basic and offered by nu-
merous companies. This secures their
import to Ukraine and makes them im-
pervious to Chinese export bans, com-
pared to the off-the-shelf Mavic or Au-
tel drones used before.

According to developers and pro-
ducers of FPV drones I talked to be-
tween June and October 2024, Ukrain-
ian drone production has exceeded 1
million units per year, with over 98% of
them being FPV drones. The mass pro-
duction of drones has led to a mass
testing of drones on the battlefield, re-
sulting in new and more effective ways
of drone production. Production costs
of a modern effective FPV drone have
dropped from over € 400 to € 300 per
unit (including batteries) within a year,
and cheap and less reliable drones can
be produced for even less than € 250,
according to Front Line Kit, a volunteer
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organisation that also manufactures
drones.*?

The most limiting factor in drone
warfare is a drone’s flying distance,
which is currently limited to about 25
km. This distance can be increased by
using a commercial winged drone as a
carrier. This drone also serves as a re-
peater for the radio signal after it drops
an FPV drone 30-40 km from the start-
ing point, effectively increasing its fly-
ing range to 50-60 km. Increasing the
distance this way does not lead to any
significant lag in signal transmission.
The carrier/repeater is usually a Chi-
nese-produced hobby aircraft available
for € 8,000 on Chinese online selling
platforms.

Increasing drone reliability is an-
other important factor in research and
development. According to Front Line
Kit, the cheapest drones with prices of
€ 200-250 have an efficiency rate of 10-
15%, meaning that only 1 in 10 drones
hits their target, often not only because
of enemy electronic warfare, but be-
cause of technical malfunction during
the flight. Thinking about the fact that
the guaranteed kill of an armoured tar-
get often requires 2-3 hits, a unit may
need up to 20-30 very cheap drones for
one tank kill. High-quality drones cost-
ing € 300-350 have an efficiency rate of
over 30%, which effectively leads to a
better price/hit ratio. As drone-active
units can use up to 3,000 drones per
month (battalion level), and usually

42 Interview with Front Line Kit head engi-
neer & designer German Timchik and
Front Line Kit founder Richard
Woodruff, June 2024, Lviv. As of Novem-
ber 2024, Front Line Kit forms part of the
newly founded company United Un-
manned Systems, which is based in
Ukraine and focuses on drone produc-
tion.

G'DS

have full videos of the flights recorded
by the drone itself in first-person flight
view plus footage from a surveillance
drone, this allows drone operators and
drone producers to analyse the weak
spots of their drones and to find ways
to improve their quality. As a result, the
guaranteed destruction of a battle tank
can be achieved with only 3-6 drones
spent, or a money equivalent of € 900-
1,800.

The main problem for FPV drones
remains enemy EW, which breaks radio
contact between the drone and the pi-
lot. Since increasing the signal power
has its natural technical limits, the only
efficient way to neutralize enemy EW is
using a repeater drone. Still, as this
costs up to € 8,000, the question of eco-
nomic efficiency arises for many units.
According to Ukrainian drone produc-
ers, over time drone prices will drop
further, while technological progress
will allow Ukrainian firms to produce
drones of higher quality or better spec-
ification. Overall, FPV drones will con-
tinue to become more and more acces-
sible. ‘The reality is that every idiot with
access to YouTube can kill you. If you do
not have a jammer, you will simply die’,
- [ was told by German Timchik, head
engineer with FPV drone producer
Front Line Kit. The same concerns have
been expressed by the commander of a
drone unit in the Ukrainian army. The
lack of 155 mm ammunition has trig-
gered the development of a new
weapon in Ukraine, and this weapon is
here to stay - even after this war.

8 Conclusions

The development of drone warfare in
Ukraine is characterised by several as-
pects. In the first stages of the conflict,
Ukraine used drones in order to fill
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gaps in its strike capacities, in both the
naval and land theatres of war. Sec-
ondly, amid using off-the-shelf drones,
Ukraine has put a lot of effort into pro-
ducing its own drones, tailor-made for
specific needs. Finally, these Ukraine-
made drones are being developed by
both government and private entities,
often at grass-roots level, on a crowd-
funding, trial-and-error basis. Despite
this somewhat improvisational ap-
proach, drones have provided the
Ukrainian army with enough firepower
to achieve a significant victory over
Russia’s Black Sea fleet, and to hold
back the Russian winter offensive of
2023/24, despite a massive lack of 155
mm artillery shells. In the summer of
2024, Ukraine achieved a significant
leap in the development of drones for
land and aerial warfare, having pro-
duced enough drones to start striking
several Russian strategic objects deep
behind the frontlines, and to use
drones also for air interception mis-
sions.

As promising as drone develop-
ment looks, it does have certain limita-
tions. Drones can provide units with a
significant increase in firepower, espe-
cially at squad and platoon levels. Still,
drones alone cannot achieve - and sus-
tain - control over a contested area.
This aspect is not immediately obvious
on the land, as infantry units using
drones naturally fulfil the task of taking
control, but it is more than apparent at
sea. Ukrainian drones did push Russia’s
fleet from most parts of the Black Sea,
but this did not result in any offensive
naval operation on the part of Ukraine.
Drones alone can only hit targets but
cannot achieve sea control.

— For the 2024/2025 campaign,
one can expect the following in
the development of drones:

The price per unit will drop fur-
ther while reliability will in-
crease, raising the numbers of
drones used per strike drones
battalion to wup to 5,000
kamikaze and even more FPV
drones. Any enemy target more
valuable than € 1,000 identified
by a drone pilot will be hit with-
out hesitation, as this creates a
favourable cost-benefit balance.
Anti-air drones will make an
important addition to MANPAD
and AA guns, filling the capabil-
ity gap between them and the
SAM batteries, thus helping to
protect the sky against enemy
helicopters and reconnaissance
drones at low cost. Other types
of warheads will be used as well,
turning drones into standard-
ized carriers of goal-specific
warheads.

EW development will be pur-
sued further, with the aim of
creating ‘death zones’ for enemy
drones without harming own
drones. As the number of fre-
quencies is limited, this will
turn into a complex task.

Al development, which is still
taking baby steps, will be pro-
moted further aiming at the
goal of thwarting the enemy’s
EW efforts without the need for
a communication link to a pilot.
It would be unreasonable to ex-
pect that Al could fulfil other
roles such as guiding drone
swarms in patrolling missions
with a ‘license to kill’, as this
would require a massive in-
crease of battery lifetime. Still,
Al development will be aimed at
achieving the goal of being able
to send Al-guided drones in the
direction of a known enemy po-
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sition (for example during an
enemy attack, or in order to
support an attack of friendly
forces).

— Naval drones will remain an in-
terdiction tool for Ukraine, as
Ukraine will not be able to build
a navy strong enough to con-
duct drones-supported landing
operations. Therefore, naval
drones will only fulfil a sec-
ondary role to ensure a relative
reduction of the danger from
the Black Sea fleet, while the
main battle will be fought on
land. For other countries with
similar geographic conditions
(confined waters, an enemy with
a fleet of conventional vessels),
naval drones can be useful for
significantly improving the
level of their coastal defence.

Overall, drones will be used even more
actively than today as a cheap and reli-
able tool to notably increase the fire-
power of any unit up to, and including,
battalion level. In terms of significance,
this development can be only com-
pared to the invention of machine guns
or rear-loaded artillery. Countries that
continue to ignore this development
and rely on traditional ways of using
expensive wing drones as observation
tools in combination with artillery and
air strikes in support of their infantry
will suffer significant losses in the
event of a land war against an adver-
sary experienced in drone warfare.
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Jonathan D. Caverley and Michael B. Petersen

Tactical Fruit Flies and a Strategic Petri
Dish: The Black Sea as Testing Ground for
the Future of Maritime Conflict

While likely familiar to readers,
Ukraine’s undisputable military suc-
cess at sea despite not having a navy to
speak of bears reemphasis. Two dozen
hulls in Russia’s Black Sea Fleet are out
of commission, including two succes-
sive flag ships, a Kilo-class submarine, a
top-of-the-line Karakurt-class cor-
vette, and numerous amphibious land-
ing vessels.! Russia’s key Crimean
maintenance and logistical base of Sev-
astopol has for now been rendered es-
sentially unusable. The threat of Rus-
sian amphibious assault has been elim-
inated, and merchant shipping out of
Ukrainian ports continues to grow.

Many of these achievements can be
attributed to Ukraine’s novel and ag-
gressive use of uncrewed air and sur-
face vessels. Their spectacular successes
have led the UK’s First Sea Lord to refer
to the rise of naval drones as a “dread-
nought moment” that is “rewriting the
rules of naval warfare”® A former
NATO commander observes that “we
are at a pivot point in maritime com-
bat”* What should the world’s leading
naval power learn from this?

When it comes to drones, the an-
swer is..not much, at least at this
point.’ From the U.S. Navy’s perspec-

Kollakowski 2025: 6-10.
Miller/Diakun 2024.

Key 2023.

Stavridis quoted in Boot 2024.
Tallis 2024.
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tive, the Black Sea is simply not central
to either its preparation for or learning
about naval warfare. China remains the
official pacing threat and countering a
Chinese invasion of Taiwan the pacing
scenario for the U.S. military. The
United States’ ongoing combat opera-
tions against the Houthi threat in the
Red Sea differ considerably from those
in the Black Sea. The U.S. Navy remains
committed to supporting NATO opera-
tions, particularly in the Baltic, but this
environment again bears little resem-
blance to the waters east of the
Bosporus.

Finally, Ukraine’s success is based
on a set of uniquely favorable circum-
stances for drones. Black Sea drones are
the equivalent of fruit flies in biological
research: large in number, short in life-
span, and little more than an annoy-
ance outside of their laboratory envi-
ronment. One can still learn from fruit
flies, but it takes both many genera-
tions’ worth of research and circum-
spection in applying lessons to larger,
more complicated fauna.

While the uncrewed maritime war
in the Black Sea is of limited direct rel-
evance for the United States at a tacti-
cal or operational level, there remain
many lessons to be learned from any
naval clash given their rarity.® The
Black Sea’s constrained environment
allows for analysis, on a small scale and

6 Hoffman/Garrett 2024.
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in a controlled environment, of the
strategic role played (and not played) by
naval assets in modern warfare. To add
a second scientific metaphor, if mar-
itime drones are tactical fruit flies, the
Black Sea is a strategic petri dish.

1 Fruit Flies

Generations of drones resemble fruit
flies, dying almost as soon as they are
born.” The Turkish TB-2, which once
dominated the Ukrainian skies, is now
hardly relevant. Approximately 75% of
all drones are lost to electronic warfare
in Ukraine, leading the French Chief of
Staff to predict that the “life of im-
punity of small, very simple drones
over the battlefield is a snapshot in
time”’® But a short lifespan also means
fast evolution. The development of the
Magura V5 surface drone was an-
nounced in November 2022; and it
sunk its first ship just a year later?
While the tactical and operational
lessons learned now are of limited
value for the United States, we should
not dismiss the potential implications
of future drone generations. But the
engineering and operational chal-
lenges that must still be overcome are
massive.

What the Ukrainians have accom-
plished is not easy. Coordinating strikes
between multiple platforms in the air
and on the water not only requires sig-
nificant hardware, but extensive soft-
ware, intelligence, and communica-
tions capabilities. But then Kiev’s ef-
forts are simplified by environmental
and structural factors. Compared to the

7 Pettyjohn et al 2024.
8 Ruitenberg 2024
9 Troshkin 2024.
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North Atlantic and portions of the Pa-
cific Ocean, the Black Sea boasts a rela-
tively benign sea state, especially in the
summer. The Black Sea is also a con-
fined water space, allowing Kiev’s USV
operations to benefit from both prox-
imity to Ukrainian controlled shoreline
and limits to Russian reinforcement
due to Turkey’s application of the Mon-
treux Convention. In addition, USV op-
erations are conducted in a relatively
benign information and electronic en-
vironment, thanks to intelligence pro-
vided from multiple friendly sources,
the continued robustness of Starlink at
sea, and the collapse of Russian mar-
itime domain awareness thanks to suc-
cessful Ukrainian attacks on command
ships and airborne surveillance plat-
forms early in the war. These condi-
tions have few analogues outside the
theater.

The economics of generating ef-
fects at scale and at distance against a
determined and sophisticated adver-
sary are likely to be another matter en-
tirely. Consider the two most promi-
nent kinetic sea drones operated by
Ukraine, both of which cost roughly
the same per unit, a far from trivial
220,000 to 280,000 USD.X® The Magura
V5 sacrifices explosive power and flexi-
bility for speed, while the Sea Baby
makes the opposite tradeoff. A drone
able to do both would cost much more
than double the cost; prices do not in-
crease linearly.!* Once translated to a
theater outside the Black Sea, drones
will have to become more sophisti-
cated (and therefore expensive) to per-

10 Hatton 2024; Lagrone 2022.

11 Everly et al 2015. On inflation in defense
more generally, see Hove and
Lillekvelland 2017.
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form in more challenging environ-
ments.'?

For the Ukrainians to pursue the
Black Sea Fleet past the Kerch Strait,
where it controls no coastline, their
drones and concepts of operations will
need to develop further. Russia con-
trols the entire coast of the Sea of Azov.
USVs will have to pass under the heav-
ily defended Kerch Bridge or be
covertly portaged over land, and will
then have to operate inside a formida-
ble integrated air and electronic war-
fare defense bubble. Reaching the
Kerch area will extend one-way transit
distances by 150 miles.3

Drones generally cannot be the
only component of a successful mar-
itime campaign. Despite drones receiv-
ing the lion’s share of attention in the
Black Sea conflict, Ukraine’s success
has fundamentally rested on the threat
of its shore-based anti-ship missile sys-
tems. These weapons gave Ukraine its
first victory in the naval war by sinking
the cruiser Moskva, made a Russian
amphibious assault of Odessa impossi-
ble, and turned the western Black Sea
into a denial zone from which drones
could operate with impunity.*
Ukraine has prioritized its preciously
few Storm Shadow and SCALP cruise
missiles for the Black Sea fleet and its
ports.®® The relative value of missiles
over drones will likely increase with
range, which is why Ukraine is invest-
ing in a long-range version of its in-

12 Tallis 2024.

13 Altman 2024.

14 Tallis 2024.

15 Watling et al 2023.

digenous Neptune missile and increas-
ing production rates “tenfold.”*®

U.S. systems, which must operate
over greater distances and in harsher
conditions than their Ukrainian
cousins, face a more complex set of
challenges. Increasing the power and
range of uncrewed systems requires
considerable growth because the so-
phisticated system that enables them
also must be extended. These weapons’
success depends on the ever-changing
balance between communications and
sensing systems and their ugly
stepchild of electronic warfare. Me-
chanical casualties, which are more
likely in vessels that must operate in
more challenging conditions for longer
times, cannot be easily monitored or
fixed without a human on board. An
unrepaired vessel will fail earlier. Even
if remote repair is possible, the process
creates exploitable electronic vulnera-
bilities that raise the risk of mission
failure.” The fundamentals of war in
the Black Sea do not force Ukraine to
deal with these questions.

Finally, the success of Ukrainian
naval drones is predicated on one other
less appreciated aspect of the naval bat-
tle: Russia does not appear to be repli-
cating Ukrainian platforms and tactics
with any sense of urgency, and has only
slowly developed tactics and technolo-
gies that allow it to defeat USVs.2®
While it has mitigated attacks on its
naval facilities with simple physical
barriers, its ships at sea remain vulner-
able.

Several factors might explain Rus-
sia’s lack of attention to maritime
drones. First, and most obviously, the

16 Harman et al 2024.
17 Panter/Falcone 2022.

18 Kretsul/Ramm 2023.
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Ukrainians no longer have a navy to at-
tack. Second, Russia is no doubt focus-
ing its limited resources on the far
more dynamic, violent, and conse-
quential land war. Third, and perhaps
most importantly, Russia still possesses
plenty of long-range ground- and sea-
launched missiles that can threaten
Ukrainian ports as well as vessels. Ac-
cording to a Ukrainian spokesperson,
Russia retains the ability to project
power into the larger Black Sea with
Kilo-class submarines, three of which
are armed with Kalibr cruise missiles.*®

Thus, while Ukrainian tactics have
played a key role, perhaps the major
reason Russia is no longer contesting
the Black Sea with surface ships is be-
cause it can still accomplish its primary
maritime missions - long-range land
attack and protection of critical infra-
structure like the Kerch Bridge - with-
out having to take risks at sea.2’ To date,
while Russian tactical behavior has
changed, its strategic behavior has
not.!

We do not argue that the fruit flies
are not evolving; it appears that for a
given level of uncrewed capability, the
cost curve is being driven down.?? Ini-
tial phases of technological advance-
ment often show exponential price in-
creases with performance gains,
whereas mature technologies tend to
exhibit power law relationships due to
cost reductions and economies of scale.
And even current capabilities suggest
the potential for defense dominance in
similarly small and constrained bodies
of water; the “hellscape” posited by the
American Indo-Pacific commander

19 Grotnik 2024.
20 Peterson 2023.

21 Kornev 2024.
22 Hollenbeck et al 2025.
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within the Taiwan Strait almost cer-
tainly is taking cues from the Black
Sea.

But these capabilities’ use in many
other places by (or more likely against)
the U.S. Navy remains implausible.?* At
longer ranges, against better defenses,
and in a contested electronic environ-
ment where the United States Navy
plans to operate, the current potential
is modest. Given simple physics, as
higher-order species of USV evolve,
they will either have to more closely re-
semble ships or missiles. In its recent,
admittedly telegraphed, retaliatory at-
tack on Israel, Iran launched 170
drones, 30 cruise missiles, and 120 bal-
listic missiles.?®> While an unspecified
number of missiles made it through
the considerable defenses, none of the
drones did.

2 Petri Dish

But while the tactics of the Ukrainian-
Russian maritime drone war little re-
semble those appropriate to higher pri-
ority theaters for its Navy, the United
States and other maritime powers still
have much to learn from this conflict
in terms of strategy. The Black Sea
starkly features two venerable mar-
itime struggles. The first is the ongoing
and uncertain contestation over the
size and shape of zones of sea denial
and sea control, a strategic competition
that differs greatly from its terrestrial
analogy.?® The second, related strategic
struggle epitomized in the Black Sea
stems from the Nelsonian adage that a

23 Rogin 2024.

24 Spender 2024.

25 Federman/Gambrell 2024.
26 Caverley/Dombrowski 2020.
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“ship is a fool to fight a fort”

While current Black Sea drone tac-
tics do not necessarily scale up to
larger, more challenging theaters it is
more plausible to see how these strug-
gles are quite readily portable to a po-
tential Baltic or Western Pacific conflict
between major powers. And yet there is
very little analysis of the Black Sea
from this perspective.

2.1  Economic Warfare
in a Mutual Denial
Environment

The ability to control one’s littoral is a
fundamental component of a country’s
sovereignty. For example, the tradi-
tional international legal standard of
two nautical miles for territorial waters
was determined by contemporary can-
non ranges. In a tightly constrained
body of water, observers can see the
strategic impact of advances in coastal
defense. While the technologies have
changed somewhat, coastal defense
continues to rest on elements U.S.
Naval Academy professor Armstrong
associates with Mahan: “shore-based
gunnery, the use of mines, and small
attack craft”’?” Modernized versions of
all three have allowed to extend denial
if not control to what is left of
Ukraine’s littoral.2

While control of land is relatively
easy to ascertain, the control and denial
balance at sea entails vastly more un-
certainty. Until recently the United
States Navy has not needed to worry
about this, at least since the Cold War’s
end. But Mahan and other naval theo-
rists have always admonished that sea

27 Armstrong 2022.
28 Lancaster 2022.

control is generally limited in space
and episodic in time. Operating in such
an environment is therefore an exer-
cise in competitive risk-taking to send
signals and apply coercive effects. Nav-
igating this eternal struggle is the cur-
rent primary interest of the United
States, as it seeks to maintain its own
sea control - what Posen famously
called “command of the commons” -
while extending denial essentially up
to the Chinese mainland, particularly
the Taiwan Strait® And of course
China is seeking to do the opposite.
Naval strategists should look to the
Black Sea to address the question: What
happens when a body of water be-
comes “no man’s sea,” at least part of
the time?3°

The growing flow of merchant traf-
fic to Ukraine, as well as the continued
shipping of Russian oil through the
Black Sea despite the existential nature
of this war, bears consideration. Al-
though a Ukrainian officer described
the opening of a transit corridor as
“unilateral” after the reconquest of
Snake Island, this is simply not the
case.’! Rolling back initial Russian sea
control early in the war does not mean
that Ukraine has established sea con-
trol even in its littoral. While pushing
the Russian surface navy, which had
previously been used to disrupt
Ukrainian trade, out of the Black Sea
surely plays some role, Ukraine’s fund-
ing of insurance for merchant ships is
another, costly, prerequisite for mer-
chants to begin transiting to and from
Odessa.®

29 Posen 2003, Caverley forthcoming.
30 Gholzetal 2019.

31 Kormych/Averochkina 2023.

32 Cohn/Saul 2023.
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But Russian restraint remains nec-
essary. Despite limited attacks on mer-
chant shipping early in the war and an
ongoing, if inconsistent, campaign
against grain infrastructure, Russia has
largely avoided attacking merchant
ships at sea. But Russia still officially re-
gards commercial traffic to Ukrainian
ports as potential carriers of military
cargo. Even if its ability to board and
search ships has been hindered, the
Russian Navy retains the capability to
threaten ships from standoff ranges in
the Black Sea. In late 2023 and early
2024, Ukraine also demonstrated its
willingness to target Russian merchant
vessels but has since backed off these
attacks.3® Despite the two nations fail-
ing to formally agree to avoid such
strikes, both sides have nonetheless
mainly refrained from attacking each
other’s merchant shipping.3

Whether the relatively smooth re-
sumption of commerce through a zone
of mutual denial is a function of capa-
bility or will is an urgent research ques-
tion for the United States and its allies.
As in the Cold War nuclear balance, the
mutual ability to hurt the other no
doubt hangs over both sides’ strategic
deliberations, and can be manipulated
for political gain through brinksman-
ship. But for now, it must be acknowl-
edged: Sea control is unnecessary in the
Black Sea for the flow of trade. Mutual
denial appears to be enough.

2.2  When the Land Matters
for the Sea

The struggle for the Black Sea is one
over ports even more than ships. Even

33 Lister 2023.
34 Faulconbridge/Gumrukcu 2024.
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if drones still struggle to reach some
key coastal hubs, both sides have the
ability to strike any of them via surface-
to-surface missiles, launched from
ships and from land. The possession
and location of ports and their contin-
ued viability under this threat drives
both the naval capability and signifi-
cant amounts of the economy on both
sides. We have for example already ob-
served the geographical limitations on
Ukrainian drone effectiveness given its
dearth of sea bases in the Sea of Azov.

For Russia, the most consequential
maritime loss was not any ship but the
strategic elimination of Sevastopol
naval base, which has been fought over
for centuries as the key to the northern
Black Sea.® Not only has Russia reposi-
tioned what remains of its Black Fleet,
according to a Ukrainian military
spokesperson, Ukraine has “rendered
unusable” the port’s capacity to deliver,
reload, and service Kalibr missiles. It is
not clear that Russia currently has the
infrastructure to load these missiles
elsewhere in the theater.®

Russia’s ability to reconstitute its
land-based support capability for its
maritime forces in the theater remains
uncertain. As noted earlier, it may not
be a high priority for scarce resources.
Russia is clearly taking steps to defend
its remaining naval assets in
Novorossiysk.3” While Ukraine has tar-
geted the oil infrastructure of that port
with aerial and surface drones in lim-
ited numbers (with few results), it has
not employed surface-to-surface mis-
siles.3 Developments in the breakaway

35 Lambert 2020.

36 Cook 2024.

37 Ministry of Defence 2024.
38 Brennan 2025.
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territory of Abkhazia also bear watch-
ing 3®

On the other hand, Russia has de-
voted significant portions of its strike
capacity to target Odessa, primarily a
commercial rather than naval port,
with apparently limited success. It re-
mains to be seen if either belligerent is
able and willing to cause severe dam-
age to trade without threatening mer-
chant ships at sea.

For all the attention to maritime
drones, around the world, the primary
threat under which the United States
must operate is posed by missiles.*® Ev-
ery major (and indeed minor) naval
base and economic hub in theaters will
be vulnerable to a portfolio of long-
range missiles. How Ukraine and Rus-
sia will operate in this environment
will provide significant clues for poten-
tial operations in war under these cir-
cumstances, and the relative value of
missile defense, hardening, and repair.

3 Conclusion

Observers of the security assistance ef-
fort have criticized the U.S. military for
failing to learn from Ukrainian experi-
ence in battle. The United States mili-
tary leadership tends to focus on tacti-
cal rather than strategic problems. This
brief analysis suggests the urgent need
to overcome these biases in order for
the United States to learn the potential
lessons from the Black Sea laboratory.
But this analysis also identifies a neces-
sary third, perhaps even harder, change
in mindset.

Ironically, even as it continues to
support Ukrainian defense, when it

39 Demytrie et al 2023.
40 Caverley forthcoming.

comes to the Black Sea the most rele-
vant lessons for the United States are
likely to come from the aggressor’s re-
action. It is Russia that has struggled to
maintain sea control against a land-
based anti-access/area denial threat. It
is Russia’s forward bases that have been
made militarily irrelevant. Russia has
for now given up on maritime block-
ade as a potential form of coercion.
Russia has struggled with logistics and
reconstitution due to the limitation of
its internal waters and Turkey’s man-
agement of the Bosporus and Dard-
anelles (and the United States’ logistics
problems in the Indo-Pacific are vastly
more challenging). If it is going to learn
much from the Black Sea laboratory,
the U.S. Navy needs to recognize that it
likely has more in common with the
beleaguered Black Sea Fleet, rather
than its scrappy maritime antagonist.
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Maritime Critical Infrastructure and
Lessons from the Black Sea:

Hybrid Threats from Russia to NATO’s
Littoral States on the Baltic Sea

Observations from Poland, a frontline state

Poland is already exposed to hybrid at-
tacks from Russia and actors supported
by Russia.! These attacks take various
forms: Apart from the ongoing crisis on
our border with Belarus, there have
been several attempts to conduct acts
of sabotage against critical infrastruc-
ture and a number of other incidents
that are still not fully explained. We
also know of intelligence activities and
disinformation campaigns. Against this
backdrop, the following questions
arise: What are possible scenarios of
hybrid warfare in the Baltic Sea and
what key lessons can we learn from the
Ukraine War? What measures can be
taken to increase maritime security in
the Baltic Sea region?

This paper seeks to answer these
questions and provide recommenda-
tions for action. To this end, examples

=

For example, in 2024 nine people who
had planned an arson attack on a chemi-
cal plant in Wroclaw were arrested and
charged with espionage and sabotage
(Ptak 2024). In 2023, a group of people
who had gathered intelligence on railway
lines and were preparing to derail trains
were arrested (Associated Press 2023). In
addition, the border crisis with Belarus
continues.

of hybrid threats and several scenarios
- or warnings - will be described.

1 General Lessons and
Russian Potential

Pre-2022 data regarding the naval po-
tential of Russia and Ukraine would
show that, even when counting only
Russia’s Black Sea Fleet, the aggressor
had a clear advantage over the de-
fender - especially if one looked at the
plain numbers of vessels, aircraft, and
shore-based forces. The outcome of the
naval battle seemed to be decided even
before the first shots were fired.

However, to this day Russia has al-
ready lost at least nineteen ships of var-
ious classes, including the Moskva
cruiser and two modern missile
corvettes. Russian forces have been
proven weaker than anticipated. The
Ukrainian efforts - drone and missile
strikes - have to some degree levelled
the playing field, limiting Russian oper-
ational freedom on the Black Sea and
causing damage to ships and shore fa-
cilities.

On the other hand, Russian actions
have inflicted considerable damage on
Ukraine. For example, ships and sub-
marines have been used to launch
cruise missiles, targeting Ukrainian
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cities and critical infrastructure. The
Russian naval blockade caused sig-
nificant economic problems to Ukraine
leading to wider consequences.

Therefore, one lesson to be drawn
is: even if a war is land-centric and air-
focused, the maritime domain still
matters.

Successful Ukrainian attacks, in-
cluding drone and missile strikes, have
shown that Russian forces have ex-
ploitable vulnerabilities. Their anti-ac-
cess/area denial (A2/AD) zones created
by missile systems - sometimes collo-
quially described as ‘bubbles’® - can be
burst, and drone attacks were appar-
ently a surprise for Russian forces, re-
vealing inadequate force protection
against such attacks.

Yet despite the losses in the Black
Sea, Russia still possesses notable naval
resources. For example, most of its
Baltic Fleet remains intact.

According to ‘The Military Balance’,
in 2023 the Baltic Fleet possessed one
submarine, one guided missile de-
stroyer, seven frigates and thirty-five
smaller surface combatants and patrol
vessels as well as twelve mine warfare
ships and thirteen amphibious vessels.*

However, this data does not con-
sider other elements of the Russian
forces. Apart from its aviation compo-
nent and shore-based forces, including
naval infantry, special operations
forces, and coastal missile batteries,

2 For example, grain that could not be ex-
ported via the Black Sea route was either
sold in Poland or rerouted to Polish ports.
The influx of grain resulted in protests of
Polish farmers and there is suspicion that
at least one act of sabotage targeting a
grain-carrying train was committed in-
volving Russian-supported persons.

3 Dalsjo et al. 2019.

4 IISS, The Military Balance 2024.
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Russia has other tools at its disposal.
One is the paramilitary component -
like the border guard, subordinate to
the Federal Security Service (FSB). An-
other set of tools are formally civilian
ones. One is the state agency named
Main Directorate of Deep-Sea Re-
search, which operates a fleet of surface
and submarine research vessels that
may be used to gather intelligence or
conduct sabotage.’ Another refers to
commercial vessels including the so-
called ‘shadow fleet’ - owned by shell
companies, often without direct links
to Russia.® Apart from operating alone
or in conjunction with military special
operations forces, they could also be
utilised in hybrid warfare activities -
for instance, if Russia wishes to keep a
conflict below the threshold of open,
conventional war.

Overall, it is clear that the Russian
forces have strengths and weaknesses
and that Ukraine has been able to ex-
ploit some of these weaknesses by con-
ducting successful missile and drone
strikes. On the other hand, Russia is still
able to launch missiles using various
platforms, including maritime ones.
Therefore, when assessing the general
Russian potential and looking at Black
Sea naval engagements as a source of
‘lessons learned’, one aspect is particu-
larly important with regard to the
Baltic Sea. In this theatre, both NATO
and Russia have advantages and disad-
vantages, for instance due to geo-
graphic conditions. For example, in
case of open war, the Russian bases in
Kaliningrad could be targeted by the
Polish Coastal Missile Unit, which is
armed with NSM cruise missiles; and
port facilities as well as moored ships
could be attacked by the Polish Land
5 Kaushal 2023.

6 Braw 2024.
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Forces and their HIMARS launchers.
Therefore, a repetition of the successful
attacks on ships in the Black Sea would
be possible in the Baltic setting. In the
Russo-Ukrainian war, Russian air de-
fence systems have been unable to pro-
vide sufficient protection against
drones, cruise missiles and tactical bal-
listic missiles that represent a fraction
of NATO capabilities - and it is safe to
assume that a greater number of assets
could be successfully deployed in Baltic
area.

However, another important ques-
tion arises with a view to Russia’s possi-
ble and probable course of action.

Since the Russian fleet already has a
number of ships armed with cruise
missiles, and has missiles at its disposal
that can also be fired from land and air
platforms, Russia could carry out a pre-
emptive or retaliatory strike against
Polish ports and other infrastructure,
both military and civilian. Further-
more, hybrid warfare scenarios provide
even more dilemmas and questions. In
comparison to conventional warfare,
which would lead to the invocation of
Article V of the North Atlantic Treaty
and the deployment of at least part of
available NATO forces, hybrid warfare
may allow Russia to keep the crisis be-
low the Article V threshold and try to
achieve its political goals while limiting
the risk of a conventional confronta-
tion with NATO.

2 Potential Role of Russian
Naval Forces in a Hybrid
Conflict

Russian naval forces could be utilised
in several ways during a potential con-
flict. As described above, hybrid war-
fare, defined as actions occurring close

to the threshold of open warfare, is one
potential way of operation. In the mar-
itime domain, the spectrum of possible
hybrid actions stretches from intelli-
gence gathering, show of force, and
testing the other side’s defence mecha-
nisms to sabotage. Certainly, intelli-
gence gathering is constantly con-
ducted. It involves not only traditional
activities using naval vessels or aircraft,
but also civilian ships. They may be
used to gather information on ship-
ping, ports, and critical infrastructure
(like pipelines). For example, in 2023
two freighters were noticed loitering
close to Polish territorial waters with-
out a clear purpose.” The purpose may
well have been to gather intelligence or
to test the response and reaction time
of Polish authorities.

Another form of aggressive action
is the well-known harassing (‘buzzing’)
of ships by Russian ships and aircraft.
While such behaviour is not a direct at-
tack, it involves a high risk of accidents
and may be used in information war-
fare. For example, one buzzing incident
was used to spin a narrative about Rus-
sia’s purported ability to deactivate a
ship’s electronics systems.® That narra-
tive represents a typical case of spread-
ing disinformation. Other recent cases
of navigation systems jamming repre-
sent a different form of harassing
where an actually existing capability is
employed to threaten the general
safety of shipping and aviation.®

Another imaginable scenario is the
attempt to weaponise certain cases or
issues. In May 2024, a draft document
was posted online by the Russian gov-
ernment. According to this document,
Russian maritime borders in the Baltic

7 Marszatkowski 2023.
8 Meurmishvili 2017.
9 Eggert 2024.
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Sea region may be revised or even
changed, under the pretext that the ter-
ritorial waters off Russia’s mainland
coast were measured in 1985 on the ba-
sis of ‘small scale nautical navigation
maps’!® While this incident is enig-
matic, it is possible that it was designed
to test the response of the Baltic neigh-
bours. If Russia proceeded with this
course of action and tried to unilater-
ally change maritime borders, it could
use its border guard force for the first
steps - as in May 2024, when the Rus-
sian border guard removed buoys
marking the border with Estonia on
the Narva River.!!

There are even more possibilities
for Russia acting on the basis of unilat-
eral interpretations of legal rules and
claiming that certain measures are nec-
essary for reasons of shipping safety.
For example, part of the Polish EEZ
overlaps with Russia’s declared search
and rescue region. This could poten-
tially be weaponised by Russia creating
a crisis followed by unilateral action
under the cover of a ‘rescue mission’ or
‘antiterrorist operation’ Such a pretext
would be paper thin but could be a jus-
tification for the deployment of forces.

Beyond that, another possible set of
action has to be highlighted. It refers
back to events such as the damage to
the Nord Stream and Baltic Connector
pipelines as well as GPS jamming cases.
These represent attacks on maritime
critical infrastructure, which consist of
several elements:

— Transportation systems: ports,
ships, and aids to navigation.
The Polish ports in Gdansk,
Gdynia and Szczecin-Swinoujs-

10 Associated Press 2024.
11 Hartog 2024.

G'DS

cie are critical to the economy
and ensure strong trade rela-
tions. According to official data,
in 2023 annual cargo tonnage in
Polish seaports reached 135.9
million tonnes (for comparison:
in 2022 it was 119 million ton-
nes).’? In 2024, the amount of
cargo traffic was slightly lower -
135 million tonnes.!® The most
important types of cargo are lig-
uid fuels, bulk cargo, and con-
tainers. The port of Gdansk is
particularly important for this
last type of cargo, having con-
stantly exceeded the number of
2 million TEUs since 2021.14 A
further increase in cargo han-
dling is also expected in
Szczecin-Swinoujscie and Gdy-
nia due to the planned expan-
sion of these ports, including
the construction of new con-
tainer terminals. Therefore, lim-
iting or stopping cargo traffic al-
ways creates the risk of causing
significant economic disrup-
tions and breaking supply
chains. Poland also has naval
and law enforcement (Border
Guard) bases, providing capabil-
ities to receive allied military
support in the event of a crisis.
In this respect, the conse-
quences of disruption may be
severe, particularly if a port is
forced to limit or suspend oper-
ations. Compensating for this
loss of capacity would be chal-
lenging for other ports.
Additionally, these ports
play a crucial role in energy se-

12 GUS 2024.
13 Trade.gov.pl 2024.
14 Port Gdansk 2024.



Maritime Critical Infrastructure and Lessons from the Black Sea — 53

curity. Poland’s only LNG termi-
nal is located in Swinoujicie
harbour, and the port of Gdansk,
which is already equipped with
a large oil terminal, is going to
be expanded to include a Float-
ing Storage Regasification Unit
(FSRU).

— Energy-related infrastructure:
pipelines, energy cables, and off-
shore platforms. Until recently,
the latter were just oil platforms
- but due to the developments
in offshore wind generation, the
importance of these installa-
tions is expected to increase
rapidly. According to current
Polish government policy docu-
ments®®, Poland is reforming its
energy policy. Traditional en-
ergy sources like coal or Rus-
sian-supplied gas and oil are be-
ing replaced by other sources.
Therefore, any disruption may
bring serious consequences for
society and the economy alike.
For example, as far as gas is con-
cerned, the main import routes
are maritime ones: by the Baltic
Pipe and LNG terminals. Any at-
tack on those facilities would
very likely result in limiting the
supply of natural gas, which is
critical for industry and house-
holds. That would require tak-
ing alternative steps: rationing
energy use, employment of
emergency gas reserves and
searching for alternative routes

15 The most relevant are: Strategia
Bezpieczenstwa Narodowego Rzeczypo-
spolitej Polskiej (National Security
Strategy of the Republic of Poland) (2020)
and Polityka energetyczna Polski do
2040 r (Energy Policy of Poland until
2040) (2021).

of supply. Even in case of a short
disruption, it is expected that
Russian information operations
would portray this as a much
more serious incident - and try
to create panic and fear among
the population. Therefore, en-
suring the security of those en-
ergy import routes is critical.

— Communication infrastructure:
undersea data cables. These may
be targeted in order to intercept
data or disrupt online services
and data transfer. While the in-
terception of data is a typical ac-
tivity in the signals intelligence
field and does not cause publicly
visible immediate harm, the dis-
ruption of the flow of data may
be useful for Russia since it af-
fects the availability of online
services and information, and
this, in turn, may create a per-
missible  environment for
(dis)information campaigns.
Certainly, such an operation
would be most effective if other
communication infrastructure
(land and satellite connections)
were targeted.'®

All the assets mentioned above can be
targeted in various ways; scenarios can
be classified by probability. The most
unlikely scenario is an early overt
Russian action - this would constitute
an armed attack and could trigger
Article V of the NATO treaty, which
may not be desirable to the aggressor. It
is much more likely that an attack
would be carried out in a way that
allows it to be kept below an escalation
threshold. Such an attack could be a
highly ambiguous action, staged to

16 Murphy et al. 2016; Lange et al. 2019.
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look like an accident. The ‘anchor
dragging’ that damaged the Baltic
Connector is one notable example, as
are the later cases of the vessels Eagle S
and Yi Peng 3, which are suspected of
damaging several data cables in the
Baltic Sea.”

Another possibility would be the
blockade of a major port, for instance
by civilian vessels. For example, a
freighter might enter the port for a le-
gitimate reason and later cause a colli-
sion with another ship or port infra-
structure, or sink for some other pre-
tend reason. This would block entry to
and exit from the harbour, disrupt port
operations and require a long and
costly effort to salvage the vessel. At the
same time, the consequences would be
noticeable. Such an attack, if conducted
during a major crisis, could effectively
limit the amount of military equip-
ment that could reach Poland in time.

An attack masqueraded as a ‘protest
action’, such as a port blockade by
yachts and other small civilian boats,
would also be a possibility. That form of
protest could target ships transporting
military equipment or oil and gas
tankers. Other potential targets could
be LNG terminals, such as the FSRU
that is planned to be constructed near
Gdansk. The action could be disguised
as an ‘anti-war’ or ‘ecological’ protest
and, if the blockade is lifted by force, a
narrative could be spun around a vio-
lent regime that disregards the citizens’
right to protest.

More advanced and more kinetic
methods may include the covert min-
ing of shipping lines, ports and anchor-
ages or acts of underwater sabotage.
Also, the use of other means is conceiv-
able. For example, unmanned surface

17 Wiese Bockmann 2024.
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or aerial vehicles could be used to at-
tack critical infrastructure. In these
scenarios, the actions of a state actor
(Russia) would be disguised as activities
of non-state actors - such as terrorists
or protesters. Hypothetically speaking,
acts of sabotage at an LNG terminal
could be disguised as actions by violent
environmental activists.

Finally, it is sensible to consider the
possibility of an overt military opera-
tion, as the final element in a string of
hybrid actions. Following an at least
partial disruption of critical infrastruc-
ture, increasing polarisation of society,
and actions that would undermine Al-
lied unity, a short-term, limited use of
force could be employed to pressure
Poland into complying with Russia’s
will. An example would be a single
cruise missile attack on oil refineries or
power plants. This would be an ‘esca-
late to de-escalate’ scenario.'®

All these scenarios show that an im-
portant element of hybrid warfare is
the combined use of different ele-
ments. All actions would be inter-
linked, different tactics and tools would
be mixed to destabilise Poland’s society
and economy, create polarisation and
shape the security environment ac-
cording to Russia’s wishes. The last ele-
ment could be the open use of force, as
illustrated by the last scenario.

3 Recommendations for
Security Policy in the
Baltic Sea Region

This part of the paper focuses on possi-
ble measures to prevent or respond to

18 A more detailed discussion of similar
scenarios can be found in: Frederick et
al. 2022.
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hybrid activities. These recommenda-
tions and conclusions are written from
a Polish perspective, but may also be
applicable to other countries of the re-
gion. The conclusions range from gen-
eral ones, related to wider policy and
strategy issues, to more specific ones
associated with technical capabilities
and the procurement of certain plat-
forms.

3.1 Tackling sea blindness

One of the fundamental recommenda-
tions is to limit ‘sea blindness’ - the lack
of awareness related to maritime (secu-
rity) issues. This is particularly impor-
tant in the context of critical infra-
structure protection, as problems dif-
ferent from those encountered in the
land domain mean that techniques,
tactics, procedures and equipment typ-
ically used on land may not be applica-
ble to protect offshore wind farms or
pipelines, particularly outside a coun-
try’s territorial waters. This under-
standing is fundamental for the further
recommendations described below, es-
pecially for the formulation of a strat-
egy to prevent and respond to Russian
activities. Therefore, continuous infor-
mational and educational efforts
aimed at both the general public and
decision makers are recommended.
This is imperative, given the fact
that the Baltic Sea was not a scene of
decisive naval engagements in the 20™
century and that there is thus a ten-
dency to consider this area as in-
significant. This, in turn, leads to the
setting of different priorities in security
policy, with a special focus on the land
domain. Notably, the role of the Baltic
being important not only for security
and defence, but also for commercial
shipping and energy generation and

transfer should be constantly ex-
plained to the public and decision
makers alike.

3.2 Formulation of a strategy
and implementation at the
operational level

Key areas of maritime security and re-
lated recommendations need to be
translated into a national-level strat-
egy. Ideally, such a maritime security
strategy should describe the key na-
tional interests in the Baltic Sea area.
The strategy should also define an area
of responsibility - either only the
Southern Baltic Sea (territorial waters
and EEZ) or additional areas as well (the
rest of the Baltic, the Danish Straits, the
North Sea or others), based on which
areas are considered important and
where Polish forces should be de-
ployed.

However, a more specific document
should directly describe the strategic
interests and objectives as well as the
measures taken to prevent and respond
to crisis situations and threats in the
Baltic Sea region. In the Polish hierar-
chy of strategic documents, this would
ideally be a document published by the
Ministry of Defence, i.e. one level below
the National Security Strategy.

There should be a clear plan of ac-
tion, particularly for crisis situations
that might, at least initially, lie below
the threshold of an armed conflict.
Specifically, the strategy should de-
scribe the desired approach to deter-
rence. A defensive approach - imple-
mented by building hardened, resilient
infrastructure - would be a form of de-
terrence by denial. Another way could
be deterrence through punishment,
implemented by imposing sanctions
and/or tariffs on Russia in the event of
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malicious actions in the Baltic Sea area,
and by exerting additional political,
economic, and military pressure. This
path could be more complicated, since
it requires ways to apply pressure ac-
ceptable under international law, to de-
velop resources that allow credible
punishment and, last but not least, to
find vulnerabilities that could be ex-
ploited.

In any case, the strategy would have
to be consistent with strategic deci-
sions made at the NATO level, espe-
cially in the context of the recent
Washington Summit Declaration.®

In addition, such a document
should also provide a clear division of
roles and responsibilities between vari-
ous services and organisations. In the
case of Poland, it should in particular
determine the role of the Navy and the
maritime branch of the Border Guard.
Currently, the Polish Border Guard is
tasked exclusively with law enforce-
ment missions - in the past, it has fo-
cused on fishery protection and on
countering various forms of smug-
gling. As a result, it has surface surveil-
lance capabilities (coastal radars, patrol
boats, aircraft), but no subsurface sur-
veillance capabilities. It also has a lim-
ited capability to engage surface tar-
gets, but neither the capability nor the
legal basis to engage subsurface targets.

The Polish military, however, is by
nature oriented towards countering
military threats. Deployment to sup-
port the Border Guard is permitted
only if civilian resources are deemed
inadequate. While this division may be
effective in peacetime when attacks on
shipping or critical infrastructure are
rare, it is less efficient nowadays when,
for example, it may become necessary

19 NATO 2024b.
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to conduct regular patrolling of pipe-
lines in order to detect sabotage at-
tempts. Under current legal rules®,
however, unless a Navy vessel is de-
ployed as an asset supporting the Bor-
der Guard, it is not allowed to perform
any law enforcement tasks (such as the
boarding and inspection of a suspicious
vessel).

Due to the above-mentioned
threats, it may be necessary to widen
the Border Guard’s set of capabilities -
including a change of legal rules and
investments in more capable equip-
ment - or, alternatively, the considera-
tion of a more active deployment of
naval forces. The latter would also re-
quire changes to the law and the build-
ing or acquisition of more ships to
match the requirements. In each case,
necessary changes in the legal frame-
work as well as in the organisation,
equipment and training of forces
should be defined and implemented at
the operational level. That is particu-
larly important for shipbuilding and
other force generation efforts.

Following the first path to
strengthen the Border Guard itself
would require changing the rules of en-
gagement, especially in engaging sub-
marine targets and unmanned surface
vessels, and the acquisition of new
equipment (vessels and aircraft) as well
as major changes in training, which
would essentially turn the Border
Guard into a second Navy.

If we were to choose the second op-
tion, naval forces would already have
most capabilities at their disposal.
From a legal perspective, a standing

20 Act of Parliament of the Republic of Po-
land on State Border Protection (1991)
and Act of Parliament of the Republic of
Poland on the Border Guard (1990) (with
amendments).
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rule (possibly written into an act of par-
liament) allowing military personnel to
stop, board and inspect vessels both in
Polish territorial waters and in its ex-
clusive economic zone as well as new
rules of engagement would have to be
introduced. Also, military forces would
need more vessels and more aircraft, to
fulfil their new, widened mission of
protecting critical infrastructure.

In the short term, an expansion of
the Navy’s mission to include the pro-
tection of critical infrastructure, which
would result in an increase in the size
of naval forces, is more promising. The
Navy already has the capabilities that
the Border Guard lacks - it is easier to
enlarge existing forces than to build
those capabilities from scratch in a dif-
ferent service.

3.3 Situational awareness

Dealing with hybrid threats means
dealing with uncertain situations.
Therefore, the ability to achieve and
maintain situational awareness is fun-
damental. This allows not only to de-
tect potential direct threats but also to
gather wider intelligence on adversary
actions. In the context of hybrid
threats, it would be crucial to obtain
evidence of potential Russian responsi-
bility and later use this evidence for
further (e.g. legal) actions.

In order to maintain situational
awareness in the maritime domain,
various sensors and resources can be
used. From a Polish perspective, all
sorts of systems - from land-based
radars to sensors mounted directly on
or in close proximity to infrastructure
to patrol vessels and aircraft - could be
employed. What might prove problem-
atic in this respect is that a variety of
stakeholders would be involved, from

infrastructure owners and operators,
maritime administration and law en-
forcement forces to the military. All of
these actors and entities are subject to
different legal regulations, and the
above-mentioned platforms have dif-
ferent capabilities. Another factor is the
cost of acquisition and maintenance of
surveillance systems, depending on
their intended purpose. For example,
the most important systems for the
owner of an offshore wind farm are
those that help to ensure the protec-
tion of their property. On the other
hand, law enforcement services such as
the Border Guard are interested in hav-
ing systems that fit their law enforce-
ment mission (which currently ex-
cludes subsurface surveillance). Finally,
the military is interested in having ca-
pabilities of detection with regard to a
wide range of military threats (includ-
ing submarines).

Therefore, I recommend to imple-
ment integrated surveillance systems -
both on the national and international
level, if possible. Such systems should
receive data provided by the stakehold-
ers mentioned above and could help to
establish a common situation picture.
An integrated approach should also be
the basis for any future developments
in this field, also considering shared
costs and results. For example, offshore
wind facilities could be used as plat-
forms for surveillance systems (radars,
cameras or drones).

Finally, critical elements of situa-
tional awareness are maritime and air-
borne intelligence-gathering plat-
forms. The current state of the Polish
naval forces and maritime aviation re-
quires the acquisition of new ships and
airborne platforms (helicopters and
maritime patrol aircraft). The ship-re-
lated issues are discussed in more detail
below. As for the air domain, it should
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be noted that a replacement for light
patrol aircraft and the procurement of
additional helicopters is required. Two
Saab 340 Airborne Early Warning
planes were acquired in 2023, but they
will be required to provide radar cover-
age also in other areas - notably, on the
eastern border with Belarus and
Ukraine. A partial solution would be
the employment of TB2 and MQ-9B
drones in a maritime patrol role; the
former have been purchased already,
and the latter were ordered recently.

3.4 Ships and shipbuilding

Maintaining situational awareness re-
quires a constant presence, and this
presence requires resources - in the
maritime domain, these resources are
mostly ships. The geography of the
Baltic Sea region is one determinant of
these requirements. Even if Polish mar-
itime strategy makers decided to limit
the area of responsibility to the south-
ern Baltic Sea, vessels would have to be
able to remain in the designated areas
for a certain period of time while si-
multaneously detecting and pursuing
multiple categories of targets, whether
above the surface, on the surface, un-
derwater and on the seabed.

Ships have an additional advantage:
the ability to respond to a detected
threat, using armament or other capa-
bilities (i.e. a boarding team or special
operations soldiers, if they are on
board).

For example, in the above-men-
tioned scenario of a covert mine ap-
proach to a port, special mine-counter-
measure vessels are the primary tool
for detecting and defusing mines. This
also illustrates the dual capability that
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armed forces offer outside of the spec-
trum of conventional conflict.

In a similar manner, a designated
anti-aircraft frigate could be employed
to provide protection against airborne
threats (such as cruise missiles or
drones). The Polish Navy already has or
will have Kormoran II-class mine-
hunters®® and Wicher-class frigates®?
providing these capabilities. It is im-
portant to emphasize that the pro-
jected Polish surface fleet shall be com-
posed of three frigates, six mine-
hunters, and one patrol corvette, with
the addition of auxiliary vessels and
older ships approaching the decom-
missioning date. Even in peacetime, the
tasks of such a small-sized fleet will al-
ready be many: training, participation
in national and international exercises,
deployment to NATO’s standing mar-
itime groups and finally planned and
unplanned maintenance periods may
leave little room for supporting civilian
authorities.” Therefore, the number of
ships may have to be increased, either
by upgrading older vessels in order to
keep them in service or by purchasing
new ships, resulting in higher costs.

The first option is potentially the
less costly, but also the more risky ap-

21 Six vessels have been contracted. So far,
three vessels have been delivered and
commissioned into service and a fourth
was launched in 2024. Cf. 8th FOW
2024; Wojsko Polskie 2024.

22 Build under the codename ‘Miecznik’
(Swordfish). Three ships shall be de-
livered by 2031. See: PGZSW 2024;
Wilewski 2023.

23 During the Cold War, when the Polish
Navy had many more vessels than
nowadays, there were ships deployed
on presence / surveillance patrols as
well as designated alert vessels, which
could be quickly deployed in case of
crisis.
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proach, since the capabilities of up-
graded ships would be limited by their
original design. Another unknown fac-
tor is how long such ships would be
able to remain in service. The second
option would be more costly and take
more time, since requirements for new
vessels would have to be formulated,
and the entire acquisition process is
complicated. On the other hand, this
would provide the Navy with new ships
to fulfil its contemporary and future
requirements.

Since Poland has not published any
official documents regarding naval
strategy and shipbuilding plans in a
wider perspective besides its Strategic
Concept for Maritime Security from
2017, it is difficult to predict how likely
the acquisition of new vessels actually
is or whether the government might
prefer to invest in the retention and
upgrading of older ones. However, a
telling announcement was made in
2024 regarding the redirection of the
‘Murena’ (Moray) programme, which
was originally aimed at delivering new
fast attack craft, towards the acquisi-
tion of four multi-role corvettes.2*

Due to the nature of hybrid threats,
it is necessary to consider further pro-
curement projects, including vessels
capable of seabed surveillance and un-
derwater activities support (similar in
concept to the UK MROSS pro-
gramme?®). Given the size of Polish
maritime areas and the critical role of
seabed infrastructure, notably pipe-
lines and future offshore wind installa-
tions requiring underwater power
lines, the development of such a capa-
bility is crucial. A first step in this direc-
tion is the already existing ‘Ratownik’

24 Kaminski 2024a.
25 Navy Lookout 2023.

programme (for the construction of a
submarine rescue and diving support
vessel)?® as well as the planned acquisi-
tion of a survey vessel.?’

Another possibility to increase the
number of available ships is building
dedicated offshore patrol vessels (or
patrol corvettes), equipped to detect
and counter threats to critical infra-
structure and shipping. These vessels
should have anti-surface, anti-subma-
rine and anti-aircraft capabilities less
advanced than frigates, but most im-
portantly allowing them to detect and
respond to enemy unmanned vessels
(drones). Their task would be to ensure
a presence in the Baltic Sea. This would
result in a mixed fleet: a small number
of high-end ships for the most de-
manding missions and a larger number
of low-end vessels for simpler tasks. It
is possible that the above-mentioned
Murena programme may result in the
delivery of such capabilities, supple-
menting high-end guided-missile
frigates.

Another fundamental issue that
should be the subject of a strategic de-
cision is the maintenance of submarine
forces. Currently, the Polish Navy oper-
ates one Kilo-class submarine. Regard-
ing the acquisition of new boats (‘Orka’
programme), it has been announced
that submarines shall be purchased
and a respective contract shall be
signed in 2025.28 This decision needs to
be based on a careful assessment of the
Russian threat and capabilities on the
one hand, and costs and benefits re-
lated to intelligence gathering or spe-
cial forces support missions on the
other. From the Polish perspective, the

26 Kaminski 2024b.
27 Cislak 2024a.
28 Cislak 2024b.
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most important issue is the cost of
building and maintaining a fleet, since
defence spending is already high due to
other projects such as the acquisition of
tanks, missile systems for land forces,
attack helicopters and air force pro-
grammes.

One possible solution would cer-
tainly be to increase overall defence
spending in order to build more ships,
or to redirect funding from air or land
programmes to naval ones. From a
more realistic point of view, it may be
fair to assume that future ship acquisi-
tion programmes will be limited, for
example to the ‘Orca’ and ‘Ratownik’
programmes, which would leave a ca-
pability gap. This gap can be covered
partially by other systems, especially
unmanned ones (drones).

3.5 Drones and counter-drone
measures

Due to technical progress and the
growing proliferation of unmanned
surface and underwater vehicles, it is
likely that they may be used as a tool in
attacks on shipping or critical infra-
structure. However, despite the fact
that Russia has employed unmanned
surface vessels as a direct response to
Ukrainian attacks involving uncrewed
vessels?®, a direct replication of activi-
ties known from the Black Sea in the
Baltic is unlikely, due to the different
operational and geographical environ-
ment.

Ukrainian surface vessels are usu-
ally employed in overt attacks against
ships - notably in harbour areas. It is
possible that in a hybrid warfare sce-
nario in the Baltic Sea, unmanned un-

29 Sutton 2024.
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derwater vessels would be preferred for
several reasons. First, a large number of
potential targets are underwater (i.e.
pipelines or cables). Secondly, an un-
derwater vehicle is much more difficult
to detect. Finally, they are less vulnera-
ble to weather conditions than surface
ones. It is known that Russia has devel-
oped an autonomous underwater vehi-
cle equipped with a manipulator arm.*
This Russian construction works just as
well on various other vessels. For ex-
ample, the Russian company Rubin ad-
vertises several unmanned systems,
named ‘Yunona’, ‘Amulet’ and ‘Amulet-
2’ that are easy to transport and deploy
without the need to use cranes.’!

In wartime these unmanned vessels
may be employed as part of a system
composed of warships, submarines,
conventional weapons (missiles) and
aircraft. In a hybrid warfare scenario, it
is possible that drones in particular
could be used in order to enable plausi-
ble deniability - in this case Russia
could wuse commercially available
equipment (entire drones or just their
components) and spin the narrative
that the attack was carried out by non-
state actors.3?

Therefore, a part of the already
mentioned strategy and its opera-
tionalisation should be devoted to the
establishment of a system aimed at the
prevention of and response to mali-
cious drone use. The fundamental issue
is to create a legal framework that reg-
ulates the use of drones in maritime ar-
eas, to establish rules of engagement in
the event of a detection of enemy
drones, and finally to allocate rules and
resources for military, law enforcement

30 Sutton 2022.
31 Rubin 2024.

32 For further information,
siewicz et al. 2021.

see Luka-
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and commercial actors. It is simply a
matter of choice: if an unidentified
drone is detected near a port or pipe-
line, who should be responsible for the
interception or destruction of this de-
vice? Resolving this issue is fundamen-
tal for the acquisition of technical
equipment such as anti-drone systems.
Furthermore, unmanned platforms
can support the protection of shipping
and infrastructure, especially in a sur-
veillance function. In this respect, an-
other matter that should be regulated
is whether, for example, underwater
pipeline or cables should be monitored
by drones operated by the Navy, the
Border Guard or the infrastructure
owner. Poland recently decided to up-
grade Hugin underwater drones for
pipeline surveillance3®* However, as
they are part of the mine countermea-
sure force and also have other tasks,
this may only be an interim solution
and greater efforts may be required.

3.6 International cooperation

Given the current geopolitical situation
and the fact that most of the states bor-
dering the Baltic Sea are now members
of NATO and the EU, intensifying in-
ternational cooperation is a logical
conclusion.

Most prominently, the recent im-
plementation of NATO’s multi-domain
vigilance activity Baltic Sentry aims at
enhancing allied maritime situational
awareness. In addition, the develop-
ment of Task Force X aims to add a suf-
ficient uncrewed component to allied
enhanced vigilance activities. The
Baltic states are already involved in
multiple programmes, for example

33 Zalesinski 2023.

cross-Baltic pipelines (Baltic Pipe,
Baltic Connector). Also, since not only
these states are threatened by Russia’s
hostile actions, the implementation of
an agreement such as the North Sea se-
curity agreement signed by Belgium,
Denmark, Germany, the Netherlands,
Norway and the United Kingdom in
2024**, which facilitates a better ex-
change of information and a coordi-
nated response to identified threats, is
vital. In addition, international cooper-
ation could allow for sharing the costs
of building and maintaining sensor
networks, thus enabling a better moni-
toring of Russian maritime activities. It
could also enable the joint acquisition
of maritime surveillance platforms
such as maritime patrol aircraft (MPA)
and ships. As regards patrol aircraft, it
should be noted that while Germany
has purchased eight P-8 Poseidon air-
craft and five such planes were deliv-
ered to Norway, most of the Baltic Sea
countries have only limited or no sur-
veillance capabilities. Denmark oper-
ates four Cl1-604 jets that can be used in
a maritime patrol role apart from their
transport mission; similarly, Finland
has three Learjet 35 planes that can be
used as MPAs. Poland does have a des-
ignated patrol squadron equipped with
M-28 Bryza light patrol planes.

Apart from the P-8s, however, all
those platforms lack anti-submarine
warfare capabilities. They are supple-
mented by border guard planes and he-
licopters, but law enforcement air-
planes also do not have ASW equip-
ment.

As regards helicopters, only Ger-
many, Denmark, Sweden, Norway and
Poland have ASW-capable machines,
and in most of those states, they are

34 Chiappa 2024.
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also tasked with missions outside the
Baltic Sea (especially deployments on
board of warships). In the case of
Poland, older helicopter types (Mi-
14Pt and SH-2G Seasprite) will soon be
decommissioned, and so far, only four
AW101 helicopters have been con-
tracted - a number that is much
smaller than necessary to cover all re-
quirements.?®

Also, maritime patrol aircraft are
costly - joint procurement could allow
for multiple countries to benefit from
their capabilities, in a manner similar
to existing programmes such as
NATO’s multinational AWACS force?®
or its tanker/transport fleet (MRTT-
C).37

When it comes to ships, there are
generally no multinational fleets. How-
ever, it is possible to have several ships
of the same class built together, espe-
cially if several countries have similar
requirements - as in the case of the
type 212CD submarines (a joint Ger-
man-Norwegian purchase) or the older
Tripartite-class mine warfare ships.
There are obstacles, certainly: different
requirements, different budgets and
political factors shaping procurement
decisions. However, several possible
options can be pointed out. For exam-
ple, the Swedish parliamentary defence
commission suggested building four
more corvettes, supplementing the al-
ready procured Luled-class vessels.3® If
Sweden decided to purchase additional
corvettes, that would pave the way for a
possible cooperation with Poland to
also acquire four corvettes, provided

35 [IISS, The Military Balance 2024.
36 NATO 2024a.

37 NATO 2022.

38 Haiggblom 2024.
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the Moray programme is implemented
as announced.

Another field of cooperation in the
Baltic region could be mine-counter-
measures forces. Several countries have
ships built more than twenty-five years
ago, including Germany (Frankenthal-
class) and Sweden (Koster-class), and
sooner or later those vessels will need
replacement. The smaller Baltic states,
Lithuania, Latvia and Estonia, all oper-
ate older mine warfare ships that they
received from Western Europe. The re-
placement of those vessels might also
be part of a joint programme.

Also, submarine programmes are
another potential area of cooperation,
especially in the case of Poland.

4 Summary

The Russo-Ukraine war casts a shadow
on the perception of contemporary
threats, and the maritime domain is no
exception. From a Polish perspective,
the main lesson is that there are no di-
rect lessons. There are different envi-
ronmental, political and military con-
ditions to consider.

On the one hand, the Russian
armed forces have performed differ-
ently than expected in many areas. On
the other hand, hybrid attacks, espe-
cially those targeting maritime critical
infrastructure, represent major risks
compared to open, conventional at-
tacks as seen in the invasion of Ukraine.
Hybrid attacks may bring significant
damage to the affected country’s na-
tional economy and social stability, and
a failure on our part to protect this in-
frastructure and the services provided
by it may allow for more successful
Russian hybrid operations in the fu-
ture. This risk is enhanced by the grow-
ing importance of the Baltic Sea to
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Poland despite the existing sea blind-
ness.

Therefore, among the listed recom-
mendations, tackling sea blindness
must be considered fundamental, fol-
lowed by the formulation of a national
maritime strategy. Without those steps,
any further ones cannot be planned
predictably. A planned development
approach, however, is particularly im-
portant for shipbuilding.

From a Polish perspective, due to
the long-standing neglect of its naval
forces, the continuation of already
started programmes and the planned,
systematic development of its future
fleet are of crucial importance in order
to be able to assume a significant role in
Baltic Sea security.
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Julian Pawlak

Re-Thinking War in the Baltic Sea

1 Preface

More than 1,000 days after the begin-
ning of Russia’s full-scale invasion of
Ukraine, and over a decade since the
initiation of Russia’s war of aggression
backin 2014, it is the Baltic Sea region -
apart from, of course, the Black Sea and
Ukraine itself - that has emerged as a
pivotal area where the war’s conse-
quences are most keenly felt by NATO
and the West, and where a new ap-
proach to dealing with the Russian
Federation may manifest itself. This pa-
per elucidates potential lessons and
implications for the Baltic Sea in terms
of the threat environment, strategic
goals and challenges, and the practical
defence of NATO allies. In this context,
certain trends and developments are
identified for the Baltic maritime area
of operations, both as implications and
inspirations from the Ukrainian war of
defence. Although events in the Black
Sea cannot simply be used as a blue-
print for the Baltic, there are a number
of areas that require further investiga-
tion and discussion, as highlighted by
the subsequent set of topics. Thus, as a
second pillar, this paper provides addi-
tional food for thought, a series of care-
ful considerations for further examina-
tion by practitioners, strategic thinkers,
academics, and analysts alike.

2 Tectonic shifts

In light of the tectonic shifts described
below, a cautious analysis is essential to
guide future strategic considerations.
The three principal shifts framing this

analysis are as follows:

First and foremost, acknowledging
the necessity of updating and adapting
defence plans for the region is crucial.
In fact, this important step was taken at
NATO’s Vilnius Summit in 2023 in re-
sponse to the full-scale invasion of
Ukraine. Following a first decision to
upscale NATO’s Force Model taken in
2022, the member states then agreed
on a fundamental upgrade and adapta-
tion of their Baltic defence plans when
they met in Vilnius: the forward pres-
ence approach consisting of multina-
tional battlegroups, established as a
low-threshold reaction to the Russian
aggression beginning in 2014 and often
referred to as ‘tripwire force’, was trans-
formed into the plan of establishing a
substantial forward defence posturel
This was further reinforced at NATO’s
75" anniversary summit in Washing-
ton.? Aiming at improving the broad
spectrum from capabilities to com-
mand and control, the overall strategic
posture is being moved ‘from deter-
rence by punishment to deterrence by
denial’®

Based on that development, the
second trend encompasses recognising
the dramatic needs resulting from
large-scale, high-end, and thus highly
attritional conventional warfare. As
such, the military level is inextricably
linked with its societal and economic

1 NATO 2022; NATO 2023.
2 NATO 2024b.
3 Kepe 2024.
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counterparts.* Current and future sce-
narios need to adapt to today’s strategic
and operational challenges whilst be-
ing aware of each conflict’s specific
context, be it historical or contempo-
rary.® This notwithstanding, one of the
key prerequisites to avoid pitfalls is to
prevent following the infamous
mantra of fighting the last war.® In this
case, it is imperative to carefully differ-
entiate between the Russian invasion
of Ukraine and the circumstances of a
potential Article 5 scenario for NATO
following a Russian aggression against
a member of the alliance.

Thirdly, the fundamental change of
mindset that has taken place in both
Sweden and Finland, culminating in
their decision to join the NATO alliance
is a symbol for the revolution of Baltic
Sea security dynamics.” Although close
military cooperation has been devel-
oped over the years, not only between
the two countries themselves, but also
within the Nordic Defence Coopera-
tion (NORDEFCO) structure and with
NATO, both countries have, until re-
cently, followed the idea of being
aligned, but not formally allied.® The
changes that have taken place in this
regard underscore the countries’ ad-
justed threat perception of Russia, in-
stigated by its full-scale invasion of
Ukraine, as well as the continuous rele-
vance of defensive, military alliances
such as NATO, and the concept of col-
lective defence enshrined in the al-
liance’s Article 5, including the overall
significance of (nuclear) deterrence. As
a result, an even more coherent allied
approach for NATO’s Northern Flank

4 Vershinin 2024.

5 Hoffmann/Garrett 2024.

6 See for instance Freedman 2017: 62-64.
7 Lundqvist 2022.

8 Lunde Saxi 2022.
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to enhance collective defence becomes
possible.®

3 Theatre Dynamics and

Threat Environment

The Baltic Sea theatre matches the
definition of a confined, narrow sea:'%it
features an overall close proximity to
coasts, multiple strategically relevant
islands, large and small, like Swedish
Gotland, Danish Bornholm, or Esto-
nian Hiiumaa, as well as crucial shal-
lows and choke points like the Danish
Straits. In addition, approximately
2,500 vessels are crossing the Baltic Sea
on a daily basis. Even in the absence of
major conflict, these factors turn the
Baltic Sea into a highly congested and
challenging area of operations. Com-
pared to blue-water environments,
manoeuvrability is reduced and op-
tions for naval operations are limited.™
The vulnerability of naval vessels in-
creases, particularly in the face of de-
tection and attack from air, land, and
sea in both symmetric and asymmetric
ways.

Considering the strategic signifi-
cance of islands in littoral warfare, the
case of Snake Island (Zmiinyi) in the
Black Sea is a vivid, practical example.
This seemingly minor outpost holds
considerable value, offering critical ad-
vantages in surveillance and naval op-
erations. However, its defence is
fraught with challenges due to its in-
herent isolation and vulnerability to air
and missile attacks. The task of recap-
turing an island, once occupied, is fur-
ther complicated by the complexity of

9 Pawlak 2021.
10 Vego 2003.
11 Vego 2015.
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amphibious operations. It requires ex-
tensive coordination, robust air and
naval support, and precise execution to
mitigate the vulnerabilities and opera-
tional difficulties inherent in such en-
deavours. The case of Snake Island ex-
emplifies the pivotal role islands can
play in regional security dynamics, as
well as the formidable challenges in-
volved in their defence and reclama-
tion. On the other hand, forces, if prop-
erly used, can utilize the strategic posi-
tion of islands to influence sea lines of
communication (SLOCs) and choke
points, or establish air defence and
electronic warfare systems, all the
while considering the fact that islands
are by no means invulnerable.

One of the key characteristics of the
Baltic Sea theatre is freedom of naviga-
tion for all vessels in its waters, includ-
ing choke points and SLOCs.'? How-
ever, the fact that the majority of coun-
tries bordering the Baltic Sea are NATO
members does not necessarily amount
to NATO exercising unlimited sea con-
trol. On the contrary, ongoing Russian
activities in the so-called grey zone,
from sabotage and influence opera-
tions to espionage and disinformation
campaigns, create a constant threat
from below the threshold of war. Such
actions aim at destabilising not only in-
dividual societies, but the coherence of
alliances as a whole. They have escala-
tory potential and could eventually
level the field for potential conflicts in
the aggressor’s favour. These dynamics
necessitate constant readiness and
alertness, particularly regarding poten-
tial hybrid actions threatening soci-
eties, commercial shipping, and mar-
itime and other critical infrastructure.
The Nord Stream sabotage has served

12 Siig/Kilpatrick 2023.

as a wakeup call in this respect. The in-
famous Russian shadow fleet is another
aspect to watch out for. Not only armed
forces, but law enforcement agencies,
the private sector, and civil societies as
awhole, are called upon to stay vigilant
and build resilience against hybrid
threats.

Overall, for both NATO and the
Russian Federation, sea control in the
Baltic Seais no end in itself, but has im-
plications that support broader objec-
tives related to the strategic situation in
the region. For Russia, first and fore-
most, the protection of Baltic SLOCs to
and from the Russian mainland and its
Kaliningrad Oblast is vital for eco-
nomic and military purposes. The
Baltic Sea is the only way to adequately
complement the narrow land connec-
tion to this Russian outpost via Lithua-
nia. In addition, currently 1/3 of Rus-
sian seaborne crude oil exports are
leaving Russian Baltic ports.®* On the
other hand, the maritime domain is a
way to support land-based forces and
their task to defend the Russian main-
land and territories such as Kaliningrad
Oblast and the Northwestern Federal
District, including St. Petersburg and
the Kola Peninsula. Even though the
Baltic Sea is not the first priority in
Russian maritime doctrine, Russia has
adapted to the new NATO members in
Scandinavia by adjusting its organisa-
tion of military districts and the
planned re-establishment of forces
along its Western border.'

13 Reuters 2023.
14 Edvardsen 2024.
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4 Outlook for NATO De-
fence in the Baltic Sea
and Issues Requiring Fur-
ther Attention

Re-Thinking War in the Baltic Sea does
not only necessitate the implementa-
tion of comprehensive and adaptive
defence strategies. Basically, several is-
sues from cooperation to enemy capa-
bilities are to be considered carefully.
Ukrainian experiences, Russian adap-
tations and vice versa can inform and
help to shape the strategic approach to
ensuring security and defence in the
Baltic region. Yet, current observations
and certain lessons need further inves-
tigation to re-think fighting and win-
ning wars, in the Baltic region and be-
yond. This chapter provides a selection
of issues to ponder.

SLOCs and Baltic Peculiarities: Simi-
larly to the Russian Federation, NATO
nations pursue the objective of defend-
ing the vital Baltic SLOCs and freedom
of navigation. They are crucial for the
security, defence, and economic pros-
perity of the Baltic littorals. The exam-
ple of Finland’s imports and exports,
95% of which are shipped via the Baltic
Sea, speaks for itself.® The congested
nature of a confined and shallow sea
like the Baltic, however, provides op-
portunities for hostile forces to employ
hybrid measures including both classic
naval tactics as well as asymmetric ac-
tions from the shores and archipelagos
to the sea. In contrast, in order to be
able to prevail in a potential high-in-
tensity conflict, NATO has to prepare
for large parts of the naval warfare
spectrum, including mining and mine

15 Yle 2023.
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countermeasures, anti-surface, anti-air,
and anti-submarine warfare, as well as
the possibility of limited amphibious
operations. The complex environment
of the Baltic, consisting of fragmented
coastlines and numerous islands, offers
both strategic advantages and chal-
lenges. It underscores the importance
of both offensive and defensive naval
operations as part of a whole range of
naval tactical actions.!®* NATO forces
should leverage this environment to
distribute their growing denial capabil-
ities, increasing both surprise and de-
ception, while minimizing the poten-
tial impact of long-range enemy
strikes.!”

Flexibility, Awareness and Communi-
cation: Implementing joint force prin-
ciples and a unified command and con-
trol (C2) system by overcoming still ex-
isting national barriers is essential to
effectively address issues ranging from
grey-zone conflicts to high-intensity
warfare. This requires advanced mar-
itime situational awareness and prepa-
ration for scenarios where intelligence,
surveillance, and reconnaissance (ISR)
capabilities may be compromised, and
satellites and surveillance aircraft will
be targeted. Supplementing the de-
fence of the Baltic shores and ensuring
mobility and flexible basing by rotating
vessels are essential ways to avoid de-
tection and destruction. This applies to
air assets as well, with islands offering
strategic and operational opportuni-
ties, but limited numbers of basing op-
tions - which can become valuable tar-
gets in terms of Russian long-range
strike capabilities. The Baltic littoral
states themselves should continue

16 Vego 2020.
17 Kaushal/Balletta 2024.
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procuring and deploying mobile denial
systems, such as shore-based anti-ship
missiles, to enhance flexible area denial
and strike capabilities.

Interoperability: Apart from the afore-
mentioned, interoperability with na-
tional law enforcement agencies, such
as coast guards and police forces, is cru-
cial for the defence and security of the
Baltic shore areas. This cooperation is
particularly valuable with regard to
protecting critical infrastructure and
controlling territorial seas, thus ensur-
ing a comprehensive approach to re-
gional security. The impact of de-
stroyed bridges, ports, or blocked choke
points can prove much more disastrous
than single vessel incidents, as Ukrain-
ian drone strikes against Russian en-
ergy infrastructure in the Baltic have
shown.®

Mutual Denial: Looking at the higher
end of a potential escalation ladder, the
issue of sending high value assets into
the Baltic and areas within the poten-
tial range of denial capabilities remains
a point of discussion. In this context, it
is reasonable to anticipate that both
NATO and Russian forces would at-
tempt to deny the other side access to
certain areas of the Baltic Sea, basically
achieving mutual denial in a joint envi-
ronment.*® On a smaller scale, this mu-
tual denial shows similarities to Kre-
pinevich’s ‘maritime no man’s land’ in
the context of a maritime precision
strike regime.?® Although denial capa-
bilities do have a certain effect, in the
current state of affairs actors might not
be able to utilize the maritime theatre

18 Black 2024; Osborn/Rodionov 2024.
19 Warnar 2023.
20 Krepinevich 2014.

to their own advantage without first
achieving a sufficient disruption of the
other’s capabilities - eventually result-
ing in a highly contested, and thus per-
ilous, area of operations.

Naval Mining: Mine Warfare is consid-
ered a central topic in the Baltic Sea,
particularly due to certain geographi-
cal conditions such as in the Gulf of
Finland and the Danish Straits.?
Through blockades or the disruption of
SLOGs, it can be used to effectively
shape the respective naval area of oper-
ations. History provides insights into
how this was operationalized in the
past, but warnings can be heard that
‘much of NATO’s institutional knowl-
edge’ has been lost.?2 Apart from such
knowledge, the number of capable
units is limited, and their survivability
during a high-intensity conflict is by no
means guaranteed. From another per-
spective, in this day and age, the Baltic
SLOCs are of even greater economic
and military significance than in the
past. In the Black Sea, the risk of collat-
eral damage from mines persisted in its
western and north-western parts, even
as aresult of a relatively limited mining
campaign.® In any potential endeav-
our in the Baltic, allies would have to
carefully consider SLOCs and existing
own maritime dependencies in light of
the extensive need for mine counter-
measures following own mining cam-
paigns, but even more so following the
opponent’s respective actions, which
could take place during an armed con-
flict or even prior to that.

21 Reuters 2024.
22 Laanements 2024.
23 NATO 2024a.
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Uncrewed Systems: Along with the
general, unprecedented use of un-
crewed systems in the war in Ukraine,
its naval aspect is mostly known for
Ukraine’s successful use of mnaval
drones.2* Their potential role for naval
strategy and operations in the Baltic re-
quires careful consideration, from the
perspective of an attacker as well as
from that of a defender. Both NATO
and Russia are expected to adapt to
these developments, enhancing their
own uncrewed capabilities for defen-
sive and offensive purposes alike. The
bandwidth of these systems offers op-
portunities to increase maritime situa-
tional awareness (MSA) and expand ISR
capabilities, to further develop un-
crewed minelaying, or to monitor and
defend critical infrastructure. In addi-
tion, even with their limitations, the
systems could serve both as means of
denial against Russian vessels and as al-
ternatives to operating in restricted,
high-risk denial environments. The
Baltic littoral states, however, must be
prepared to counter UxS threats on,
above, and below the water surface
against vessels, but particularly against
port installations and other critical in-
frastructure, and closely consider Rus-
sian perspectives and developments in
this regard. Notably, the characteristics
of the Black Sea theatre of operations
are quite specific and cannot simply be
applied to the Baltic. Differences and
limitations, such as durability or the ef-
fects of weather conditions, and the
‘technological game of cat and mouse’
call for a precise, forward-thinking de-
velopment of uncrewed systems.?
Eventually, the disproportional a-
mount of attention bestowed on these

24 Zafra et al. 2024; Sutton 2024.
25 Zafra et al. 2024; see also Redford 2024 as

another paper of the series at hand.
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systems should not distract from their
effective, combined use under the con-
tinuous missile threat at sea.?®

Russian Adaptation and Capabilities:
The recent Russian naval performance
should not lead to the erroneous belief
that the Russian armed forces and the
country’s defence industry would not
aim at adapting to the experiences and
developments in the Black Sea. Even
today, i.e., adaptations in port defence
installations and own drone develop-
ments are taking place.”” Foreseeably,
adaptations of Russian offensive and
denial capabilities in areas like the
Baltic as part of its active defence®®
should not be excluded prematurely. In
addition, its deep-sea and seabed war-
fare capabilities offer further opportu-
nities not only for subsea, but also for
asymmetric, grey-zone approaches
within the Baltic and along NATO’s
Northern Flank.?® In addition to the
ongoing adaptation in terms of un-
crewed systems and related operations,
naval construction rates and weapon
procurement in Russia are increasing,
new vessels are being put into service.
As stated by the Chief of the German
Navy, Vice Admiral Kaack, it would be a
fallacy to expect Russian naval forces
along Europe’s Northern shores to be
weakened due to events in the Black
Sea.® Rather, its ‘global power projec-
tion capabilities are undiminished’3!
Whilst blue water capabilities enabling
the conduct of naval battles should not
be expected in the Baltic, the ‘Russian
naval threat’ consists of more than its

26 Tallis 2024.

27 Sutton 2023.

28 Kofman et al. 2021: 10-17.
29 Axe 2024; Galeotti 2023.
30 ntv2024.

31 Petersen 2024.
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truly capable SSBNs.3? Although con-
fronted with a shorter coastline and
limited naval means, in this scenario
Russian Forces could utilize a low-
threshold, asymmetric approach
against the larger NATO force in the
Baltic. As pointed out by Mike Petersen,
‘[tlhe Russian military [...] actively seeks
asymmetries in its favour, either via
technology development or innovative
concepts of operations or both’* Being
aware of the existing asymmetry in the
naval domain, Russia could be able to
circumvent their limited anti-ship
maritime strike capability by leverag-
ing missile strikes, coastal defence sys-
tems, and tactical aviation with air de-
fence capabilities in a region like the
Baltic.3* The result of potentially suc-
cessful strikes on Western high value
targets, from ports to headquarters,
military installations and capitals, in
immediate Russian range creates
strategic and political issues to worry
about.®®

5 Conclusion

Rethinking contemporary warfare in
the Baltic Sea necessitates a nuanced
understanding of naval dynamics, par-
ticularly in light of insights drawn from
the ongoing war in Ukraine and the
Black Sea. While this war offers valu-
able lessons, it cannot serve as a one-
size-fits-all model for other seas like
the Baltic. The rise of uncrewed vessels,
for example, while garnering signifi-
cant attention, must be contextualized
within their actual operational impact,
which may not align with public per-

32 Kaushal 2024.

33 Petersen 2023: 220.

34 Kofman 2023:117; Kaushal 2024.
35 Petersen 2023: 225.

ception.

Strategically, the ability to harness
the potential of the maritime domain
will remain crucial for the defence of
the Baltic Sea region. To achieve, ex-
ploit, or deny sea control in a theatre
like the Baltic demands close, joint and
combined cooperation. Likewise, allies
need to prepare for confrontations
with Russian capabilities in the region
which will not necessarily always be
symmetric.

For NATO, eventually, deterrence
not just in the Baltic region encom-
passes strategic preparations for adver-
sarial action across the entire spectrum
from the ongoing strategic competi-
tion towards high-intensity conflict.
The necessary preparations must be
matched by strong political resolve.
The alliance needs to be prepared for
the possibility of both conventional es-
calation and nuclear coercion. In a ki-
netic conflict in a collective defence
scenario, decision-makers will face
tough choices, such as neutralizing sig-
nificant portions of the conventional
threat in the Baltic Sea region.3® A
strong, credible posture of deterrence
must go hand in hand with pivotal de-
cisiveness towards handling escalatory
efforts, from grey zone activities to a
high-intensity conflict scenario and
potential nuclear blackmailing.*’
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Niklas Granholm

The Wider Baltic Sea Region: Strategic
Challenges and Opportunities in the

Maritime Domain

Sweden joined NATO on 7 March 2024,
assuming the responsibilities and
rights that alliance membership en-
tails. An acceleration of defence and se-
curity affairs and not least increased
defence spending has followed. A re-
thinking and reorientation of Swedish
naval and maritime strategy had begun
a few years earlier and is now well un-
derway, and will be further developed
in the defence bill to be decided upon
by Parliament in the late autumn of
2024.

The backdrop is the worsening se-
curity situation in Europe, arguably the
most difficult since the end of the Sec-
ond World War. The Nordic-Baltic re-
gion consists of a number of frontline
nations, now members of NATO. The
strategic situation in the Nordic-Baltic,
North Sea, North Atlantic, and Arctic
regions has shifted. While they are all
central to security in the wider Nordic-
Baltic-Arctic region, this article focuses
particularly on the wider Baltic Sea re-
gion from the perspective of Sweden,
covering the following aspects:

* The Swedish Defence Research Agency,
FOI, is a Swedish civilian government
agency subordinated to the Ministry of
Defence. The views presented in this
article do not necessarily reflect the
policies of the Government of the
Kingdom of Sweden.

— The Baltic Sea, the North Sea
and the High North as maritime
operational areas — a maritime
outlook;

— implications of hybrid and
high-end conflict scenarios;

— how to manage the maritime
domain of the Baltic Sea region
- the ‘NATO lake debate’;

— changes in Sweden’s maritime
posture and upcoming naval
developments; and

— the country’s long-term strat-
egy.

— The Baltic Sea, the North Sea
and the High North as maritime
operational areas - a maritime
outlook

Three areas in the Nordic-Baltic and
Euro-Atlantic Arctic regions, indicated
in figure 1, are of special naval and mil-
itary interest. While these areas de-
mand different mixtures of naval and
military resources, the maritime do-
main plays a central role in all of them:

In the High North, long-term Russian
strategic interests relate to the nuclear
submarine capability based on the Kola
Peninsula, plus the opening of the
North Sea Route due to the rapid ice-
melt. This generates a Russian cylinder
of interest centred on the Kola Penin-
sula that encompasses Finnish and
Swedish Lapland and extends to
Northern Norway, the Norwegian and
Barents seas and west to Greenland. All
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Fig.1: The Baltic Sea, the North Sea and the High North as maritime operational

areas — a maritime outlook.

naval and military activities within the
cylinder that could possibly threaten
what Russia sees as an existential capa-
bility generate tension. Simultane-
ously, protection in peacetime and de-
fence in wartime of the territories and
sovereign interests of Norway, Finland,
Sweden and Denmark/Greenland gen-
erate a clear security dilemma in the
High North. In the Arctic, new
transoceanic Sea Lines of Communica-
tion (SLoCs) are gradually opening up
as a result of the accelerating ice-melt.

The coastal states around the Baltic
Sea proper constitute a vibrant region
with strong economic life, linked by an
equally strong dependence on
seaborne trade with the rest of the
world. All nations are heavily depen-
dent on the sea for safe and secure
SLoCs. All coastal nations of the region
depend on an extensive network of in-
frastructure criss-crossing the Baltic
sea-bed. Pipelines for natural gas, elec-
tric cables for importing and exporting
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electricity and sea-based wind power
and, not least, telecommunication ca-
bles tie the region together, contribut-
ing further to regional complexity and
sensitivity. Seaborne trade across the
Baltic Sea has increased substantially in
the last few decades. Around 4,000
ships pass through the Baltic Sea on a
daily basis. The geography dictates
much of the operating environment in
the Baltic Sea. Complicated and shift-
ing hydrography, the shallowness of
the sea, nautically complex archipela-
gos and seasonal ice-cover present
mariners venturing into the Baltic Sea
with ample challenges. The narrowness
of the sea also means that operations in
the maritime domain overlap with the
air domain in particular as well as with
the land domain. In short, the Baltic
Sea is complex, confined, congested
and contested.

The Danish and Swedish Sounds con-
nect the Baltic Sea to the Kattegat, Sk-
agerrak, the North Sea and the North
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Atlantic. Several major ports act as
hubs for much of the regional trade in
the Nordic-Baltic region. The port of
Gothenburg on the Swedish west coast,
the largest port in Scandinavia and
Norway’s biggest port, stands out in
this respect.

As far as potential lessons from the
Black Sea are concerned, a few points
deserve mention: Since Russia’s full-
scale attack in February 2022, the mar-
itime forces of Ukraine have success-
fully pushed the Russian Black Sea
Fleet out of the north-western and
western Black Sea. The main naval base
at Sevastopol on the Crimean penin-
sula has been practically rendered un-
usable, and Ukraine’s seaborne export
routes have reopened. Russian naval
losses are extensive. The ongoing open
conflict involves rapidly maturing new
technologies as well as creative tactical
and operational concepts and will
likely affect the conditions for future
naval combat, perhaps decisively.
Openly accessible data on the war at sea
is difficult to acquire - as with all con-
flicts, operational security and decep-
tion play a major role in this war, too.

How the blend of old and new will
be incorporated into naval warfare and
its precise impact on the future struc-
ture and tactics of navies and other
maritime forces is still an open ques-
tion.

1 Hybrid and high-end
conflict scenarios

One way of analysing the wider Baltic

Sea region is by using scenarios. Two

types of these stand out, focusing on
hybrid and high-end conflicts.

1.1 A hybrid scenario for the
wider Baltic Sea region

The strong dependence on seaborne
trade of all the Baltic Sea nations, in-
cluding Russia, frames much of the cir-
cumstances for safety and security at
sea in the wider Baltic Sea region. All
nations in the region depend heavily
on both imports of food and interme-
diate goods and exports of manufac-
tured goods. In many ways, the region
resembles an island. Much of the local
production depends on a just-in-time
system for import and export. Stock-
piles of intermediate goods are very
limited. As impressive as the system is,
it is also vulnerable to physical as well
as non-physical interference, influence
and sabotage.

Hybrid threats have been discussed
extensively in recent years, and defini-
tions vary. For the purposes of this brief
analysis, a hybrid scenario is when a
state or non-state actor attempts to
disturb and/or influence the flow of
goods and people, preferably without
resorting to physical force and without
attribution in order to reach opera-
tional and strategic goals. Ideally, the
attacked party does not detect such at-
tacks or recognise them as a coordi-
nated operation until it is too late.

In case of a hybrid attack, the need
to scale up resources for surveillance
and protection would rapidly increase.
Interagency, inter-service and interna-
tional cooperation will be central to
enhance situational awareness and
take timely countermeasures. A sub-
stantial part of the surveillance and
protection efforts would involve mar-
itime forces. All estimates indicate that
these tasks will be both resource-de-
manding and time-consuming.

Such a hybrid threat scenario in the
wider Baltic Sea region is no longer hy-
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pothetical; it is in fact already a reality.
The past few years have seen an in-
crease in acts of sabotage, beginning
with the Nord Stream 2 pipeline explo-
sion in September 2022. More recently,
there have been attempts to sabotage
pipelines in the Gulf of Finland, and
submarine telecommunication cables
have been damaged. The picture that
has emerged in recent months also in-
cludes interference with GPS naviga-
tion systems and cyberattacks, causing
increased risks to air traffic as well as
maritime safety. In addition, there have
been Russian attempts at redrawing
maritime borders in the Gulf of Fin-
land and between Lithuania and the
Kaliningrad exclave as well as endeav-
ours to remove Estonian buoys demar-
cating the Russo-Estonian border in
the Narva river. Refugees have been
weaponised and sent towards the Nor-
wegian, Finnish, Baltics’ and Polish
land borders in attempts at destabilisa-
tion. Probing incursions by Russian air-
craft into Swedish and Finnish airspace
are recent additions to this mix of hy-
brid activities. Clearly, Russia is using
all available means at its disposal in a
coordinated effort to destabilise the re-
gion.

The developing hybrid situation in
the Baltic Sea was met by counter-op-
erations in late 2023 by the Joint Expe-
ditionary Force Framework (JEF), acti-
vating one of the JEF Response Options
in the Baltic Sea in order to increase the
risk of apprehension and strengthen
deterrence. This exemplifies the role of
the JEF framework and its cooperation
with NATO in hybrid scenarios below
the Article 5 threshold.

As a follow-on effect of Russia’s war
against Ukraine, a Russian shadow fleet
of over 400 ships has appeared, at-
tempting to circumvent western sanc-
tions on Russian oil and gas exports.
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Uninsured, often poorly maintained
and operating without pilots, these
ships sail in the shallow, confined and
complex waters of the Baltic Sea, its ap-
proaches and elsewhere.

Much, if not all of the different hy-
brid activities so far have emanated
from Russia and its state and non-state
proxies and accomplices. Russia now
acts as a rouge state with little or no re-
gard for maritime safety. It seems likely
that more escalation will follow, not
limited to the wider Baltic Sea region.

This state of affairs with an ongoing
hybrid conflict is, in all probability,
here to stay for the longer term. How to
manage this much more difficult oper-
ational environment below the thresh-
old of NATO’s Article 5 will remain a
challenge to the western world.

1.2 A High-end scenario for the
wider Baltic Sea region

In ahigh-end scenario, an armed attack
from Russia aimed at the High North
and/or the wider Baltic Sea region with
the ultimate goal of resurrecting and
re-imposing some version of a Russian
empire activates NATO’s defence plans.
A movement of units and assets from
west to east across the North Atlantic,
over the North Sea and across the Baltic
Sea to reinforce, support and resupply
the allied member states in the east
would follow.

Geography and logistic capacity
dictate that a substantial part of these
assets would need to be transported by
sea via safe and secure SLoCs. In north-
ern and western Scandinavia, units
would arrive in Norwegian, Swedish
and Danish ports for further move-
ment east and north. Units could also
be transported directly to ports of de-
barkation on the eastern and northern
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shores of the Baltic Sea. Medical evacu-
ation operations and the transport of
refugees and damaged equipment in
need of repair in the opposite direction
would also require sea-based trans-
portation, at least in part.

This scenario presents a series of se-
rious challenges to maritime forces of
the alliance. How to provide for safe
and secure SLoCs in an ongoing open
conflict over time in order to sustain
troops on the frontline in the east?

2 The NATO lake debate

A recurring theme in the debate on
maritime security for the wider Baltic
Sea region is that, since all like-minded
nations in the Nordic region are now
members of NATO, the Baltic Sea can
be considered a safe ‘NATO lake’. Sup-
porters of this view have argued that
the Russian Baltic Sea Fleet is, at last,
confined to the Kaliningrad exclave
and Kronstadt naval base in the inner-
most part of the Gulf of Finland. How-
ever, the NATO lake concept is prob-
lematic for at least four reasons:

First, it could create the false impres-
sion that the problems of deterrence in
the Baltic Sea region vis-a-vis Russia
are now solved or at least manageable.
NATO’s efforts to promote stability and
enhance deterrence in the Baltic Sea
region could be given a lower priority
in view of pressing operational needs
elsewhere. The risk is that, over time,
allied naval presence in the wider Baltic
Sea region could dwindle in favour of
other urgent priorities. Russia could in-
terpret this as a gap in NATO’s deter-
rence posture, which could encourage
further Russian adventurism, leading
to open conflict.

Second, a dwindling allied naval pres-
ence involving fewer assets from out-
side the region could eventually lead to
a loss of expertise on conditions in the
wider Baltic Sea region. Should a crisis
arise and the need for additional allied
naval forces in the Baltic Sea region be-
come paramount, weakened deter-
rence could be the result in a hybrid
scenario as well as in a high-end con-
flict.

Third, to uphold a NATO lake concept
over time, substantial resources for sea-
control tasks would be needed contin-
uously. It is difficult to see how this
could be achieved cost-effectively, if at
all. Sea power assets are a scarce re-
source.

Finally, designating the Baltic Sea as a
NATO lake runs counter to the long-
standing interests of Sweden and other
Baltic Sea nations in keeping Sea lanes
of communication open and safe for
seaborne trade for as long as possible.

To sum up, the Baltic Sea is not a NATO
lake, but control of the SLoCs in the re-
gion remains a central operational task
for NATO’s efforts toward collective
defence in the hybrid situation we now
find ourselves in as well as in a poten-
tial high-end conflict.

With this dual policy, NATO could
send a signal to Russia that the Baltic
Sea region is open to all, that NATO
strives for safe and secure seaborne
trade in peacetime, and that the al-
liance is prepared and capable of pro-
viding effective sea control in crisis and
war.

In case of a Russian escalation, trade
in the region would be restricted or
even curtailed. This would complicate
matters for all Baltic Sea nations, but
most of all for Russia itself. Ideally, Rus-
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sia should interpret NATO’s posture as
a ‘this is the best you will get’ message:
As long as Russian behaviour in the re-
gion complies with agreed interna-
tional rules and norms, its seaborne
trade will not run the risk of interrup-
tion. In case of a Russian escalation,
however, a credible plan underpinned
by adequate resources for providing ef-
fective sea-control will be activated.

We should not forget Russia’s own
vulnerabilities: about half of Russia’s
seaborne trade runs through the Baltic
Sea.

3 Changes in Sweden’s
maritime posture and up-
coming naval develop-
ments

Sweden is the most recent member of
the NATO alliance, and its maritime
and naval policy is undergoing a num-
ber of changes. Its background, direc-
tion and future are relevant for the
analysis of regional security.

Developments in recent years have
led Sweden to widening its geographic
focus in the maritime domain, adding
areas of naval and maritime opera-
tional interest beyond the Baltic Sea.
Moreover, the Royal Swedish Navy is
transforming from a navy with a near
exclusive sea-denial focus into one
navigating a sea-control context
within the alliance framework. This has
clear implications for its structure, size,
posture, operational stance and tech-
nology.

There is also a growing realization
within policy-making circles that not
only Sweden’s seaborne trade is be-
coming increasingly vulnerable, but
also that of the other Nordic and Baltic
nations. As a result, the North Sea, Kat-
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tegat, Skagerrak, and the Baltic ap-
proaches have gained in importance, as
have the North Atlantic and the High
North. In an alliance context, this
means that maritime operations off the
Swedish west coast and out into the
North Sea, and possibly further away,
will become part of the operational
pattern.

The ongoing change in naval and
maritime thinking is not limited to
Sweden. Naval forces in and around the
Baltic Sea region are all in different
stages of modernizing, upgrading and
expanding their capabilities after a
long post-Cold War hiatus. This trend
creates bottlenecks for production and
construction and leads to the question
of how - and if - economies of scale
can be achieved in procurement. In the
past, there used to be plenty of time,
and almost no funding. Today, there is
more funding, but time is short.

The direction of Swedish procure-
ment has begun to reflect both the
broader geographical focus and the
worsening maritime threat picture.

A new class of frigates equipped to
perform air defence tasks - the Luled-
class - is being developed; it will have
the range, seakeeping abilities and ar-
maments required for tasks in mar-
itime alliance operations in the Baltic
Sea region, the North Sea and beyond.
In terms of size and capabilities, this
class of frigates is something that the
Royal Swedish Navy has not had for
over 50 years. The current corvette-
based surface combatants are going
through mid-life upgrades or life-ex-
tension programmes. A new class of
submarines - the Blekinge-class - is un-
der construction, and the Gotland-class
submarines have received mid-life up-
grades. The amphibious corps is being
modernized, expanded and upgraded.
The current amphibious tactical con-
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cept is designed to deny an attacker ac-
cess to the Swedish archipelagos by
fires from land to sea. The concept now
being introduced aims to transfer the
weapon systems (anti-ship missiles,
surface-to-air missiles, sea-mines and
mortars) onto new types of boats, in ef-
fect turning them into an archipelago
fleet. A corresponding increase in naval
logistic capabilities for the Royal
Swedish Navy matches these develop-
ments.

Like Finland, Sweden operates an
icebreaker fleet tasked with keeping the
Baltic Sea lanes open year-round. The
fleet, which is currently undergoing a
renewal process, will thus take up the
role again that it used to perform dur-
ing the Cold War. In addition, a new
high-end research icebreaker is under
development for polar operations.

These ongoing structural upgrades
and modernisations to the Royal
Swedish Navy and the icebreaker fleet
will mostly take effect from the late
2020s. The question should be asked
what could be done in the immediate
timeframe, given the rapidly deterio-
rating general security situation and
current hybrid activities.

4 Sweden’s long-term
strategy

At the time of writing, Sweden has been
amember of NATO for a little over four
months. Its accession was the result of
a profoundly changed military-strate-
gic situation. Alliance membership has
accelerated and intensified the coun-
try’s reorientation in defence and secu-
rity affairs.

Current Swedish defence and secu-
rity policy is designed to promote and
support Swedish long-term interests
and can be described as a new variant

of a policy Sweden has conducted since
the end of the Napoleonic wars. In the
face of shifting external threats, long-
term security arrangements are up-
dated and adapted to changes in strate-
gic circumstances. Small-state realism
is a term often used to describe this
policy. In NATO, Sweden will act loyally
and constructively, aiming to support
and promote its long-term national in-
terests in the Northern European re-
gion and beyond.

Given the deteriorating security sit-
uation, maritime forces are likely to
play a key role in the defence efforts of
Sweden - along with the other services
-in order to address current and future
threats and ensure safe and secure
seaborne trade. In case of a high-end
conflict, maritime forces will be central
for the support, reinforcement and re-
supply of eastern NATO members.

In order to enhance conventional
deterrence and address the ongoing
hybrid threat, Sweden and several of
the other Baltic NATO nations wish for
a continuous allied naval presence in
the wider Baltic Sea region. This will
support a credible concept for high-
end conflict and act as a deterrent. For
reasons of credibility, this will also
mean that, in addition to the Baltic Sea,
Swedish naval presence is likely to in-
crease in the Skagerrak, Kattegat and
the North Sea as well. The purpose is to
ensure safe and secure SLoCs in the
wider Baltic Sea region, enhance pro-
tection of critical seabed infrastructure
and contribute to maritime safety. This
will be done within an alliance context.

The ongoing reorientation of
Swedish naval strategy points to the
emergence of a more relevant naval
structure to address threats over a
broader conflict spectrum in the wider
Baltic Sea region. The many capability
gaps that have emerged over the past
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25 years as a consequence of strategic
optimism are gradually being filled.

A more capable Swedish maritime
force is underway with increased oper-
ational range, modernised tactical con-
cepts and improved armaments. Grad-
ually, this more capable naval force will
be integrated into alliance structures.
This will provide the Government of
Sweden with a more flexible instru-
ment for naval power projection also
further away from traditional home
waters, within an alliance context as

G'DS

well as in other cooperative arrange-
ments.

The advantage of having a coherent
forum - NATO - to discuss, address,
and provide solutions to strategic as
well as operational problems, to con-
duct counter-hybrid operations and to
prepare credible high-end operations
cannot be overestimated. A positive ef-
fect on maritime security in the region
will follow, ensuring free-flowing and
safe seaborne trade by countering on-
going hybrid operations and deterring
Russian aggression.



Part III: The Arctic
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Michael Paul

In Times of Trump 2.0:

Turning Point in the Arctic

According to climate researchers, the
speed of today’s global warming is un-
precedented compared to the natural
global temperature increases that oc-
curred in the earth’s history. Global
warming is progressing at an above-av-
erage rate, especially at the North and
South Poles.

In the past, the Arctic was covered
by thick perennial sea ice. According to
the Intergovernmental Panel on Cli-
mate Change, it is very likely that the
extent of the Arctic sea ice will con-
tinue to decrease all year round. In fact,
the average thickness of sea ice in the
Arctic has decreased from more than
three metres to less than two over the
past 30 years, and old ice, i.e. multi-year
ice (MYI) covered by snow from past
winters, is disappearing. A study pub-
lished in 2024 concludes that since
2007, the Arctic has transitioned sig-
nificantly from a perennial, multi-year
ice regime (thus, old ice) to a seasonal
first-year ice regime (in other words,
young ice)! US climate researcher
Mark Serreze, Director of the National
Snow and Ice Data Center (NSIDC), has
described this development as the ‘Arc-
tic death spiral’?

As a result, it becomes more and
more likely that in the future we will
have an ice-free Arctic and an Arctic
Ocean that is covered by less than one
million square kilometres of sea ice. It
seems possible that the Arctic could see

1 Cooketal.2024: 2.
2 Serreze quoted in Wadhams 2016: 84.

its first ice-free summer day even be-
fore 2030° - and not in the mid-2030s
or at the end of the century, as projec-
tions have suggested so far.* Climate
change, however, not only has devas-
tating consequences for the biosphere.
In the future, it will also allow for in-
creasing - though not necessarily eas-
ier — access to the northern polar re-
gion, Arctic sea routes and resources.’
This will add to the region’s geopoliti-
cal significance as it links the Atlantic
with the Pacific.

In May 2019, during Donald
Trump’s first term in office (2017-
2021), Secretary of State Mike Pompeo
elevated the Arctic to a geopolitically
significant ‘arena’ in the struggle for
power and influence, and announced
the dawning of ‘a new age of strategic
engagement in the Arctic’® This elo-
quent yet premature exaltation of the
Arctic was followed by strategy papers
from branches of the armed forces
containing many generalities, albeit
few concrete measures and no priori-
ties.” In a June 2020 memorandum,
President Trump called for a ‘strong
Arctic security presence’. This included
a ‘fleet of polar security icebreakers’
that was to be ‘fully deployable by Fis-
cal Year 2029’8 In fact, work on the first

3 Heuzé/Jahn 2024: 1.

4 Paul 2022: 25-30.

5 For further detailed information see Paul
2022: 25-30.

6 Pompeo 2019.

Paul 2023: 2.

8 Trump 2020.

N
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Polar Security Cutter (PSC-1), USCGC
Polar Sentinel, began at a Mississippi
shipyard in August 2023.° However,
this first new heavy icebreaker is not
expected to be handed over to the
Coast Guard before 2030 as the ship-
yard has underestimated the time re-
quired for complex design modifica-
tions. If construction continues at its
current pace, completion of the second
and third PSC could take until 2040.2°
With the delivery of the fleet delayed, it
can be assumed that Trump will have
to rely on the Icebreaker Collaboration
Effort (ICE) Pact promoted by his pre-
decessor in order to establish a mini-
mum presence of icebreakers as soon
as possible.

The ICE Pact signed on the sidelines
of the NATO Summit in July 2024 is a
trilateral arrangement between the
United States, Canada and Finland
aimed at accelerating icebreaker ship-
building. Canada’s largest shipbuilder
Davie, which owns Helsinki Shipyard
in Finland, intends to invest in long-
term projects in the United States. AUS
government representative said that
they expect allies to build between 70
and 90 icebreakers over the next
decade.’ With the support of its allies
and partners, the United States seeks to
ensure a continuous presence in the
Arctic.*? With a global market share of

9 LaGrone 2023.

10 The original design of Polar Sentinel was
based on the German icebreaker Po-
larstern. See Congressional Research Ser-
vice 2024: 6; Humpert 2024.

11 Ritchie 2024.

12 ‘We’re committed to projecting power
into the high latitudes alongside our al-
lies and partners. And, that requires a
continuous surface presence in the polar
regions, both to combat Russian aggres-
sion and to limit China’s ability to gain
influence’ (Daleep Singh, White House
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0.13 percent, the US shipbuilding in-
dustry has already been left far behind
by Asia, and the lack of icebreakers is
just one part of the crisis the US ship-
yards are in.®® It remains to be seen
whether and to what extent ideas from
the first Trump administration will be
reconsidered, and whether a first ice-
breaker will be built in Finland, for ex-
ample. This time, however, tangible
measures will be required to remedy
this embarrassing state of affairs.

The conclusion reached by the
United States that an increased pres-
ence in the Arctic is necessary results
from the fact that both the situation
and the perception of threats have
changed. In March 2020, General Ter-
rence O’Shaughnessy, Commander of
the North American Aerospace Defense
Command (NORAD), stated in Con-
gress: ‘The Arctic is no longer a fortress
wall, and our oceans are no longer pro-
tective moats’** According to the U.S.
Air Force’s Arctic Strategy, the Arctic is
part of both North America (U.S.
Northern Command, USNORTHCOM)
and the Indo-Pacific (U.S. Indo-Pacific
Command, USINDOPACOM), two
highly important areas.® In fact, all
branches of the American armed forces
and three of the most important com-
batant commands - including US-
NORTHCOM, USEUCOM (US. Euro-
pean Command) and USINDOPACOM
- consider the Arctic, in whole or in

Deputy National Security Advisor for In-
ternational Economics, cited in Mad-
hani/Santana 2024).

13 Kennedy et al. 2024.

14 From the statement of General Terrence
O’Shaughnessy (ret.) before the United
States Senate Committee on Armed Ser-
vices in February 2020, quoted in Monga/
Vieira 2021.

15 U.S. Air Force 2020.
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part, as a portion of their military area
of responsibility. Experts from the Ger-
man Marshall Fund criticise that this
‘complicate[s] the implementation of
an integrated strategic mission’!® as the
Arctic is becoming increasingly impor-
tant for all major powers bordering the
Atlantic Ocean and the (Indo-)Pacific as
regards their efforts to project military
power.

1 China’s Arctic Ambitions

Unlike Washington, Beijing has already
demonstrated its high level of Arctic
ambition. In July and August 2024,
three icebreakers — Xuelong 2, Ji Di and
Zhong Shan Da Xue Ji Di - made China’s
presence in the Arctic felt for the first
time, while USCGC Healy, the only
American icebreaker available, had to
cut its Arctic mission short due to an
engine room fire. The construction of
another heavyicebreaker is intended to
enable China ‘to operate year-round in
polar environments for in-depth scien-
tific research missions and obtain the
capabilities of full-area and all-time
entry, said Wu Gang, chief designer of
Xuelong 2.Y7

Beijing sees the Arctic as a geopolit-
ically important area that will gain sig-
nificance in the long term. As in the Pa-
cific, Beijing can test the limits of its
global ambitions and see whether new
norms will be accepted there. As re-
gards the Arctic Council, China is thus
considered by some as being ‘over-
whelmingly the most active’ observer
country.’® Given that the Arctic is not
as regulated as the Antarctic, it provides

16 Conley et al. 2023: 19.
17 Shumei/Yuandan 2024.
18 Paul 2024b.

a good testing ground. However, at-
tempts to acquire land in Finland, sea-
ports in Norway and Sweden, or air-
ports in Greenland have all failed.?®
And while the amount of Chinese di-
rect investment in Russia is increasing,
it remains at a low level in the non-
Russian Arctic.?’ Also, Chinese in-
vestors close to state interests continue
to try to buy land in the Arctic, most re-
cently in June 2024 in Sgre Fagerfjord,
an area of 60 square kilometres (includ-
ing the island of Reinholmen) south of
Longyearbyen on the Svalbard archi-
pelago.?! However, there is a ‘lively de-
bate’?? under way in China about the
benefits of such acquisitions.?®

The fragile balance between the
Arctic states and the emerging super-
power China is particularly evident in
science diplomacy. The Arctic states, on
the one hand, are trying to integrate
China without conflict through re-
search cooperation and to get the
country to commit itself more to inter-
national standards. China, on the other
hand, ‘is striving to expand its position
as an independent player without rais-
ing concerns in the Arctic states’?* An
example of China’s commitment in the
region is the research station it has
been operating in Ny-Alesund on Sval-
bard since 2004. Since 2018, the Ice-
landic Centre for Research (Rannis) and
the Polar Research Institute of China
(PRIC) have jointly operated the re-
search station China-Nordic Arctic Re-
search Center (CNARC) as well as an
aurora observatory (the China-Iceland
Arctic Observatory, CIAO) in Karholl to

19 Paul 2022:131,134 f, 138 f,; Paul 2024a: 23.
20 Wolfson et al. 2022: 9.

21 Milne 2024.

22 Kardon 2021: 77.

23 Ibid.: 74.

24 Paul 2024b: 2.
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the east of Akureyri. Yet there are limits
to such cooperation: The proposal to
establish a similar research station in
Greenland was rejected by Denmark
‘for security concerns’®® However,
China’s investments in scientific infra-
structure, such as those in Iceland, are
often welcomed as they serve to estab-
lish a presence and build trust - which
are both important steps in China’s
strategy for gaining influence in the
Arctic. But the attitude towards such
activities has changed. In Iceland,
China’s scientific presence is increas-
ingly criticised as it ‘is not without in-
tent’?® Following its Civil-Military Fu-
sion strategy, China could use these ini-
tiatives for military purposes and thus
pursue objectives that go beyond
purely civilian scientific ones.?’

2 Sino-Russian Cooperation

During Xi Jinping’s state visit to Mos-
cow in March 2023, it was agreed to
create a joint umbrella organisation for
shipping traffic on the Northern Sea
Route (NSR).2® This was the basis for
the agreement between the China
Coast Guard and Russian border guards
concluded in Murmansk in April 2023
with the aim of cooperating in the NSR.
The Murmansk Memorandum men-
tions joint efforts in the fight against
terrorism, illegal migration, smuggling
and illegal fishing. In this context, Mos-
cow criticised the fact that Western
Arctic states had indefinitely sus-
pended cooperation in the Arctic Coast
Guard Forum (ACGF). Consequently,
China was invited to an exercise that

25 Ibid.

26 Ibid.: 3.

27 Ibid.

28 Humpert 2023.
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previously would have included ACGF
members such as Norway.?® The first
joint patrol in the NSR took place in
October 2024. China’s Coast Guard
stated on the media platform Weibo
that this first operation in the Arctic
Ocean had ‘effectively expanded the
scope of the Coast Guard’s maritime
deployment, thoroughly tested the
ships’ ability to carry out missions in
uncharted waters, and strongly sup-
ported active participation in interna-
tional and regional maritime gover-
nance’® If more and more Chinese
ships are using the NSR, does this mean
it is now an international waterway? Is
it also open to other countries? The in-
creased cooperation between the two
countries raises many questions that
are neither pleasant nor easy for Russia.
Furthermore, it puts a different per-
spective on Russia’s former nationalist
claim to power over the NSR.
Therefore, particular attention is
being paid to Chinese-Russian military
cooperation. However, bilateral rela-
tions at the civilian and military levels
are as close as they are contradictory.
Since Soviet times, Russia’s armed
forces have been an important source
for the Chinese military in terms of
providing doctrinal, operational and
military technology experience. They
still have an edge, which they gained
over decades from studying the United
States. And yet, knowledge of underwa-
ter communication and navigation is
not always shared voluntarily. In June
2020, Russia accused China of having
lured a Russian citizen into espionage:
The researcher who fell under suspi-
cion was accused of having passed doc-
umentation on Russian hydroacoustic

29 Nilsen 2023.
30 Edvardsen 2024; Shkolnikova 2024.



InTimes of Trump 2.0 — 91

work in the Arctic on to China. Re-
search on underwater acoustic propa-
gation can be used to explore subma-
rine resources, identify submarines,
and build low-noise submarines.3!

The visit of the Chinese Defence
Minister Li Shangfu to Moscow in April
2023 was another indication of the in-
creased military cooperation between
China and Russia. In the future, the
Chinese Navy, which operates globally
and stands to gain even more access to
Russian military technology, could
make greater use of both the NSR and
the Maritime Silk Road (MSR). China
still has shortcomings, especially in the
development of submarine propulsion
technology, sensors and anti-subma-
rine techniques, which could be reme-
died with Russian support. Also, it re-
mains to be seen whether China and
Russia will expand their alliance even
beyond the cooperation of their navies.
Chinese Defence Minister Li said at the
meeting with both President Putin and
Russian Defence Minister Shoigu that
the ties between the countries ‘surpass
the military-political alliances of the
cold war era’3? According to Putin, the
elements of the Russian-Chinese mili-
tary cooperation consist of the ex-
change of information, military-tech-
nical cooperation and joint exercises.?
In 2023, a US study team found that, al-
though political and military consulta-
tion mechanisms had been developed
between Russia and China over the past

31 The fact that the former president of
Russia’s Arctic Academy of Sciences was
arrested and charged with treason for
passing on state secrets to Chinese intel-
ligence is a sign of deep mistrust be-
tween the two countries. Cf. Simmons
2020.

32 Licited in Brauner 2023.

33 Reuters 2023.

20 years, military-technical coopera-
tion and joint military activities had
not been expanded. Joint projects in-
clude a conventional submarine, tacti-
cal missiles and Russian support in the
development of an early warning sys-
tem for missile launches. With aircraft
engines being ‘the one major excep-
tion’, China is now able to produce
nearly all of its military equipment it-
self 34

The US Navy also expects ‘increased
Chinese Navy deployments on, below
and above Arctic waters’® Beijing
could use submarines in the Atlantic
and in the Arctic Ocean to secure its
position as a global military power.
China could then directly threaten the
United States from the Arctic, which
would not only challenge Russia’s
supremacy in the region, but could also
provoke dangerous countermeasures
from the United States against Russia.
However, Chinese submarines carrying
out submerged operations cannot pass
the Bering Strait at great water depth as
their commanders have neither the ex-
perience nor the appropriate technol-
ogy to do so - though the latter could
be developed with Russian support, as
mentioned above.

3 Perspectives

Far from having been long-planned or
long-awaited, the Sino-Russian coop-
eration in the Arctic is, first and fore-
most, a pragmatic endeavour that is in
line with Beijing’s plans for the region
and has so far corresponded with the
ideas of the Kremlin as to how to de-
velop and use the Russian Arctic. In ad-

34 Gorenburg et al. 2023.
35 U.S. Navy 2020: 8.
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dition to the use of fossil energy, this
partnership of convenience serves
other mutual interests concerning the
social and economic development in
the Arctic and far eastern regions of
Russia and China’s northeastern prov-
inces. Since June 2023, this also in-
cludes the Pacific Arctic given that Rus-
sia opened up the home port of its Pa-
cific fleet, ‘gatekeeper’ to the NSR, in
Vladivostok3® to Chinese commercial -
and later military - activities. This
raises security questions for the United
States regarding the Aleutian Islands
and the North Pacific Sea Route, partic-
ularly the Bering Strait. In addition,
Japan is also affected by Russia’s mili-
tary presence on the Kuril Islands,
which has been boosted by the deploy-
ment of weapons and troops over the
recent years.

The war in Ukraine has weakened
Russia and made it dependent on
China. Moscow has tried to compen-
sate for personnel and logistical short-
comings by drawing on support from
the pariah state North Korea. However,
this also puts China in a difficult posi-
tion because it adds to the trend of rap-
prochement between North Asian
states and NATO. The Atlantic and Pa-
cific Arctic regions are increasingly
linked by various maritime conflicts
and risks of escalation.’” Therefore, the
United States will have to push ahead
with the construction of icebreakers in
order to be present in the Arctic - al-
though, given the lack of capacity, the
US will also depend on the support of
new NATO allies such as Finland.

Germany is not an Arctic state like
Norway, and unlike the emerging su-
perpower China, which has described

36 Robson 2023.
37 Paul 2024b: 4.
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itself as a ‘Near Arctic State’, it does not
claim any relevance in the Arctic.
Therefore, the question arises as to why
a European middle power is interested
in the Arctic in the first place. Up until
the Russian war of aggression, Ger-
many’s interest was primarily focused
on scientific questions such as how cli-
mate change is affecting the Arctic and
what we can learn from it. In addition,
Germany as an economic power is de-
pendent on free access to sea routes
and resources - also with a view to se-
curing its supply chains. Russia’s war in
Ukraine has changed Germany’s focus
in this respect, too, and inevitably
drawn its attention to the military-
strategic significance of the Arctic-
North Atlantic region. What is more,
there are acts of sabotage against un-
derwater infrastructure in the Euro-
pean North Sea and the Baltic Sea by
ships owned by Chinese companies
and the Russian ‘shadow fleet’ as well as
espionage activities by Russian re-
search vessels to contend with. The
German-Norwegian cooperation in the
construction of submarines is similar
to the planned US-Finnish cooperation
on icebreakers: it is a specific measure
to give due attention to a strategically
important area.

President Trump’s renewed ‘offer’
to buy Greenland is based on a security
argument that refers to the ‘securitisa-
tion’ of this increasingly geopolitically
important area, but is essentially out of
place. Greenland is not under threat,
and neither does it pose a threat. The
United States, by contrast, have had all
possible options to ensure military se-
curity in Greenland since 1951. The
doors are also wide open for investors,
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which shows that Trump’s rhetoric is,
once again, flawed and unnecessarily
aggressive. Germany and its allies must
find ways to deal with this new situa-
tion and set their strategic priorities ac-
cordingly.

4 Recommendations

First and foremost, the author of this
text, a veteran researcher, strongly rec-
ommends to attract more researchers
studying the Arctic and its complex
challenges and to create jobs for them.
Even Denmark, as an Arctic state, has
too little security expertise. In Ger-
many, Arctic experts have long focused
on the scientific side of things (which is
certainly not intended as a criticism of
the very meritorious work of the Alfred
Wegener Institute). So, there is still
much to be done for research institutes
and universities.

In terms of foreign policy, Germany
will have to strengthen and expand its
cooperation with the Arctic states if it
wants to be arelevant player in the Arc-
tic-North Atlantic region and ensure its
security. Germany must intensify its
cooperation not only with Denmark,
Finland and Sweden (in the Baltic and
North Seas and beyond), but also with
[celand, Canada, Norway and the
United States. Furthermore, it should
promote closer relations and under-
standing with non-Arctic states such as
France, Great Britain and Japan as well
as South Korea.3® In terms of security,
Germany needs better and more com-
prehensive situation pictures. In the fu-
ture, German maritime patrol aircraft
will probably not only operate from

38 The author has previously proposed the
establishment of an Arctic Security
Stakeholder Roundtable.

Lossiemouth in the far north of Scot-
land, but will also be able to use the
Kangerlussuagq airfield in Greenland for
surveillance flights between the Bar-
ents Sea and the GIUK gap. This is a first
step, but Germany will have to invest
even more in sensors and effectors
suitable for the Arctic-North Atlantic
region in the future.
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Rachael Gosnell

Worlds Collide: Diverging Interests,
Provocations, Conflicts, and Challenges

in the High North

There is little doubt now that the era of
‘High North, Low Tension’ has melted
away, yielding instead a complex re-
gion with an emerging new security
environment. The recent accession of
Finland and Sweden into NATO has
further altered the security dynamics
along NATO’s Northern Flank. NATO’s
center of gravity has shifted northward
as the Alliance seeks to recommit to de-
terrence - and defense - amidst Rus-
sia’s war in Ukraine. Deterring adver-
saries in the arduous conditions of the
High North demands a thoughtful ap-
proach that must integrate carefully
balanced defense policy, strategic plan-
ning, and operational capabilities
suited to the unique challenges of the
region. Though security has catapulted
to the forefront of regional concerns, it
must be examined through a compre-
hensive lens.

Indeed, the pan-Arctic region is at
the intersection of climate, economic,
human, geopolitical, and military secu-
rity trends. These trends are at times in
conflict, and complicate the security
situation as national, geopolitical, eco-
nomic, and environmental interests
converge - and diverge. This paper will
seek to explore the region’s unique
characteristics and highlight the in-
creasing strategic competition for and
militarization of a region largely insu-
lated from past conflicts. The Arctic,
however, has never been immune to
conflict and we should apply lessons of
the past to prepare for and prevent

conflict in the future. The region’s
strategic location and resources will
continue to attract global interest - and
we must now enact appropriate de-
fense policies in order to ensure a fu-
ture of peace and stability.

1 Arctic Interests Abound

While indigenous communities have
inhabited the Arctic region for thou-
sands of years, the extreme weather
conditions and geographic remoteness
generally relegated the region to the
margins of global interest. Local and
indigenous communities have long
prioritized preservation of the envi-
ronment and sustainable economic de-
velopment in order to sustain their tra-
ditions and communities. While ex-
plorers had long sought a suitable mar-
itime route as a transpolar bridge con-
necting the economic centers of the At-
lantic and Pacific Oceans, activity in the
Arctic was generally limited due to the
vast distances, extreme cold, inhos-
pitable conditions, and poor infra-
structure.

Yet the discovery of vast natural re-
sources that include rare earth ele-
ments, oil, and natural gas potentially
worth more than a trillion US dollars,
has sparked international interest. Cor-
porations and national governments
alike are weighing investment strate-
gies in the region, where warming
trends are beginning to serve as key en-

G'DS



98 — Rachael Gosnell

ablers for regional economic activity.
With the Arctic warming at least at
twice the rate of the global average (and
possibly four times faster), climate se-
curity is converging with human secu-
rity to demand investment into infra-
structure challenges such as per-
mafrost thaw and coastal erosion that
permeate the region.! Communities in
the North have long faced challenges
with adequate medical care, education,
nutrition, transportation, and employ-
ment. National governments now must
add climate-driven issues to the al-
ready costly list of human security
challenges faced by regional popula-
tions.

Strategic competition is further up-
ending the region, as it converges with
the unprecedented rate of climate
change, economic development, and
Russian belligerence. While long con-
sidered a strategic space during the
Cold War - the shortest flight path of a
strategic bomber or intercontinental
missile being over the North Pole - the
region largely remained the focus of
early warning and missile defense sys-
tems, though there was no shortage of
activity below the ice-covered waters
as submarines lurked beneath. Focus
on the region as the most likely vector
of an airborne attack diminished fol-
lowing the collapse of the Soviet
Union. While homeland defense re-
mained an important mission, the in-
tensity of focus given to the northern
horizon by national governments
ceded to areas considered to be of
greater strategic importance.

The security environment has dras-
tically shifted from the decades of low
tension that followed Gorbachev’s
‘Zone of Peace’ speech in Murmansk in

1 Rantanen et al. 2022.
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19872 The venerable cooperative
mechanisms which enabled peace and
stability for decades are functioning at
a vastly diminished capacity following
Russia’s 2022 invasion of Ukraine. An
emerging Sino-Russian cooperation in
the Russian Arctic has tremendous im-
plications for the pan-Arctic region.
Two decades after opening its Yellow
River research station on Svalbard,
China has invested heavily in the Arc-
tic. Russia has looked to China to fill the
Western investment and technology
gap in order to continue developing its
northern resources. Last August, nearly
a dozen Russian and Chinese warships
conducted drills near Alaska.? The
evolving Arctic security environment
demands a renewed look at the re-
gional security architecture and invest-
ments in order to defend national in-
terests.

2 Arctic Provocations,
Conflicts, and Challenges

The war in Ukraine has served as a
poignant reminder that conflict re-
mains possible despite decades of co-
operation. In addition to upending co-
operation in the region, the war has
served as an impetus to reshape the se-
curity architecture. The accession of
Sweden and Finland into NATO rede-
fines the Alliance’s Northern Flank in a
way unimaginable even during the
Cold War. With the 1,340 km (833
miles) Finnish-Russian border, new ge-
ographic challenges have been added
to Russia’s security dilemma. Indeed,
Severomorsk naval base, home of Rus-
sia’s formidable Northern Fleet, is
barely 185 km (115 miles) from Finland.

2 Exner-Pirot 2016.
3 Syler/Martinez 2023.
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Other ground force bases are even
closer to the border, although most
have already been decimated with the
loss of troops and equipment sent to
fight in Ukraine.* Whereas the Soviet
Union enjoyed a buffer zone with neu-
tral Sweden and Finland, today’s Rus-
sian Federation must accept the new
reality of NATO next door.

It is of little wonder, then, that Rus-
sia engaged in such saber-rattling to
thwart the membership bids of Sweden
and Finland given their perception of
NATO posing a so-called existential
threat. Yet those two nations are hardly
the only ones that have faced Moscow’s
predilection towards hybrid activity
and belligerent rhetoric. The past cou-
ple of years have demonstrated the
Kremlin’s intent on shoring up its own
Arctic capabilities while honing the
skillsets needed to impact Western na-
tions.® It is necessary to consider the ca-
pabilities and provocations associated
with Russian activity in order to under-
stand the Russian approach during
times of heightened tensions and con-
flict.

Historically, the Arctic has been a
strategically, culturally, and economi-
cally important area for Russia® In
2021, the Arctic accounted for approxi-
mately 10% of the country’s GDP and
20% of its exports, however, those
numbers are now likely shrinking,
though no official data is available.
Russia views the Arctic as a singular
strategic space — a “theater-wide, strate-
gic continuum with a common operat-
ing picture—from the North Atlantic
and the High North, to North Pole ap-
proaches in the Central Arctic, to the

Goble 2023; Staalesen 2024.
Melvin 2024.

Baev 2021.
Rumer/Sokolsky/Stronski 2021.

NOoO vbh

North Pacific, the Bering Strait and fur-
ther south towards the Sea of Okhot-
sk’® The Northern Fleet - though
downgraded from its status of a mili-
tary district with the most recent mili-
tary realignment - remains the pre-
mier Russian naval fleet. Russia’s Arctic
forces are tasked with protecting its
nuclear deterrent capabilities, its Arctic
Zone, and the Northern Sea Route to
enable security and economic viability.
Russia has also long valued the icy
waters of the north as a test bed for the
newest weapons - notably the Tsirkon,
Poseidon, and Skyfall. Some of the
most capable weapons systems and
platforms are homeported to the
Northern Fleet first, given the strategic
importance of the region to Russia. Sta-
tioning advanced missiles - particu-
larly hypersonics - at northern bases
decreases flight time to NATO capitals.
Since assuming office more than two
decades ago, President Putin has taken
personal interest in the economic and
military development of the region,
posing for numerous photo opportuni-
ties at northern bases and newly con-
structed facilities such as the Sabetta
port terminal on the Yamal Peninsula.
Russia has further utilized their
military infrastructure of the North to
engage in malign activities. Critical in-
frastructure remains a key vulnerabil-
ity in the High North. Well docu-
mented Russian activity near maritime
infrastructure such as pipelines, cables,
and windfarms in the North Sea comes
following suspicious cable-cutting in-
cidents that have affected Svalbard and
the Baltic Sea.? While attribution is of-
ten delayed or impossible, these inci-

8 Boulégue 2024.
9 Kaushal 2023.
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dents highlight potential vulnerabili-
ties.

— The January 2022 incident off
Svalbard involved cutting one
of Space Norway AS’s two sub-
sea fiber-optic cables, known as
Svalbardfiberen. This resulted in
the loss of reserve capacity; loss
of the redundant cable would
have halted data flow from the
SvalSat satellite station and in-
ternet to Longyearbyen.® Attri-
bution has not formally been
declared, though Russian
trawlers were known to have
navigated in the vicinity of the
break just before it occurred.™

— Powerful blasts in September
2022 ruptured three of four
Nord Stream pipelines in Swe-
den and Denmark’s Exclusive
Economic Zones (EEZ) in the
Baltic Sea, with no public attri-
bution.!?

— In October 2023, the Chinese-
owned/Moscow-linked ship
New New Polar Bear damaged
the Baltic Connector gas pipe-
line and two underwater com-
munications cables linking Fin-
land-Estonia and Sweden-Esto-
nia respectively.!®

The presence of Russian auxiliary ships
and fishing vessels near critical infra-
structure - combined with the proven
capabilities of Russia’s GRU and GUGI
directorates - serves as a warning to the
West to redouble efforts to protect vital
infrastructure.

Indeed, the High North offers nu-

merous opportunities for those willing

10 Nagelhus Schia/Gjesvik/Redningen
2023.

11 Ibid.
12 Kaushal 2023.
13 Reuters 2023.
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to engage in grey zone or sub-thresh-
old military activities. In addition to
offshore critical infrastructure, societal
seams and existing disagreements be-
tween local and indigenous communi-
ties and governments often located far
to the south can be exploited by disin-
formation, misinformation, and malin-
formation campaigns. Environmental
activists are often in conflict with local
communities, national governments,
and corporate developers as they seek
to protect fragile ecosystems.

Yet full-scale conflict over territo-
rial disputes is unlikely. With seven of
the eight Arctic nations unified under
the NATO Alliance, mechanisms exist
for dialogue to resolve most conflicts.
Indeed, there are very few territorial
disputes remaining among the Arctic
states - the largest still to be resolved is
between the United States and Canada.
While there is some concern that the
resolution of the overlapping claims of
extended continental shelves amongst
Russia, Canada, and the Kingdom of
Denmark (all claiming an extension to
the Lomonosov Ridge, specifically the
North Pole) may require arbitration, a
prompt decision on the validity of each
claim is unlikely, thus making the con-
cern of little relevance now.

The most likely vector of conflict in
the Arctic is either spillover from an-
other region or the result of a misun-
derstanding or misperception. It is es-
sential to both be prepared to deter and
defend in the Arctic, while also seeking
to protect critical infrastructure, re-
duce tensions, and mitigate the poten-
tial of inadvertent escalation.
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3 (Re)Learning Arctic
Warfighting

To effectively deter, one must demon-
strate credibility and commitment -
while clearly signaling both to the ad-
versary. The Arctic poses unique secu-
rity challenges that require rethinking
deterrence in the North. In particular,
the unique environment must be con-
sidered in military and strategic plan-
ning. Climate trends will increasingly
affect the ability to operate in the re-
gion, with logistical challenges arising
from permafrost thaw, coastal erosion,
and unpredictable weather. Enduring
challenges like inhospitable terrain,
vast distances across remote regions,
and lack of adequate domain aware-
ness and polar communications will
continue to require creative - and often
expensive - solutions.

Arctic warfighting is not new, but it
is time to reexamine the lessons from
the Cold War and the World War II
campaigns - notably the Aleutian Is-
lands campaign, Murmansk resupply
missions, and the liberation of Norway.
Warfighting in the region is challeng-
ing and demands development of ap-
propriate training, tactics, and supply
systems in order to ensure both sur-
vival and success.

Defense policy responses should be
formulated to account for the unique-
ness of the Arctic region, but also with
an understanding of how the Arctic in-
tegrates into the broader strategic pic-
ture. In the United States, each of the
military services has developed an Arc-
tic strategy that aligns with the na-
tional and Department of Defense
strategies. Yet formulation of a good
strategy is only the first step - it is es-
sential to then appropriately resource
the strategy and commit to exercising
the capabilities in the most demanding

conditions in order to develop
warfighting prowess. Resourcing of
Arctic strategies must be prioritized in
order to generate the infrastructure
and capabilities necessary to operate -
and fight - successfully in the demand-
ing conditions of the north.
Deterrence should be at the fore-
front of policy objectives, with an effort
made to strengthen capabilities in or-
der to demonstrate credibility and
commitment to the region. In particu-
lar, the continued emphasis on devel-
oping interoperability and inter-
changeability of forces in the region
will prove to be a powerful deterrent.
Hybrid activities and those below the
threshold of conflict must not be toler-
ated. Similarly, it is essential to reexam-
ine command and control across the
pan-Arctic region to ensure no seams
exist to be exploited. With the acces-
sion of Finland and Sweden, NATO
must assert deterrence and defense
plans that best account for the ex-
panded northern flank. Updating re-
gional plans and C2 structures, as well
as logistics support and regional infra-
structure will be essential in presenting
a coherent and formidable deterrent.
Forces must also be exercised in the
Arctic region in order to fully develop
warfighting capabilities in a region that
makes mere survival demanding. The
Arctic is not a pick-up game - forces
cannot be dispatched to the region
without appropriate training, systems,
and tactics. Commitment must be
made to enhance skillsets in the de-
manding - and evolving — waters of the
north. Allied navies must train together
to understand the nuances of the re-
gion, which include unique weather
conditions, evolving sound profiles due
to the influx of fresh water and warm-
ing temperatures, and the location of
critical infrastructure assets. Exercises
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and operations like Trident Juncture
2018, Dynamic Mongoose, and Nordic
(Cold) Response should be refined and
amplified to expand both their scope
and complexity.

Finally, greater effort should be
made to understand Russia’s Arctic in-
terests — and its complex relationship
with China in the region. In order to
deter, it is essential to understand what
matters to Russia. Too often communi-
cations have been lacking and mes-
sages between nations are misunder-
stood. Reopening communication
channels - to at least the level that ex-
isted during the Cold War - is a vital
step in ensuring successful deterrence.
Though there are considerable differ-
ences from the bi-polar world of the
Cold War to today’s multi-polar world,
some noteworthy lessons may still be
gleaned from the past.

In particular, NATO’s dual-track
policy of 1979 still holds insights. The
decision tied potential deployments of
U.S. long-range theater nuclear forces
with proposals for arms control negoti-
ations. NATO leaders viewed the policy
as necessary to respond to Soviet long-
range forces targeting Europe, but
Moscow viewed the policy as a threat-
ening escalation of the nuclear-arms
race - which cemented their belief that
they had nothing to lose by invading
Afghanistan.'* The decision triggered
an immediate deterioration of NATO-
USSR relations as well as anti-nuclear
protests throughout Europe. However,
the policy should receive some credit
for the ultimately successful negotia-
tions culminating in the 1987 Interme-
diate Nuclear Forces (INF) Treaty.

As demonstrated by the dual-track
policy, focusing on strengthened force

14 Burr 2009.
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posture and capabilities — and a clear
demonstration of commitment to the
region - is simply not enough. This still
holds true today, particularly in the
Arctic. As an Arctic nation, the United
States has enduring national interests
in the region. The Arctic is critical to
both U.S. homeland defense and the
collective defense of NATO Allies. It is
also a region of both economic oppor-
tunities and vulnerabilities to climate
change and ecosystem degradation.
The ‘monitor and respond’ approach to
Arctic threats requires investment in
capabilities and infrastructure in the
region, while clearly communicating
intentions in order to avoid the possi-
bility of escalation or misinterpreta-
tion.® The latest U.S. Arctic defense
strategy offers a sound strategic ap-
proach. While sound strategy is impor-
tant, the implantation and resourcing
will ultimately determine its effective-
ness.

The U.S. should certainly improve
its Arctic defense policy, strategic plan-
ning, and operational capabilities, but
it must also advocate for cooperation
amongst willing Arctic nations on areas
of critical importance such as climate
change, environmental protection,
economic development, and strength-
ening of local and indigenous commu-
nities. Multilateral fora such as the Arc-
tic Council have proven their value in
preserving peace and stability. These
mechanisms should be encouraged to
flourish in hopes of establishing trust
and building relationships that help
sustain and enhance the Arctic region.
They also provide mechanisms for dia-
logue which are so critical in accurately
understanding both the perceptions
and intentions of other nations.

15 U.S. Department of Defense 2024.
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Duncan Redford

Maritime Lessons from the Ukraine-Russia
Conflict: USVs and the Applicability to the

Baltic and High North

1 Introduction

One state’s fight for survival is an-
other’s potential learning opportunity.
The Ukraine-Russia conflict which has
been ebbing and flowing across
Ukraine since February 2022 is no ex-
ception. The question is: are the various
states watching from the side lines
learning the right lessons?

Understandably, much attention
has been focused on the land aspects of
the Ukraine-Russia conflict. One of the
areas that has been poured over by an-
alysts and treated as some sort of video
arcade game by Youtubers and other
voyeurs - often as part of information
warfare operations by both sides - has
been drone attacks. Analysts and other
observers have been astounded both by
the rapidity of development of un-
crewed aircraft systems (UAS) in the
conflict and the degree of improvisa-
tion of commercial off-the-shelf sys-
tems that Ukraine has achieved. The
lexicon of these systems - quadcopter,
first person view (FPV) and more - has
entered the mainstream off the back of
the considerable interest in the conflict
across the world.

In the maritime domain there also
have been considerable, if not always as
public or frequent, learning opportuni-
ties for all interested navies. The issue
of coastal defence missile systems has
yet again hammered home lessons
from, for example, HMS Glamorgan in
the 1982 Falkland Islands Conflict. The
loss of the Russian cruiser Moskva has

again raised the (old) lesson regarding
the mindset of combatants and men-
tally making the transition from peace
to conflict.! The maritime arena has
also seen the use of drones before, but
this time uncrewed surface vehicles
(USVs) are increasingly used in FPV
kamikaze type attacks against Russian
naval shipping and littoral infrastruc-
ture. Yet the Ukrainians are not the first
to explore this technology - the Irani-
ans and Houthis got there first.2 This
paper will consider Ukrainian style
one-way attack (OWA) USVs and their
wider utility in maritime warfare.

2 The Use of USVs in the
War

Necessity is often the mother of inven-
tion and for Ukraine, following the
scuttling, capture or destruction of al-
most all its surface ships on the out-
break of the war, this is especially true.
Uncrewed surface vehicles offered the
Ukrainians a cheap and expendable
way to challenge Russian naval domi-
nance of the Black Sea. In this respect
the Ukrainians have been extremely
successful. While all the information

1 One might think of the Royal Navy’s fail-
ure in pre-World War I and World War II
mobilisation to issue lifejackets to all
seagoing personnel. See Redford 2014: 11.

2 Sutton 2022b; La Grone 2017.
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operations and ‘wishful sinkings’ re-
ports in the media are making the pic-
ture far from straightforward, it seems
that the Ukrainians had a USV capabil-
ity from at least September 2022 when
a Mykola USV washed up on a beach
outside Sevastopol.® By the end of Oc-
tober 2022 Ukraine was using USVs
(and UAVs) in coordinated attacks on
the Russian Naval Base at Sevastopol.*
The following month USVs attacked
the  Russian naval base at
Novorossiysk.®

Of course, attacks on ships at sea us-
ing these FPV USVs required a different
level of capability than attacks on ships
in harbour and against fixed maritime
infrastructure. It took until May 2023
for the Ukrainians to be able to carry
out a narrowly unsuccessful attack
against the Russian intelligence gather-
ing ship Ivan Khurs.® Successful attacks
followed with landing ships and
corvettes being severely damaged or
sunk.” USVs were also used to attack
the Kerch Bridge on 17 July which re-
sulted in severe damage to the road-
way.? To the time of writing (June 2024)
it appears that there have been nearly
30 USV attacks by Ukrainian units on
Russian ships, both at sea and in har-
bour, as well as a solitary attack on the
Kerch Strait bridge. Overall, the bulk of
the attacks (17 out of 27) appear to have
had limited success inflicting only mi-
nor damage or to have been completely
unsuccessful,® but the attacks that were

3 Sutton 2024d; Sutton 2022c.
4 Sutton 2024d; Bachega/Gregory 2022;

Navy Lookout 2022.
5 Sutton 2024d.
6 Sutton 2024d.

7 Ozberk 2024b; Ozberk 2024a; Felstead
2024.

8 Bubalo/Goksedef 2023.
9 Figures inferred from Sutton 2024d.
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successful, especially those that sank
the Tarantul-class missile corvette
Ivanovets and the Ropucha-class land-
ing ship Caesar Kunikov in January and
February 2024 respectively, have
demonstrated the threat posed by such
systems as well as providing useful
video footage for the information war.

More importantly, the level of at-
tacks by Ukrainian cruise missiles, UAS
and USVs on Sevastopol have effec-
tively made that base untenable for
high value units of the Russian Black
Sea Fleet, or those that have not already
been sunk. From October 2023 it seems
that the Russian Kilo-class SSKs,?
armed with Kalibr land-attack cruise
missiles, have been moved out of Sev-
astopol to Novorossiysk on the eastern
seaboard of the Black Sea. Further-
more, there have been apparent at-
tempts by the Russian Navy to use dis-
ruptive or deceptive painting to con-
fuse drone operators, which seem to
have been ineffective.l*

All this points to significant
achievements, but just in the informa-
tion warfare domain, where the video
footage of the USV attacks has been
watched many thousands of times. One
clip just 70 seconds long of the attack
on the corvette Ivanovets has been
watched 45 thousand times in four
months.2 In military terms, the
Ukrainian forces have achived effective
sea denial. The Russians are unable to
use the Black Sea for their own puposes
and have been forced to withdraw vul-
verable ships back out of immediate

10 Lister et al. 2023; Dickson 2023.
11 Sutton 2023a; Sutton 2024a.
12 BFBS 2024.



Maritime Lessons from the Ukraine-Russia Conflict — 107

danger from USVs, UAS and cruise mis-
sile attacks.

3 USV Considerations

There are a number of issues that the
Ukrainans have resolved or mitigated
in order to gain the successes they have
had with their USVs. The first variable
to be considered is the environmental

conditions. The numerous clips of
footage available for the Ukraine USV
attacks, whether successful or unscuc-
cessful, all have one thing in common.
Day or night, the sea conditions are
very good. If we look at the average
conditions for the Black Sea, it can be
seen from the data in figures 1 and 2
that the conditions which appear to be
needed for an attack are far more be-
nign than the norm.
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Indeed, the average sea state for the
Black Sea is sea state 3 all year, with the
exception of February when the aver-
age sea state is sea state 4. This indicates
wave heights of 0.5 m to 1.25 m, except
in February when the waves are be-
tween 1.25 m and 2.5 m in height.'® At
the same time, the average wind speed
is between 8 and 11 knots. Unfortu-
nately, there is no data available on the
significant wave height for the Black
Sea. Even in the benign conditions in
which USV attacks were made, there
was at times significant pitching of
these small 5.5 m long drones, which
appeared to make keeping the target
vessel in sight in the targeting camera a
challenge. The difficulties in maintain-
ing an adequate target picture and a
covert approach in more typical condi-
tions for the Black Sea should not be
underestimated. For example, the
Ukrainian Sea Baby USV has a signifi-
cant visual detection signature due to
its planing hull design and the result-
ing bow up posture and prominent
bow wave. This will be exacerbated as
the sea state and wave heights increase.

The impact of reduced visibility
should also be considered, whether by
rainfall, snowfall, fog, or another type
of impairment, as this will affect not
only the ability to find and identify a
target using cameras and electro-op-
tics, but also to manoeuvre to an inter-
cept position and then mount a suc-
cessful attack. This is compounded by
the low height of eye of the targeting
cameras on the USVs, typically around
0.5 m." This gives a horizon range for
the USV of 2500 m; if the height of eye
is increased to 1 m then the horizon
range increases to 3600 m. If the height

13 OUCU 2023.
14 Sutton 2024c.
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of the target is considered then the
range at which the target can be seen
can increase considerably. In the case
of a Nanuchka-class missile corvette,
the top of the Band Stand search/fire
control radar above the bridge super-
structure (more prominent than the
vessel’s lattice work mast) is approxi-
mately 17 m above the waterline.'® This
gives a maximum visual range of about
9-10 nautical miles as the top of the
radar dome starts to appear over the
horizon.®

In the case of the Black Sea, the op-
erating environment is, on average,
favourable for the use of electro-optics
for target identification and subse-
quent attack. As figure 2 shows, the
number of days per month when rain
or snow can be expected is low, as is the
number of days where visibility will be
5 nautical miles or less.

The relatively short range at which
the electro-optics onboard the USV will
be able to see a target, does, however,
place a premium on wider domain
awareness and the ability to guide the
USVs into the area in which the target
is expected. The Ukrainians have suc-
cessfully exploited their own intelli-
gence sources as well as open-source
intelligence (OSINT) - the war, after all,
has been watched avidly by pundits,
professional and amateur, who have
made rapid and effective use of a wide
range of sources, including commercial
satellite imagery, voicing their assess-
ments and opinions widely on the in-

15 Heights derived from data in Pape (ed.)
2022: 675.

16 Asthe key factor is the height of a prom-
inent feature like the main radar, this
can mean that much larger vessels (in
displacement and length) have broadly
similar ranges, because their upper-
works are roughly similar in height.
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ternet. It is perhaps no surprise then,
that a few days after OSINT analysis of
the Moskva’s operating patterns hit the
internet on 7 April 2022", there was a
successful coastal defence missile strike
against the ship on 13 April leading to it
sinking the next day.!® The guidance
problem from the USV’s launch area to
their interception area has been taken
care of by use of the StarLink satellite
communications system to pass data to
and from the USV. However, this is not
a sovereign capability; indeed, Space X,
the owner of StarLink, threated to turn
off Ukrainian use of the system in Feb-
ruary 2023.%°

4 Utility for NATO

Is this repeatable elsewhere? Un-
doubtably, yes. Is this repeatable

17 Sutton 2022a.
18 Sutton 2024d.
19 Sutton 2024d.

against Russia in a conflict with NATO?
That is harder to say. Certainly, the
types of USVs used by Ukraine have
achieved the ranges needed to operate
effectively in the Baltic and around
northern Norway in the Norwegian Sea
and into the Barents Sea. Furthermore,
these USVs are easily launched from
trailers, making them relatively inde-
pendent of infrastructure for launch-
ing - a concrete slipway or hard is suf-
ficient. However, range alone is not
enough to be certain. Even when the
ability to provide command and con-
trol for the drones using satellites is as-
sumed, the answer is far more complex.
In fact, the answer is the favourite one
of academics and is truly loathed by
maritime practitioners: it depends.

If the environmental data for the
Baltic Sea and Norwegian Sea are con-
sidered, there is little cause for opti-
mism. In both areas, as can be seen
from figures 3 and 4, the average sea
state is higher than that encountered in
the Black Sea. While there is no sig-
nificant wave height data available at
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present for the Black Sea to compare to
the Baltic and Norwegian Seas, it is no-
table that while the Baltic is under 1.5
m for the whole year, this is not the
case for the Norwegian Sea where the
significant wave height has a maxi-
mum of 4 m and a minimum of 1.5 m.

Understandably, the Ukrainians are
extremely reluctant to give away the
performance of their USVs, but it is not
hard to see that a 5 m vessel with a free-
board of at most 0.5 m may not be able
to cope with the seas that can be ex-
pected in both the Baltic and Norwe-
gian Seas. Even if they can float and
manoeuvre, the movement of the hull
may well be so great that effective con-
trol and closure to the impact point
may be unachievable.

Nor are the environmental issues
limited to the potential violence of the
sea and how this will limit the employ-
ability of USVs. Electro-optics, depend-
ing on their capabilities, can be ad-
versely affected by snow and rain. As
figures 5 and 6 show, the Baltic and
High North see relatively high num-
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bers of days were there is rain or snow,
or days when the visibility is likely to be
below 5 nautical miles (data for days
with visibility below 5 nautical miles
was unavailable for the Baltic), in com-
parison to the Black Sea (figure 2). This
may further limit the tactical opportu-
nities for the use of OWA USVs.

The environmental limitations
USVs may encounter in the Baltic and
High North suggest that they will need
considerable development to achieve
their full potential and survive contact
with the elements. Making USVs bigger
to enable them to operate in more un-
forgiving sea conditions makes them
easier to detect by adversary systems.
Therefore, USVs will probably have to
move away from the current planing
hulls with a noticeable visual signature,
to hulls which, for example, exploit the
Lirssen effect, which will have the
added benefit of more speed for a given
power input and greater stability in
higher sea states.

While NATO has access to its own
long-range communications systems
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which could support USV operations,
the ability to use them in an Article V
scenario against Russia cannot be as-
sumed. Operations in command and
control denied or degraded environ-
ments are facts of life now; GPS can be
‘spoofed’ too. All of this may have an
impact to a greater or lesser degree on
the practical utility of OWA USVs for

NATO either in the High North or in
the Baltic.

At the same time as USVs are being
rapidly developed by the Ukrainians,
we are seeing the Russian Navy devel-
oping new and potentially effective
countermeasures. Close-in weapons
have proven effective against USVs up
to a point - the greater the number of
attacking USVs and the greater the
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number of threat axes being used, the
less effective close-in weapons will be.
Helicopters have also been used to try
to defeat USV attacks, although the ac-
tual success of these measures is still
somewhat clouded by the fog of war
and propaganda in the Russo-Ukraine
conflict. The latest counter-USV devel-
opment is the use of FPV one-way at-
tack uncrewed aerial drones. None of
this should be a surprise to maritime
observers; these are, except for OWA
FPV UAS, tried and tested anti-fast at-
tack and anti-fast inshore attack craft
approaches.

We should also expect to see in-
creased effort going into passive coun-
termeasures. The Kerch Strait bridge is
now well protected by booms - this is
an obvious harbour defence measure
that can be readily replicated. Older
ideas, related to booms, may make a
comeback such as a modification of the
pre-WW1 era ship-mounted anti-tor-
pedo net concept, only this time de-
signed to detonate USVs not anti-ship
torpedoes at a safe distance from the
warship. Chemical obscurants (smoke!),
made largely irrelevant in the maritime
domain due to radar, but still a staple
passive defence for armoured fighting
vehicles against electro-optically
guided weapons, may make a return to
the sea as cross-domain learning takes
place - if it takes place. However, it
should always be considered how your
actions are compelling an enemy to op-
erate in a way of your choosing and to
expend scarce and valuable resources
in a manner disadvantageous to them,
which may make OWA USVs extremely
useful, despite their limitations.

To deal with these active and pas-
sive real and potential countermea-
sures to Ukrainian style USV attacks,
the USVs will have to grow to accom-
modate self-protection measures, more
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effective situational awareness and tar-
geting systems, possibly reducing their
potential to successfully attack an en-
emy. Indeed, some of these things have
already happened - Ukrainian USVs are
already mounting short-range fire-
and-forget anti-aircraft missiles for use
against Russian helicopters and air-
craft.? Nor were they the first USV user
to do 50.2! The value of the additional
benefit of a larger sized platform in-
creasing its environmental survivabil-
ity and thus creating more opportuni-
ties for successful engagements over a
wider area should not be underesti-
mated.

Thus, the future utility of USVs lies
not in harbour attack, or as a one-way
kamikaze attack drone but as a weapon
carrier, able to exploit stealth and low
observability to promote its survival
and get into weapon range before
launching a relatively short-range at-
tack which will be hard to counter, es-
pecially if done en masse. Yet there is
still a problem with this vision. The
more weapons you put on the USV the
bigger it gets; the more you need to in-
vest in ensuring its survival, the less ex-
pendable it is - which is exactly the
problem navies faced with their crewed
warships. So, are the right questions be-
ing asked about USVs in the first place?

Perhaps the real question regarding
the transformative (or not) nature of
USVs for maritime combat is about the
ends of sea power rather than the
means. As Julian Corbett observed to-
wards the start of his seminal discus-

20 Sutton 2024b.
21 Ozberg 2021.
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sion on Some Principles of Maritime
Strategy:

Since men live upon the land and
not upon the sea, great issues be-
tween nations at war have always
been decided—except in the rarest
cases—either by what your army
can do against your enemy's terri-
tory and national life or else by the
fear of what the fleet makes it possi-
ble for your army to do.?

What does this mean? In the context of
USVs as demonstrated in the Russo-
Ukrainian war it means sea denial, sea
control, economic warfare and power
projection. Ukraine has imposed sea
denial on Russia’s Black Sea Fleet: Rus-
sia is, at the moment, unable or unwill-
ing to face the risks of operating in a sea
contested by USVs. This may change in
the future. The Russians have started
using FPV UAS drones to attack USVs. 2
This may tilt the balance back in Rus-
sia’s favour, or it may be invalidated by
more Ukrainian innovation. Ukraine
has, to a limited degree, sea control at
times and places of its own choosing in
order to achieve certain missions and
operations. What Ukraine has not been
able to do (yet) is to turn its ability to
deny Russian use of the Black Sea (and
its own ability to achieve sea control
where and when it desires) into some-
thing that reaches wider via economic
warfare or power projection - that
telling phrase of Corbett’s ‘the fear of
what the fleet makes it possible for
your army to do!

Perhaps the most important lesson
of the Russia-Ukraine conflict for the
High North and Baltic is to reinforce, or

22 Corbett 1911: 16.
23 Satam 2024; The Maritime Executive
2024; Defense Mirror 2024.

remind us of, an old one. That, as Julian
Corbett pointed out, the natural state
for the sea is to be uncommanded.?*
This is a highly important (old) lesson
about not just USVs, but maritime war-
fare, which practitioners and maritime
analysts should be fully aware of, but
which in the age of multi-domain op-
erations and campaigns may not be
fully understood by others, especially
politicians or those used to measuring
success by the amount of enemy
ground occupied.

5 Conclusion

The Ukrainians have achieved some-
thing that should be almost impossible
- without a navy, they have not only
achieved sea denial, but also limited sea
control. They have done so using a
combination of old techniques (coastal
defence missiles, mine warfare, land at-
tack systems) and new ones (UAS and
USVs). In doing so, they, and the Rus-
sian responses (or lack thereof), have
highlighted old lessons regarding the
mental and physical preparation of
combat and the importance of not un-
derestimating capabilities. They have
also highlighted an old fundamental
lesson of naval power - it is how navies
can influence events ashore that is the
decisive effect; the ends not the means
is the key issue.

Are all these lessons applicable in
the Baltic and High North? In the case
of USVs probably not. The environ-
mental conditions in the Baltic and
High North are such that they are
highly likely to severely restrict the use
of USVs in an OWA concept of opera-
tions. At the same time, there are an in-

24 Corbett 1911: 91.
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creasing range of countermeasures
that may be employed against OWA
USVs that will inhibit their ability to
close and attack targets at sea or in-
shore, be they ships or fixed infrastruc-
ture. The twin pressures of surviving
the violence of the sea and of the en-
emy will probably result in the steady
evolution of the OWA USV into a reus-
able weapon carrier. USVs are almost
certainly here to stay and will provide a
useful maritime capability for today’s
casualty-adverse body politics, but the
lessons that NATO navies need to un-
derstand are old ones, sometimes
dressed up in new clothes.
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